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Academic License for TU/e WIN Security Group Databases for Scientific, Non-Profit, Non-Commercial Purposes

Technische Universiteit Eindhoven, The Department of Mathematics and Computer Science (WIN), Groene Loper 5, 5612AE, Eindhoven, the Netherlands
Hereinafter TU/e by means of

	
	
	Robert van der Drift
(Managing Director)

	
	
	TU/e REPRESENTATIVE


· Hereby grants a free non-exclusive non-transferable license for the Security Dataset(s) 
· IMPAAS_DATASETS
· to:

DEPARTMENT, ORGANIZATION
ADDRESS, COUNTRY
Hereinafter RECIPIENT by means of
	Name

(Position)
	
	Name

(Position)

	RECIPIENT SCIENTIST(S)
	
	RECIPIENT REPRESENTATIVE


Under the terms and conditions stated herein:
1. The RECIPIENT asks rights to access the DATASETS mentioned above among the following ones
· IMPAAS_DATASETS: is a snapshot of data on user profiles offered on an underground market from Dec 2017 to Mar 2020
A description of the tables and entries in of the DATASETS is provided as ANNEX A.

2. The RECIPENT intends to use the dataset for the following scientific, non-profit, non-commercial purposes

Write here the broad goal of the research
The RECIPENT agrees that such purposes, the name of the RECIPIENT’s scientist(s) and affiliation, and any publications by the RECIPIENT that uses the DATASETS will be listed by TU/e on the web site http://security1.win.tue.nl/
3. "MODIFICATIONS" of DATASETS is software or database tables or database columns created by RECIPIENT which contains/incorporates DATASETS or a part thereof or SQL code and data table values of DATASETS or a part thereof.
4. The RECIPIENT is free to make MODIFICATIONS of DATASETS by making in-house copies of tables and to modify copied tables, for example by the addition of columns and changing of data. The RECIPIENT is free to use the database in-house as he/she wishes and to create logical objects containing original and/or derived data so long as such use does not violate terms specified in this agreement.
5. The license is free of charge so long as DATASETS, or any component of DATASETS, or any derivative work that includes or depends on DATASETS in whole or in part, is used for the purpose mentioned in article 2 only. Any other use of DATASETS and use of MODIFICATIONS of DATASETS for other purposes, alone or integrated into other databases or software, requires prior written consent by TU/e.
6. RECIPIENT shall have the right to publish its findings and results related to DATASETS, at the following conditions

a. For IMPAAS_DATASETS
i. TU/e researchers are cited as the source of DATASETS 
ii. The reference below is cited in the publication.


Michele Campobasso, Luca Allodi. 2020. Impersonation-as-a-Service: Characterizing the Emerging Criminal Infrastructure for User Impersonation at Scale. Proceedings of the 2020 ACM SIGSAC Conference on Computer and Communications Security. ACM. DOI=10.1145/3372297.3417892
The RECIPIENT undertakes to notify TU/e of the existence of the publication by email at data_security@tue.nl
7. It is the responsibility of the RECIPIENT to read the articles mentioned in Article 6 in order to understand the scientific limitations of the DATASETS.
8. No property rights with respect to DATASETS shall transfer to RECIPIENT through this agreement. TU/e may demand compensation for uses other than those granted in this license according to article 2. 
9. The RECIPIENT shall use DATASETS of the purpose mentioned under article 2 only and agrees not to give the data to third parties or grant licenses which include DATASETS, alone or integrated into other databases, to third parties without prior consent of TU/e. 
RECIPIENT may not place DATASETS on public servers unless prior agreement is given by TU/e.
TU/e may demand compensation from RECIPIENT for transfer of information and licenses granted to third parties by RECIPIENT.
10. The RECIPIENT undertakes to refer any requests by third parties for the provision of DATASETS to TU/e at data_security@tue.nl
11. Where the research involving DATASETS results in an invention or patentable MODIFICATION of DATASETS, RECIPIENT and its Researcher/s shall promptly disclose this development to TU/e. RECIPIENT and TU/e shall decide in common about the inventorship, taking due consideration TU/e's contribution to the invention through DATASETS. Decisions about further proceedings, such as filing of a patent application or exploitation, shall be made after inventorship is determined. 

12. DATASETS is not guaranteed as suitable for use with any application. TU/e gives no warranty express or implied of any kind with regard to the distribution, content or operation of DATASETS, in particular but not limited to any warranty of suitability or fitness for any purpose. In no case TU/e will be liable for damages occurred through the use of DATASETS.
13. TU/e will disclose any known rights of third parties to DATASETS. However, TU/e does not warrant for any possible infringement of rights. RECIPIENT has to acquire on his own all necessary licenses for supporting DATASETS if not otherwise agreed in writing. 
14. This license covers usage of DATASETS only, and does not of itself entitle the RECIPIENT to any support from TU/e in the installation, maintenance or use of DATASETS. Distributions of DATASETS and updates to it will be accompanied by a document clarifying issues related to support. RECIPIENT will inform TU/e of any defects found in DATASETS by email at data_security@tue.nl

15. This agreement may be terminated by either party with two months notice.

	
	
	Robert van der Drift
(Managing Director)

	
	
	TU/e REPRESENTATIVE

	
	
	

	
	
	Date and signature 


	Name

(Positions)
	
	Name

(Position)

	RECIPIENT SCIENTIST(S)
	
	RECIPIENT REPRESENTATIVE

	
	
	

	Date and signature
	Stamp of the Organization
	Date and signature 


ANNEX A – DATASET DESCRIPTION
1. IMPAAS_DATASETS
bots_coarse_total_final.json

· name: name of the user profile;
· len_name: length of the string name;
· os: operating system on victim’s host;
· price_usd: price of the user profile in USD;
· country: ISO 3166-1 alpha-2 country identifier of the victim host;
· date_installed: reported date of first infection of the victim host;
· date_updated: reported date of last information update from the victim;
· ip: the first 16 bits of the victim’s IP address;
· sale: flag specifying if the user profile is discounted or not;
· fingerprint_count: the amount of stolen real fingerprints available;
· cookies_total: the amount of stolen cookies;
· browsers: information harvested and advertised from a certain browser. Each browser may contain:
· configs: this is a real fingerprint. Each config may contain:
· config_date_updated: date of last fingerprint information update from the victim’s browser;
· ip: the first 16 bits of the victim’s IP address;
· user_agent: user agent of the victim browser;
· version_major: reported major version of the browser;
· version_minor: reported minor version of the browser;
· cookies_amount: the amount of stolen cookies for this browser;
· cookies_date_updated: reported date of last cookies update for this browser;
· name: name of the browser;
· browser_ count: the amount of browsers compromised where the available information has been gathered from.
detailed_samples.json

In addition to the fields contained in the previous dataset, that one contains:

· resources: contains stolen information (credentials) from a victim’s host. It may contain:
· browser: browser where the information has been stolen from;
· dataset: specifies the type of information gathered; it always contains “LoginData”;
· date_grabbed: reported date of when this resource has been stolen for the first time;
· date_updated: reported date of when this resource has been updated for the last time;
· fields_available: lists the available stolen information; it may contain username, passwords, …;
· name: reports the name of the website where the victim used that information;
· type: reports how this information has been stolen. It can be “Saved Logins”, “Form Grabber” and “Inject Script”;
· url: the url where the information has been used from the victim;
· n_resources: the amount of available stolen resources;
· bots_group: contains information regarding other user profiles that have been merged with the current user profile as they’re identified from market’s operators to be held from the same victim. They may contain:
· browsers: information harvested and advertised from a certain browser. It’s always empty, as this information is transferred to the parent user profile;
· country: ISO 3166-1 alpha-2 country identifier of the victim host;
· date_installed: reported date of first infection of the victim host;
· date_updated: reported date of last information update from the victim;
· ip: the first 16 bits of the victim’s IP address;
· name: name of the user profile;
· os: operating system on victim’s host;
· price_usd: price of the user profile in USD. It’s always equal to 0 because this user profile is sold as a part of the parent user profile;
· resources: information stolen from the victim’s host. It’s always empty as this user profile’s resources are transferred to the parent user profile; 
· sale: flag specifying if the user profile is discounted or not. It matches the information of the parent user profile;
· n_x, where x can be commerce, crypto, moneytransfer, other, services or social: the amount of stolen resources available in the profile, counted by the website category (i.e. a resource from Bank of America is counted as n_moneytransfer);
· stolen_n_x_y, where x can be card, credentials, personal or unknown and y can be commerce, crypto, moneytransfer, other, services or social: the amount of fields_avaialble (see resources) of a certain type (i.e., credentials) for a given website category (i.e. commerce). A username for Spotify counts as a stolen_n_credentials_services.
The following fields have been renamed from the previous dataset:
· n_browser: corresponds to browser_count;
· n_fingerprints: corresponds to fingerprint_count;
· n_cookies: corresponds to cookies_total.
This is a readable summary of your rights and obligations. It is provided for your convenience only. The formal text of the agreement is the only binding document.
You can

1. share these datasets in whatever format with any member of your institution—faculty, administration, students, research associates in the case of universities, and employees in the case of government ministries and research organizations;

2. use these datasets in creative ways for scientific, not-profit, non-commercial use including publications under the terms of the agreement.

You cannot

1. post any of these datasets on your website such that it becomes available to non-members of your institution, or make copies that circulate outside of your institution;

2. use it for profit or commercial purposes unless agreed in writing.

You agree to

1.  cite the appropriate reference work in all your publications that make use of the datasets or its derivatives;

2. provide us the information on the publication where you used the data by email to data_security@tue.nl for the purposes of posting it on our web site 

http://security1.win.tue.nl with your name and affiliation;

3. refer to us any person or organization outside your institution who would like to use the data.

You are aware that

1. other parties may have rights or set licensing obligations in some of the data contained in the datasets and it is up to you to obtain permissions from these parties if needed;

2. the datasets may contain errors or may be unfit for your purposes and we bear no liability for any problem you might encounter.


