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Meet Alice, Bob and Eve
This thesis tells the story of three characters. First there is Alice. Alice likes
to talk to her friend Bob. Bob does not say much himself but loves to listen
and always lets Alice know that she is being heard. Alice and Bob trust each
other 100%. If anything goes wrong during their communication, they know
it’s not due to them but due to Eve. Eve’s life goal is to eavesdrop on Alice
and Bob. She will do everything in her power to do so.
Luckily for Alice and Bob there exist many ways to communicate securely
using classical cryptography. The protocols they use every day take the fastest
computers using the best known algorithms thousands of years to break. Alice
and Bob simply use the Signal app on their smartphones to communicate as
securely as they want.
One day, Alice reads an article about quantum computers [Mim19], “The Day
When Computers Can Break All Encryption Is Coming”. She realizes that
when these quantum computers become reality they will be able to decipher
all messages she sent in the past of which the ciphertext is stored somewhere,
even when she switches to quantum-resilient encryptiona. Alice wants to share
the article with Bob, but she hesitates. Meanwhile Bob is trying his luck
on a mathy puzzle he’s been trying to solve forever, and finally comes up
with the solution. He wants to tell Alice, but then he realizes their secure
communication channel relies on the hardness of math problems. If he can
solve his problem, how can he be sure Eve won’t solve the math problem used
by the Signal protocol?
Not communicating for a while, Alice and Bob slowly become more and more
anxious. One day their fears get to the point where they decide to leave
all classical cryptography behind. Both Alice and Bob build a lab with the
latest and greatest lasers, lenses, beam splitters, single photon sources and
detectors and locks on the doors to keep Eve out. Their new setup allows them
to communicate securely without relying on the hardness of mathematical
problems, but rather on the laws of quantum physics
Alice and Bob used to meet up all the time. But ever since the pandemic,
they have become averse to in person meetups. Luckily, during the last time
they met, they shared just enough key material to authenticate some initial
messages. They start out by using quantum key distribution protocols to
extend their shared key into a longer key which they use for information-
theoretically secure classical communication. Over time they develop more
efficient ways of communication with lower round complexity, less classical
communication and even achieve security notions beyond what is possible
classically.

aKnown as post-quantum cryptography. A name that seems to imply there is an era
after the quantum computer. Quantum-safe cryptography seems like a better name.



Chapter 1
Introduction

Getting started
Every chapter in this thesis starts with a little update on the situation of
Alice, Bob and Eve, the characters that we just met in the first story box.
We hear about the concerns or problems they might have and what solutions
they envision. In the protocols discussed in the chapters, the names Alice and
Bob double as the names of the honest users and the name Eve represents any
possible eavesdropper. These little stories serve as informal motivations for
the chapters and can be skipped if you don’t care for them. Right now, Alice
and Bob are busy setting up their respective labs while Eve is a bit bored as
they are not communicating a lot. Let’s use this time for an introduction.

1.1 Quantum cryptography

Quantum Physics
When looking at the world at very small scales we see that it behaves very different
from what we have come to expect from everyday life. We can not simply speak of the
position of a particle but should consider a probability of a position, observing a state
will change the state, and particles that are far away from each other can instantly
influence each other. These counter-intuitive properties of the microscopic world are
described by quantum physics. Despite its counter-intuitive nature, quantum physics
is perhaps the most accurate and well tested scientific theory in modern times. Its
predictions are so reliable that in 2019, the kilogram was the last SI unit to be defined
in terms of constants of nature by fixing the numerical value of the Planck constant
to be h = 6.62607015 × 10−34J · s [NIS]. The Planck constant relates the energy of
a light quantum (a photon) to its frequency. The quantum physical measurements
of h are much more precise than the very precise method of weighing a cylinder of
platinum-iridium which was the previous definition of the kilogram.

Rather than describing the state of a system, e.g. the position of a particle, quan-
tum physics describes the probability of observing the system in that state. For large
systems in our daily lives, the probability of finding an everyday object somewhere is
one or zero for all practical purposes. In general however, each particle has a complex
probability amplitude α related to every state. The probability of measuring the
particle in that state is |α|2. Directly after the measurement, a quantum system is
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no longer in a ‘superposition’ but the state of the measured system is equal to the
measurement outcome.

The phase of α is unimportant for the measurement probabilities until systems
interact. The probability distributions interact much like two waves that meet on a
water surface. They can interfere constructively producing an extra big probability
of finding a particle, or destructively leaving no probability amplitude at all. Inter-
estingly, a single quantum state can interfere with itself when multiple parts of the
superposition interact as we will see in Section 1.2.2 and Chapter 7.

Perhaps the strangest property of quantum physics is called entanglement. When
two particles at the same location interact with each other, their probability distribu-
tions can become entangled. Afterwards, the probability of measuring one of the two
particles in a specific state is linked to the measurement outcome of the other particle,
independent of the distance between the particles! We call a pair of entangled parti-
cles an EPR pair, after a paper by Einstein, Podolsky and Rosen, who were so amazed
by this property that they questioned the completeness of quantum physics. [EPR35].

Using quantum physics for cryptography
The three properties of quantum physics discussed above

1. inherent nondeterminism

2. destructive measurements

3. entanglement

can be used for cryptographic purposes.
Our main reason for studying quantum protocols is scientific curiosity. But an

additional benefit of quantum protocols is that they don’t require any computa-
tional assumptions. They achieve information-theoretic security, i.e. the security is
guaranteed by an adversary’s lack of information regardless of their computational
capabilities. This means that the secrecy of all messages is guaranteed regardless of
the future computational gains of the adversary.

There exist classical symmetric cryptographic schemes that achieve information-
theoretic security while using up key material. The one-time pad is one that we
will encounter a lot. Often times quantum protocols are only used as a secure way
to distribute keys after which information-theoretically secure classical schemes are
used to perform a cryptographic task.

Classical and quantum cryptographic protocols alike almost always use random
numbers. The probabilistic nature of quantum physics allows for a straightforward
way of generating good random numbers. A simple example is the setup shown in
Figure 1.1. The probability of finding a single photon at Detector A is 1

2 . As is the
probability of finding it at Detector B. Crucially this process is unpredictable. It can
be used to generate random numbers. We will not be explicit about the way Alice
and Bob obtain random numbers in the described protocols.

The destructive measurement property of quantum physics allows Alice and Bob
to detect any measurement performed by Eve. If Alice sends an unpredictable state
to Bob and Eve tries to measure it, she can not do so without influencing Bob’s
measurement result. Unlike for classical messages, she can not keep a copy of the
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message and forward the original message to Bob. In fact it is impossible to make
a copy of an unknown quantum state [WZ82]. Intuitively it is clear that compared
to classical ways of sending information, Alice and Bob gain extra information about
the actions of Eve when using quantum states. This gives them an advantage over
Eve that they can exploit to communicate confidentially.

Figure 1.1: Simple setup to generate a random bit value from a quantum measure-
ment.

We won’t use stored EPR pairs in our protocols as it is very hard to store a
quantum state for a long time. All the protocols we consider work with (an idealized
version of) technology that is widely available today. There is however an equivalence
between ‘preparing a quantum state’ and ‘preparing an EPR pair and measuring one
half’ that allows us to construct equivalent protocols that we will use in our security
proofs.

Although quantum cryptography, like classical cryptography, includes much more
than confidential and authenticated communication between two parties, we will only
be discussing six protocols that can achieve these ‘simple’ goals. For each protocol
we will give a motivation, a protocol description and a proof of the security of the
protocol. The proof recipe for the security of the quantum protocols that we will
be using is given in Chapter 2. The remainder of this chapter introduces the six
protocols that will be discussed and their specific aims.

1.2 Quantum key distribution

The most famous use of a quantum channel in the context of cryptography is Quantum
Key Distribution (QKD). First proposed in 1984 [BB84], QKD allows two honest
parties, Alice and Bob, to extend a small key, used for authentication, to a longer
key in an information-theoretically secure way. Combined with classical one-time
pad encryption this lets Alice and Bob exchange messages with information-theoretic
security.

The QKD field has received a large amount of attention, resulting in QKD schemes
that discard fewer qubits, various advanced proof techniques, improved noise toler-
ance, improved rates, use of EPR pairs, higher-dimensional quantum systems etc.
[Eke91, Bru98, GP01, SP00, LCA05, Ren05, KGR05, BOHL+05, SYK14, TL17].

To explain the workings of our proof technique, we will discuss the security of
six-state QKD as an example in Chapter 2. In Chapter 7, we will discuss an inter-
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esting version of QKD that uses high-dimensional quantum states called round robin
differential phase shift (RRDPS) QKD. It can deal with more noise than six state
QKD while still being easy to implement.

1.2.1 BB84 and six-state QKD

The first quantum key distribution protocol was described in a famous paper by
Charles Bennett and Gilles Brassard [BB84]. In BB84, Alice encodes a random bit
x in the polarization of a photon. The way she encodes the bit x depends on her
random basis bit b. Alice and Bob agree that when the encoding basis is zero (b = 0),
a vertically polarized photon means x = 0 and a horizontally polarized photon means
x = 1. When the other basis (b = 1) is used, the polarizations corresponding to
x = 0 and x = 1 are rotated 45 degrees with respect to b = 0. The resulting photon
represents a qubit with payload x in basis b which we write here as |x〉b=..., see Figure
1.2 for a visualization of the encoding.

|0ib=0

|0ib=1|1ib=1

|1ib=0

Figure 1.2: Encoding choice of the polarization of BB84 photons.

We denote the measurement result of Bob as y. The encoding has the following
property. If Bob measures the qubit in the encoding basis, he will always measure
the correct payload y = x. However, if he chooses the wrong basis (e.g. b = 1 while
b = 0 was used to encode) he has equal probability to measure y = 0 or y = 1.
Since in general the state changes after a measurement, the information is lost when
measuring in the wrong basis. This property is not unique to the photon polarization,
non-orthogonal bases of any quantum system have this property. In this thesis, we
describe the protocols independent of the physical implementation of the quantum
state.

Alice randomly sends one of these four states to Bob, who performs a measurement
in the x- or z-basis chosen randomly. When using a uniform random basis choice,
approximately half the time Bob uses the correct measurement basis and their payload
bits should agree. By only keeping those bits where their bases agree, they end with
what should be the same secret string. By comparing part of their measurement
results publicly, Alice and Bob can estimate the noise on the channel. To deal with
this noise, Alice and Bob have to perform two additional steps. They use an error
correcting code to obtain the same string, followed by a cryptographic hash function
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(privacy amplification) to make sure Eve doesn’t know anything about their shared
string. Information-theoretically secure authentication codes are typically used to
authenticate the classical communication required by the protocol.

The same protocol can be executed using three instead of two encoding bases.
In the polarization implementation, the extra encoding uses circular polarization as
an extra orthogonal basis. Due to the larger uncertainty of the encoding bases it is
harder for Eve to obtain information about the payload and to remain unnoticed in
this six-state encoding. As a result, six-state QKD achieves a higher communication
rate than BB84. In Section 2.6, we will consider a version of six-state QKD that
works for any probability distribution on the basis choice. Using non-uniform basis
choices further increases the obtainable rate [LCA05].

1.2.2 Round robin differential phase shift QKD

Round robin differential phase shift (RRDPS) QKD [SYK14] exchanges a key using
the same principles as BB84 and six-state QKD. A random classical string is encoded
in a quantum state, a random measurement is performed, Alice and Bob communicate
classically about their preparation and measurement to determine their key and use
error correction and privacy amplification to deal with noise. The main difference is
the way RRDPS encodes information into the quantum states.

Alice generates a string of d random bits that we call a. The number d is the
dimension of the qudit (a qubit of higher dimension). The bigger d is chosen the
more information is encoded into the qudit. Alice prepares a photon in a uniform
superposition of arrival times such that the phase corresponding to time bin t is given
by at. Bob lets the photon interfere with itself. The difference between the arrival
times that he lets interfere is determined by a random number Bob picks called r.
Bob then measures the random arrival time k and the phase difference between times
k and k + r. This measured phase difference is then s = ak ⊕ ak+r. Bob tells Alice
what r he picked and what k he measured so that she can compute s from her string
a as well. The described protocol can be implemented practically with a a phase
modulator on Alice’s side, and a variable delay interferometer on Bob’s side. The
setup is shown in figure 1.3.

Repeating this process for many qudits gives Alice and Bob a shared string on
which they can perform the same error correction and privacy amplification steps
as in BB84. Since only one bit is extracted from the d random bits encoded in the
photon, it is very hard for Eve to gain a lot of information about the relevant bit. It
turns out that when Eve causes noise all the way up to 50%, which corresponds to
Bob receiving random bits, Eve still can not learn a lot about s. Usually the amount
of information Eve can gather increases as she causes more noise on the channel. For
RRDPS QKD however, the amount of information she can obtain stops raising with
the noise level at some saturation noise, e.g for d = 10 saturation occurs at ∼20%
This incredible noise resilience is the main advantage of the RRDPS scheme.

1.3 Quantum key recycling

In BB84 and six-state QKD, after the measurements are done, Alice and Bob commu-
nicate classically about a number of things. i) Their basis choices; ii) their measure-
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Figure 1.3: Round robin differential phase shift QKD setup [SYK14]. The interference
of the different parts of the pulse train is visualized at the bottom of the figure.

ment results in some positions to check the noise; iii) the error correction redundancy
information and iv) a random hash seed for privacy amplification. That seems like
a lot of classical communication for a quantum protocol and they haven’t even used
their key for anything yet. In addition, they need to discard the measurement results
of the qubit positions where their bases do not match, although this number can be
kept low when using a heavily skewed probability distribution for the basis choice
[LCA05].

Quantum Key Recycling (QKR) achieves the task of sending a classical message
from Alice to Bob using the same principles as BB84 but without the large amount
of classical communication back and forth and the waste of qubits. The only commu-
nication required in QKR is a single communication from Alice to Bob, and a single
feedback bit from Bob to Alice indicating whether the communication was received
alright. Since the waste of qubits is asymptotically negligible for skewed basis choices
[LCA05], the reduced round complexity (number of times Alice and Bob communicate
back and forth) is considered the main advantage of QKR.

In quantum key recycling Alice and Bob share a secret encoding basis at the start
of the protocol. As the name suggests, QKR will not use up this key material, but
recycle (or re-use) the key material in subsequent rounds. The same properties that
protect the qubit payload also protect the secret encoding basis, i.e. Eve can not
learn the basis choice without being detected. If Bob received Alice’s communication
without too much noise he is able to reconstruct the message without additional
communication.

1.4 Unclonable encryption

In 2003, Daniel Gottesman considered the following attack on the one-time pad en-
cryption.

1. Alice sends an encrypted message to Bob.
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2. Eve makes a copy of the encrypted message.

3. Eve passes on the original message to Bob, who can not detect her copy.

4. Eve somehow obtains a copy of the secret key and decodes the message.

This attack illustrates that in addition to using the key only once, one-time pad
encryption requires the users to keep the key secret forever, e.g. by destroying it.
However, destroying information that has been kept for a longer time, e.g. on a
hard disk memory, is hard in practice. To protect against this attack, Gottesman
introduced a scheme he called unclonable encryption1 [Got03]. By encoding the
classical message directly into a quantum state, one can ensure that after measurement
of the quantum state no ciphertext remains that could link the key to the message.
If the noise on the quantum channel was not too high, the encoding guarantees Eve
can never learn anything about the message in the future. Even when all used key
material leaks, the message is secure. This notion of encryption is even stronger
than information-theoretic security. Not only does Eve have too little information
to decrypt Alice and Bob’s ciphertext, she is guaranteed not to have gained the
ciphertext, if the noise is sufficiently low. Therefore Eve can never learn the message
independent of what she learns in the future (excluding the possibility where Alice
and Bob leak the message itself). If Eve does cause a lot of noise on the channel, Alice
and Bob should be careful with their key material since Eve might have intercepted
and stored the quantum states. Although unclonable encryption protects against
an attack where Eve uses quantum storage, Alice and Bob need only prepare and
measure quantum states as is the case for QKD and QKR.

1.5 Desiderata for quantum encryption protocols

The BB84 and six-state quantum key distribution protocols facilitate the information-
theoretically confidential communication between two parties. It achieves this using
only simple operations on simple quantum states that are practically feasible with
widely available current technology. We will consider protocols that aim to improve
upon the performance of BB84 and six-state QKD without the need for additional
technological requirements. The different chapters of this thesis focus on different
desired functionalities. All chapters aim to answer the following research question:

"How can two-party prepare-and-meaure quantum encryption protocols
for communicating confidential classical information be improved beyond
the state of the art?"

To specify what is meant by improved we list the desiderata of a quantum en-
cryption protocol. In addition to providing information-theoretic security, a good
quantum encryption protocol has:

• Only simple operations on easily prepared states.

• Noise resilience (maximum noise that the scheme can tolerate).

• High communication rate (few quantum states per classical bit).

1Actually he called the property uncloneable encryption. Both spellings are used.
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• Low round complexity (number of interactions between the parties).

• No redundant classical communication.

• Efficient use of key material.

• Small key sizes.

• Confidentiality guarantees in the case of key leakage.

1.6 Contributions

Each upcoming chapter of this thesis proves the security of a quantum key distribu-
tion, quantum key recycling or unclonable encryption protocol that achieves a number
of our desiderata.

Chapter 2 describes the framework we use to prove the security of the protocols.
The framework uses some crucial elements from the proof method developed by Re-
nato Renner [Ren05] to give proofs that are composable with other protocols. An
EPR version of the protocols is given. Eve is given a purification of the state shared
by Alice and Bob (a description of everything their state interacted with). The post-
selection technique [RK05] is used to extend attacks on single qubits or qudits to
general attacks. Symmetries in the protocol are exploited to obtain a simple descrip-
tion of Eve’s state: (i) it has factorized form, i.e. the tensor product of contributions
from individual qubit positions, (ii) in each qubit position the density matrix depends
only on the noise parameter(s) that are used in the monitoring procedure. We com-
pare the real scenario to an ideal scenario in which the same protocol is executed but
Eve can not learn anything. If the state that Eve can obtain in reality is statistically
exponentially close to the ideal state, Eve has an exponentially low probability of
successfully attacking the protocol.

As an example of the proof recipe, we prove the security of six-state QKD. The
versatility of the proof method is demonstrated in the subsequent chapters where we
apply the same recipe to a variety of protocols and settings. In particular, we will use
it to prove the security of key material and messages by bounding a single quantity.
We’ll show that unclonability can be proven using the same method. And we will
show that sharp results are obtained for protocols with high dimensional states and
multiple passes over a quantum channel.

Chapter 3 introduces a quantum key recycling (QKR) protocol. QKR aims to
lower the round complexity compared to QKD. Although QKR was proposed in 1982
[BBB82], two years before BB84, no qubit-based scheme was proven secure until 2017
[FS17]. Our protocol is similar to the protocol of [FS17], which in turn is similar to
[BBB82]. The differences introduced in our protocol allow us the prove the security
of the recycled keys and the message in a single expression. While [FS17] has low
rate when used as an encryption, our protocol achieves the same communication rate
(message bits per qubit sent) as QKD. In our protocol one can choose between the
BB84 encoding and the six-state encoding [Bru98]. The six-state encoding yields a
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higher rate, as known from QKD. This chapter is based on [LŠ19a].

Chapter 4 describes and proves the security of a quantum key recycling scheme.
The scheme encodes all the information directly into the qubits without the need to
send any classical information alongside the quantum states. The only classical com-
munication remaining is a single feedback bit from Bob to Alice. This fully embedded
scheme achieves the same communication rate as QKR and QKD. When the noise on
the quantum channel is too high, QKR protocols yield a reject message indicating the
communication was unsuccessful. For messages of size `, the key update procedure
in the reject case needs ` bits fresh key material in the noiseless case, which is the
minimum possible [DPS05]. This chapter is based on [Lv21].

Chapter 5 combines key recycling and unclonable encryption in a single protocol.
Unclonable encryption provides security guarantees even if the key material used in
the protocol leaks after the protocol is finished. The unclonable encryption scheme
as introduced by Gottesman [Got03] achieves the unclonability property but is not
very efficient. Asymptotically it uses up one bit of key material for every message
bit sent. By constructing an unclonable encryption scheme in which the key material
can be recycled, we construct an efficient scheme in terms of communication rate as
well as round complexity. By composing our protocol with a QKD or QKR scheme,
we can refresh key material in an efficient manner as well. Like the fully embedded
protocol of Chapter 4, we keep the classical communication to a minimum by en-
coding all information from Alice to Bob directly into the quantum states. We find
a close relation between key recycling schemes and unclonable encryption schemes.
This chapter is based on [LŠ20a]

Chapter 6 describes a quantum protocol in which a quantum state is sent in two
directions, first from Bob to Alice and then back from Alice to Bob. It aims to improve
the reject behavior of unclonable encryption for Alice (the sender of the message).
Both the scheme by Gottesman [Got03] and the scheme of Chapter 5 require Alice
and Bob to permanently keep their key material secret when the protocol outputs a
reject message. By having Alice encode the message into a quantum state without
holding the key material needed to perform the decoding, Alice can safely leak all the
key material she holds after the protocol is finished. Bob, who has the key material
to decode, is in the same situation as before, and has to keep the keys secure forever
but only in the reject case. The described functionality is achieved by letting Bob
prepare the qubit in a random basis. Alice, without knowing the encoding basis, can
flip the qubit payload depending on her message. The result is a qubit going from
Alice to Bob encoding Alice’s message padded by Bob’s initial payload in a basis that
only Bob knows. Measuring the qubit in the correct basis lets Bob receive Alice’s
message.

We define a security notation we call vulnerable-sender unclonable encryption.
This security property guarantees the security of an encoded message even when the
shared key material of the two parties leaks afterward. Alice holds only shared key
material and can safely leak it all.

The security proof of the protocol requires the description of a 16-dimensional
quantum state held by Eve that is closely related to the state Eve obtains in six-state



18 Chapter 1. Introduction

QKD and QKR. We can modify our protocol to do QKD and find it achieves a better
rate than other two-way QKD schemes [BLMR13]. This chapter is based on [LŠ20b].

Chapter 7 describes the round robin differential phase shift (RRDPS) quantum key
distribution protocol introduced in 2014 by Sasaki, Yamamoto and Koashi [SYK14].
It aims to improve the noise resilience of quantum key distribution. We add noise
monitoring to the RRDPS protocol and prove its security. Our proof method, detailed
in Chapter 2, yields a sharper result than other results [SYK14, SK17] based on
equivalence of the protocol to quantum error correction codes [SP00]. The proof
requires the description of a d2 dimensional state held by Eve which, after exploiting
symmetries, has three degrees of freedom left. Optimizing these parameters as a
function of noise yields a saturation noise. Introducing more noise than the saturation
noise no longer helps Eve.

In addition to proving its security, we will gain insight in the gap between what
we can prove using our proof method and how much Eve can learn with an attack
where she directly performs a measurement characterized by the accessible informa-
tion. The accessible information shows the same saturation behavior. This chapter
is based on [LŠ19c].



Chapter 2
Proof technique

Quantum protocols require proofs
Alice and Bob learn all there is to know about quantum cryptographic proto-
cols. They come across many very promising claims of “unconditional security"
that is “guaranteed by the laws of physics". However, anxious about cryptog-
raphy as they are, they decide it might be too good to be true and they first
want to get a grip on the underlying assumptions. Once they know all about
the notation and jargon, the classical tools and the quantum encodings, the
attacker model and assumptions, they are ready to speak confidently about
the security of a quantum protocol. They develop a proof framework that
allows them to prove the security of a protocol before trusting that they per-
form exactly as expected. As their first protocol Alice and Bob decide on
six-state quantum key distribution. Its security is already well understood
and it achieves good performance in terms of communication rate.

2.1 Attacker model and assumptions

We will consider the security of our protocols in the following setting. Alice and
Bob perform all their actions in their private labs. Eve has no access to their labs
and no information about Alice and Bob’s actions leaks from their labs. No sounds,
(unintended) electromagnetic radiation, power usage information etc. are available
to or can be influenced by Eve, i.e. there are no side-channel attacks. We do not
consider the effects of imperfections in the devices used by Alice and Bob. Alice and
Bob have access to a quantum channel for transmitting quantum states, as well as to
a classical channel for transmitting classical bits.

Eve can read, copy and alter any and all messages sent over the classical channel as
well as insert messages of her own. In our protocols, Alice and Bob always use classical
authentication methods to make sure they can detect the latter two classes of actions
by Eve. Eve can perform any computation instantly, there are no computational
assumptions. On the quantum channel, Eve can perform any action allowed by the
laws of physics. She can apply arbitrary unitary operations to any state, she has
access to unlimited quantum memory, she can create arbitrary quantum states and
perform noiseless measurements. Independent of the expected noise of the quantum
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channel, Eve always receives the sent states unaltered and can send any state in
noiseless fashion. All noise on the quantum channel is assumed to be caused by Eve.

Initially we will take the conventional view that Alice and Bob can forget or
delete classical information. In later chapters we will also consider situations in which
classical information that is stored long-term will eventually leak to Eve.

2.2 Classical tools

In our protocols we will make repeated use of a number of useful classical tools.
Note that the properties of all these tools are independent of the capabilities of the
attacker. An overview of the notation introduced is given in Table 2.1.

2.2.1 Notation for classical tools

Classical random variables are denoted with capital letters, and their realizations
with lowercase letters. The probability that a random variable X takes value x is
written as Pr[X = x]. Sets are denoted in calligraphic font. The space of probability
distributions on X is written as S(X ). We write [n] for the set {1, . . . , n}. For a
string x and a set of indices I the notation xI means the restriction of x to the
indices in I. Bitwise XOR of binary strings is written as ⊕. The inverse of a bit
b ∈ {0, 1} is written as b̄ = b ⊕ 1. The size of a string x and set X is written
as |x| and |X | respectively. The Hamming weight of a string x is denoted as Hamm(x).
The bit-wise logical and of two bit strings x, y is denoted as x ∧ y. A substring is
denoted with square brackets, the first ` bits of a string x is denoted as x[:`]. The
notation log stands for the logarithm with base 2. The binary entropy is written as
h(p) = p log 1

p +(1−p) log 1
1−p with p ∈ [0, 1] and 0 log 0 taken to be 0. We sometimes

write h(p1, . . . , pn) meaning
∑
i pi log 1

pi
. The Kronecker delta of variables x and x′

is denoted as

δx,x′ =

{
1 if x = x′

0 otherwise
(2.1)

2.2.2 One-time pad encryption

Classically, the best confidentiality guarantee is provided by One-Time Pad encryp-
tion. If Alice and Bob share a uniform n-bit secret key k, they can exchange an n-bit
message m with information-theoretic security. Alice adds the key and the message
bit-wise to obtain a ciphertext c = m ⊕ k. She sends the ciphertext to Bob over a
classical channel. Without k, Eve can not learn anything about m since k completely
decouples m and c. Eve can save a copy of c. Once Eve has c, Alice and Bob can not
use k to pad another message safely, hence the name one-time pad encryption.

We will be using one-time pad encryption when we want to confidentially send a
message over the classical channel. We don’t explicitly speak about the security of
the encrypted message or the key. We consider the encrypted message unknown to
Eve when the key is kept secret, and known to Eve if the key becomes public at a
later time.
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Notation Meaning

Pr[X = x] Probability that random variable X takes value x.

X Set of possible x values.

S(X ) Space of probability distributions on X
b̄ The inverse of a bit: b⊕ 1.

⊕ Bit-wise XOR.

|x| Length of a string x.

|X | Size of the set X .
∧ Bitwise logical ‘and’.

log Logarithm base 2.

h(p) Binary entropy p log 1
p + (1− p) log 1

1−p .

h(p1, . . . pn) Entropy
∑
i pi log 1

pi
.

δx,y Kronecker delta. Equals 0 except when x = y then equals 1.

λ Security parameter.

1` Identity matrix of dimension `.

β Bit error rate (bit flip probability)

Enc, Dec Encoding and decoding functions.

Syn, SynDec Syndrome and syndrome decoding functions.

x̂ Reconstructed x by the decoding function.

tr Trace

A† Hermitian conjugate of an operator A.

x∗ Complex conjugate of x.

⊗ Tensor product.

χA Fully mixed state on the A space.

B Set of bases.

σi i’th Pauli operator.

S(H) Space of density matrices on H
S(ρ) Von Neumann entropy of the density matrix ρ

Sα(ρ) Rényi entropy of order α

Sεα(ρ) Smooth Rényi entropy of order α with smoothing parameter ε

Table 2.1: Notation introduced in this chapter
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2.2.3 Pairwise independent hashing

A family of hash functions H = {h : X → Y} is called pairwise independent (a.k.a. 2–
independent or strongly universal) [CW79] if for all distinct pairs x, x′ ∈ X and all
pairs y, y′ ∈ Y it holds that Prh∈H [h(x) = y ∧ h(x′) = y′] = |Y|−2. For |X | ≥ |Y|
there are known constructions for pairwise independent hash functions that have
|H| = |X ||Y|.

We will be using families of pairwise independent hash functions hu where the
function is specified by a random hash seed u ∈ U . Let the probability distribution
of U be uniform. The defining property of pairwise-independent hash functions gives

E
u
δhu(x),yδhu(x′),y = δx,x′ |Y|−1 + (1− δx,x′)|Y|−2. (2.2)

An example of a hash function that achieves |H| = |X ||Y| uses an affine function
in GF (2k) [LW99]. Let u = (u1, u2) with u1, u2 ∈ GF (2`) be randomly chosen.
Define Fu(x) = u1 ·x+u2, where the operations are in GF (2k). By taking the ` least
significant bits of Fu(x) we get a pairwise independent hash function F : {0, 1}k →
{0, 1}`. Note that since the k− ` most significant bits of Fu(x) are dropped, the size
of u2 can be reduced by k − ` as well. Also note that the input of the hash function
is decoupled from the output as long u is unknown.

Unless specified otherwise, this example can be used as the pairwise independent
hash function in all protocol of this thesis.

2.2.4 Information-theoretically secure message authentication
codes

Pairwise independent hash function can be used to construct single-use information-
theoretically secure message authentication codes (MACs) [WC81]. A message m
can be authenticated using a pairwise-independent hash function hu with seed u ∈ U
by computing a tag τ = hu(m) and communicating τ alongside m. The defining
property of the pairwise-independent hash function then guarantees that Eve can not
alter the message undetected without knowing the hash seed u. If the verification
τ ′ = hu(m′) holds for the received message m′ and tag τ ′, Bob can be confident that
m = m′ because the probability of successfully forging τ is Pr[τ = hu(m′)|m 6= m′] =
2−min(|τ |,log |U|).

Instead of using pairwise independent hash functions, single-use MACs can be
built from easier to achieve primitives like universal hash functions and almost pairwise-
independent hash functions [Sti94]. This allows for a smaller hash seed. For our MACs
we assume |τ | = log |U| = 2λ, with λ the security parameter.

We use single-use information-theoretically secure MACs (one-time MACs) to
authenticate messages sent over the classical channel. Sometimes we will speak about
an authenticated channel. It should then be understood that every use of this channel
costs λ bits of key material and increases the failure probability of the protocol by
2−λ. In addition we will use MACs to authenticate messages encoded in quantum
states.
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2.2.5 Error correcting codes

The bit error rate β on a quantum channel is the probability that a classical bit x
encoded into a quantum state by Alice arrives at Bob as the flipped value x̄. We use
β and γ to denote the noise (bit error rate). The combined noise of two subsequent
channels is written as β ? γ = β(1− γ) + (1− β)γ.

An error correcting code (ECC) adds redundancy to a transmitted message to
form a codeword. The original message can be recovered from a noisy version of this
codeword. We will be using linear error-correcting codes that encode a message of
size κ into a codeword of size n. They consist of an encoding function Enc : {0, 1}κ →
{0, 1}n and a decoding function Dec : {0, 1}n → {0, 1}κ. For linear codes, Alice
encodes a message m into a codeword using a generator matrix G, x = Enc(m) = xG
where x is represented as a row vector. The matrix G can always be written in
systematic form, G = (1κ|Γ), where the κ× (n− κ) matrix Γ contains the checksum
relations. The codewords will then have the original string as first κ bits followed by
n− κ redundancy bits. When Bob receives the noisy string x′ with βn errors or less,
he can reconstruct x with certainty. When there are more than βn bit flips the code
will output the wrong message or an error ⊥. We will use the ‘hat’ notation to refer
to the reconstructed string. For x = Enc(s) we write ŝ = Dec(x′) and x̂ = Enc(ŝ).

When Alice and Bob have access to a noisy channel (e.g. a quantum channel)
and a robust channel (e.g. a classical channel), Alice can send an n-bit message over
the noisy channel and send the redundancy bits over the robust channel. Alice and
Bob agree on a syndrome function Syn : {0, 1}n → {0, 1}n−κ and decoder SynDec:
{0, 1}n−κ → {0, 1}n. Alice sends a string x ∈ {0, 1}n to Bob over the noisy channel. In
addition she sends a syndrome containing the error correction information, e = Synx
over the robust channel. Bob can compare the syndromes of x and x′ to find the
noise vector η = SynDec(Synx′ ⊕ e) which he uses to reconstruct x̂ = x′ ⊕ η.

Without specifying the particular code used, we assume the performance of the
code is independent of the location of the bit flips. Asymptotically, linear error cor-
recting codes can reach channel capacity κ

n = 1−h(β). Non-asymptotically this limit
can be approached as n − κ = nh(β) +

√
nΦ−1(ε)

√
β(1− β) log 1−β

β (see [BKB04]),

where ε is the probability of decoding error and Φ(z)
def
=
∫∞
z

(2π)−1/2 exp[−x2/2]dx.1

2.3 Quantum toolbox

We will briefly describe the relevant aspects of quantum theory used for our proofs.
We only need to understand a little for the simple systems we use.

2.3.1 Notation for quantum tools

The vector space in which quantum states exist is called the Hilbert space denoted
as H. Quantum states are denoted as kets |ψ〉. The Hermitian transpose of a ket is
called a bra and is written as 〈ψ|. The notation ‘tr’ stands for trace2. The Hermitian
conjugate of an operator A is written as A†. The complex conjugate of z is denoted

1For ε = 10−6 we have Φ−1(10−6) ≈ 4.75.
2It is understood to be a linear operator acting to the right.
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as z∗. Let A be a matrix with eigenvalues λi. The 1-norm of A is written as ‖A‖1 =

tr
√
A†A =

∑
i |λi|. We describe the system consisting of two states |ψ〉 and |φ〉 as

|ψ〉 ⊗ |φ〉 = |ψ〉|φ〉 = |ψφ〉. Here ⊗ denotes the tensor product.

2.3.2 Qubit Encodings

We consider the most common way to encode a bit x ∈ {0, 1} into a qubit state.
We denote the encoding of the zero and one bit in the standard basis as |0〉, |1〉 with
|0〉 called the positive z-direction. The set of bases used is denoted as B, and a
basis choice as b ∈ B. The encoding of bit value x in basis b is written as |ψbx〉.
We refer to x as the payload. In the BB84 encoding we write B = {0, 1} which we
refer to as the z-basis (b = 0) and the x-basis (b = 1), with |ψ0

0〉 = |0〉, |ψ0
1〉 = |1〉,

|ψ1
0〉 = |0〉+|1〉√

2
, |ψ1

1〉 = |0〉−|1〉√
2

. In six-state encoding we additionally utilize the y-basis

(b = 2), B = {0, 1, 2} with |ψ2
0〉 = |0〉+i|1〉√

2
, |ψ2

1〉 = |0〉−i|1〉√
2

. We will also encounter the
eight-state encoding [ŠdV17] consisting of non-orthogonal vectors, see Section 3.1.3.

The probability of getting outcome x when measuring a state |φ〉 in the b basis
is |〈ψbx|φ〉|2. For example, the probability of finding zero when measuring the state
|ψ〉 = α|0〉 + β|1〉 in the z-basis is |〈0|ψ〉|2 = |α|2. For any basis, the measurement
probabilities of a quantum state should add up to one. We then say the state is
normalized. For |ψ〉 this means that |α|2 + |β|2 = 1. The states |ψ0

0〉, |ψ1
0〉, |ψ2

0〉
can be visualized as unit vectors spanning a three-dimensional space. Due to the
normalization constraint, every qubit state exists on a sphere with radius one in this
three-dimensional space. This sphere is known as the Bloch sphere.

2.3.3 Bell states

The smallest system with quantum entanglement consists of two qubits whose bit
values are completely (anti)correlated. In any basis, the maximally entangled two-
qubit states are represented by the four Bell states. The Bell states with respect to
the z-basis are:

|Φ+〉 = |Φ00〉 =
|00〉+ |11〉√

2
; |Ψ+〉 = |Φ10〉 =

|01〉+ |10〉√
2

; (2.3)

|Φ−〉 = |Φ01〉 =
|00〉 − |11〉√

2
; |Ψ−〉 = |Φ11〉 =

|01〉 − |10〉√
2

. (2.4)

The subscript notations allow us to write the simple notation |Φuv〉 = (1⊗σuxσvz )|Φ00〉
(see Section 2.3.5 for the definitions of σx, σz). The ± notation is more memorable
and common. In general we will refer to maximally entangled states as EPR pairs
[EPR35]. Notice that the Bell states describe the state of both qubits together. This
description is independent of the distance between the two qubits. This gives rise
to the non-intuitive phenomenon in which a local action can have a remote effect.
Consider for example the state |Φ+〉 where Alice holds the first qubit and Bob holds
the second. When Alice measures her qubit in the z-basis she will measure a ran-
dom bit. Depending on her measurement result Bob’s state changes to the same
bit encoded in the z-basis. This means that the net result of preparing one of the
Bell states and measuring in the z-basis is equivalent to preparing a random bit in
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the z-basis. Similarly, measuring in the x- or y-basis results in a random bit being
encoded in that basis. Note that this instantaneous action at a distance can not be
used to send information from Alice to Bob without an additional transmission after
the measurement. The Bell states guarantee that a measurement of one half of the
pair yields a random value rather than a chosen value.

The |Ψ−〉 state is known as the singlet state. It is often used since it holds that
|Ψ−〉 ∝ |ψb0〉|ψb1〉 − |ψb1〉|ψb0〉 for any basis b. The Bell states form a basis for the
two-qubit space.

2.3.4 Mixed states

So far we have been considering pure quantum states. For a pure state we know
exactly in which state the system is. An example of a pure state is the superposition
discussed in Section 1.1 which we will write as |ψ〉 = 1√

2
|0〉 + 1√

2
|1〉 (where we have

replaced position A by bit 0 and position B by bit 1). This so called ket |ψ〉 can be

represented by a vector by taking |0〉 =

(
1

0

)
and |1〉 =

(
0

1

)
giving |ψ〉 =

(
1/
√

2

1/
√

2

)
.

The conjugate transpose (bra) is written as 〈ψ| = (1/
√

2 1/
√

2). Even though we have
a probability of 1

2 of measuring zero and probability of 1
2 of measuring one, we know

these probabilities exactly.

Imagine instead of preparing a pure state, Alice flips a coin and depending on the
outcome prepares |0〉 or |1〉. Eve, who does not know the outcome of the coin flip,
describes the state as a classical mixture of |0〉 and |1〉 each with probability 1

2 . The
state can no longer be written as a ket or vector but is written as a matrix called
a density matrix: ρ = 1

2 |0〉〈0| + 1
2 |1〉〈1|. States that consist of a classical mixture

of pure states are called mixed states. In general, when the probability of being in
state |ψx〉 is Pr[X = x], we write ρx =

∑
x Pr[X = x]|ψx〉〈ψx|. We will encounter

mixed states a lot. The values encoded into the quantum states are unknown to Bob
and Eve, otherwise there would be no point in communicating. We write S(H) to
denote the space of normalized (tr ρ = 1) density matrices on Hilbert space H, i.e.
normalized positive semi-definite operators acting on H.

To denote the combination of classical and quantum states, we represent classical
variables in the bracket notation as well. The density operator describing a classi-
cal variable x is written as Ex |x〉〈x|. This allows us to describe the combination
of classical variables and quantum states (classical-quantum states) as one density
matrix. We use capitalized superscripts to label subsystems of a Hilbert space. Non-
italic labels ‘A’, ‘B’ and ‘E’ indicate the subsystem of Alice/Bob/Eve. Consider
classical variables X,Y and a quantum system in Eve’s possession that depends on
X and Y . The combined classical-quantum state is ρXY E = Exy |xy〉〈xy| ⊗ ρE

xy.
The state of a sub-system is obtained by tracing out all the other subspaces, e.g.
ρY E = trXρ

XY E = Ey |y〉〈y| ⊗ ρE
y , with ρE

y = Ex|y ρE
xy. When X is unknown to Eve,

ρY E is the relevant description of the state from Eve’s perspective. The fully mixed
state is denoted as χA =

∑
a

1
|A| |a〉〈a|.



26 Chapter 2. Proof technique

2.3.5 Evolution of a quantum state

The change of a closed quantum system, i.e. a quantum system that is not interacting
with other quantum systems, over time is described by a unitary transformation.

|ψ′〉 = U |ψ〉 (2.5)

where it holds that UU† = U†U = 1. A unitary U describes a reversible operation.
When we are not dealing with a closed system, e.g. Eve lets a qubit interact with a
ancillary system of her own, we also make use of unitary operators by describing the
combination of the qubit and the ancilla as a closed system. An important example
of unitary operators working on qubits are the Pauli operators. We define the Pauli
operators with respect to the z-basis as:

σ0 = 12; σ1 = |0〉〈1|+ |1〉〈0|; σ2 = −i|0〉〈1|+ i|1〉〈0|; σ3 = |0〉〈0| − |1〉〈1|. (2.6)

We also use the notation σx
def
= σ1, σy

def
= σ2, σz

def
= σ3. Acting on a qubit in an

eigenstate of σz, e.g. |x〉, the Pauli operators can flip the payload and change the
phase.

σ0|x〉 = |x〉 ; σ1|x〉 = |x̄〉; σ2|x〉 = (−1)xi|x̄〉 ; σ3|x〉 = (−1)x|x〉. (2.7)

The effect on the qubit encodings in the x- and y-basis discussed in Section 2.3.2 is
given by

σ0|ψ1
x〉 = |ψ1

x〉 ; σ1|ψ1
x〉 = (−1)x|ψ1

x〉 ; σ2|ψ1
x〉 = (−1)xi|ψ1

x̄〉 ; σ3|ψ1
x〉 = |ψ1

x̄〉, (2.8)
σ0|ψ2

x〉 = |ψ2
x〉 ; σ1|ψ2

x〉 = (−1)xi|ψ2
x̄〉 ; σ2|ψ2

x〉 = (−1)x|ψ2
x〉 ; σ3|ψ2

x〉 = |ψ2
x̄〉. (2.9)

The evolution of a mixed state ρ is obtained by sandwiching the density matrix
between the operator and its conjugate transpose UρU†.

2.3.6 Quantum measurements

We use the Positive Operator Valued Measure (POVM) formalism to describe quan-
tum measurements. A POVM M consists of positive semidefinite operators, M =
(Mx)x∈X , Mx ≥ 0 where x is the measurement outcome. A set of POVMs has to
satisfy the condition

∑
xMx = 1, which guarantees the total probability of getting

some measurement result is one. POVMs are the most general kind of measurement
in quantum physics. Applying a POVM is equivalent to coupling an ancilla state to a
system then performing a unitary operation of the entire system and finally perform-
ing a projective measurement. The probability of measuring state ρ yielding outcome
x is given by trMxρ.

2.3.7 Quantum maps and the diamond norm

Any quantum channel can be described by a completely positive trace-preserving
(CPTP) map E : S(HA)→ S(HB) that transforms a mixed state ρA to ρB: E(ρA) =
ρB. For a map E : S(HA) → S(HB), the notation E(ρAC) stands for (E ⊗ 1C)(ρAC),
i.e. E acts only on the ‘A’ subsystem.
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Quantum maps describe a variety of transformations a quantum state can undergo,
including creation, time evolution, interaction, measurement and destruction. The
protocols described in this thesis form a virtual quantum channel from Alice to Bob
and can be described by a CPTP map.

The diamond norm of a quantum map is defined as the supremum of the 1-norm
between the outputs of the maps, where the supremum is taken over the density
matrices in HA with an auxiliary system HC that can be considered of the same
dimension as HA [TL17]. The diamond norm of the map E is

‖E‖� =
1

2
sup

ρAC∈S(HAC)

‖E(ρAC)‖1. (2.10)

The diamond norm ‖E − E ′‖� can be used to bound the probability of distinguishing
two CPTP maps E and E ′ given that the process is observed once. The maximum
probability of a correct guess is 1

2 + 1
4‖E −E ′‖�. We refer to ‖E −E ′‖� as the diamond

distance between E and E ′.

2.3.8 Entropy of quantum states

For a classical discrete random variable X the amount to uncertainty on the variable
can be quantified by the Shannon entropy: H(X) =

∑
x Pr[X = x] log 1

Pr[X=x] . It can
be thought of as the minimum number of binary questions one has to ask to learn
x. A more conservative way of defining the uncertainty is through the min-entropy
Hmin(X) = − log maxx∈X Pr[X = x]. It is related to the probability that one guesses
x in a single try.

A natural way of extending these measures to quantum states is to consider the
measurement on a quantum state ρ that minimizes the entropy of the resulting clas-
sical random variable. For the Shannon entropy this gives the accessible information
H(X|ρx) = minM H(X|M(ρx)). However, the accessible information is not sufficient
to bound Eve’s potential knowledge about a classical variable in a cryptographic set-
ting [KRBM07]. The min-entropy of the classical random variable X given the system
ρx is Hmin(X|ρX) = − log maxM Ex∈X tr [Mxρx] [KRS09]. For the min-entropy a test
exists to find the POVM that satisfies the maximum. Let Λ

def
=
∑
x ρxMx. If a POVM

can be found that satisfies the condition3 [Hol73]

∀x∈X : Λ− ρx ≥ 0, (2.11)

then there can be no better POVM for guessing X (but equally good POVMs may
exist). When X is a binary variable the min-entropy is directly related to the 1-norm.
Let X ∈ {0, 1} with probability p0 that X = 0 and p1 = 1− p0. Then

Hmin(X|ρX) = − log

(
1

2
+

1

2
tr
∥∥∥p0ρ0 − p1ρ1

∥∥∥
1

)
. (2.12)

Our attacker model allows Eve to store a quantum state until there is a more useful
moment to perform her measurement, potentially even in a subsequent protocol. It

3 Reference [Hol73] specifies a second condition, namely Λ† = Λ. However, the hermiticity of Λ
already follows from the condition (2.11).
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is therefore useful to consider the uncertainty about a quantum state ρ itself. The
von Neumann entropy is the natural extension of the Shannon entropy for quantum
states S(ρ) = −tr ρ log ρ. For our composable security definitions, it turns out the
relevant uncertainty measures are Rényi entropies which are asymptotically related
to the von Neumann entropy for factorized states.

The Rényi entropy of a mixed state ρ is defined as

For α ∈ (0, 1) ∪ (1,∞) : Sα(ρ)
def
=

1

1− α log tr ρα, (2.13)

where α = 0 and α = ∞ are defined as the limit behavior S0(ρ) = limα→0 Sα(ρ) =
log rank(ρ) and S∞(ρ) = limα→∞ Sα(ρ). In the limit α→ 1, the Rényi entropy yields
the von Neumann entropy.

By allowing states ρ̄ that are ε close to the state ρ in terms of 1-norm, we obtain
the ε-smooth Rényi entropy of order α [RK05]

For α ∈ (0, 1) ∪ (1,∞) : Sεα(ρ)
def
=

1

1− α log inf
ρ̄: ‖ρ̄−ρ‖1≤ε

tr ρ̄α, (2.14)

where the density operator ρ̄ may be sub-normalized.4 Furthermore we have Sε0(ρ) =
limα→0 S

ε
α(ρ) = inf ρ̄: ‖ρ̄−ρ‖1≤ε log rank(ρ̄) and Sε∞(ρ) = limα→∞ Sεα(ρ). It has been

shown that the smooth Rényi entropy of factor states ρ⊗n asymptotically approaches
the von Neumann entropy.

Lemma 2.1. Let ρ be a density matrix.

Sε2(ρ⊗n) ≥ nS(ρ)− (2 log rank(ρ) + 3)
√
n log 2

ε . (2.15)

Sε0(ρ⊗n) ≤ nS(ρ) +O(
√
n log 1

ε ). (2.16)

This lemma follows from [Ren05] (Corollary 3.3.7 and the comment above Theo-
rem 3.3.6), combined with Sε2 ≥ Sε∞.

2.4 Security notions

Alice and Bob want to communicate confidentially and verifiably authentic. In this
thesis we will focus on the secrecy since it relies on the quantum physical properties
of our protocols. We rely on a classical tool for the authentication and integrity
which we will capture in a single term: correctness. We consider the secrecy of the
message by defining encryption. The confidentiallity of the future key material is
captured by key recycling and key re-use. For protocols that use updated keys we
will define forward secrecy as the confidentiallity of the message when future keys
leak. We consider the confidentiallity of the message when all key material becomes
public by defining unclonable encryption. All security notations used are composable
with other (sub-)protocols.

4For finite-dimensional Hilbert spaces, the infimum becomes a minimum.
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2.4.1 Encryption

To define the security of a quantum encryption scheme we first define what a quan-
tum encryption scheme is. For simple prepare-and-measure schemes, like the ones
presented in this thesis, the classical definition of a private key encryption scheme is
a sufficient definition if we allow the ciphertext to be (partially) quantum.

Definition 2.2. A private key encryption scheme with message space M and key
space K is a triplet of algorithms (Gen, Enc, Dec), where

1. Gen is a probabilistic algorithm that generates a key k = Gen(1λ), k ∈ K. Here
λ is the security parameter.

2. Enc is a (possibly randomized) encryption algorithm that takes as input a mes-
sage m ∈M and outputs a ciphertext c = Enck(m).

3. Dec is a decryption algorithm that takes as input a ciphertext c and a key k,
and outputs a plaintext Deck(c).

4. It holds that ∀m∈M,k∈K : Deck(Enck(m)) = m.

The aim of this chapter is to provide a systematic technique that allows us to prove
the security of the protocols presented in Chapters 3, 4, 5, Chapter 6 and Chapter 7
which differ from each other quite strongly. We describe the presented schemes as
CPTP maps and prove the security in terms of a diamond distance between this map
E and its idealized5 counterpart F . We will work with a more explicit description of
a quantum encryption scheme than Definition 2.2. Our description is general enough
to cover all schemes in this thesis. This includes quantum key distribution followed
by a one-time pad and a two-way scheme with explicit key leakage. As a result, the
description is less elegant than Definition 2.2.

• Instead of describing three algorithms (Gen, Enc, Dec) we describe four CPTP
maps (Gen, Enc, Meas, Post). By making the entire scheme a CPTP map, a
single diamond distance defines security. CPTP maps are sometimes used to
definite quantum encryption schemes [ABW09, AM17, BL20].

• The post-processing is part of the description. Post behaves differently in differ-
ent security models, e.g. in unclonable encryption keys become public as part
of the scheme.

• The encryption can be a shared operation by Alice and Bob (and can depend
on their respective random variables) so that two-way schemes are included in
the description.

• The message and random variables are generated as part of the scheme. This
allows the entire protocol to be described as working on a quantum state only.6
In addition it forces us to be explicit about the role of random variables. This
is important in unclonable encryption.

5The form of the idealized map depends on the security property and the attacker model.
6This makes it easy to use the post-selection technique, see Section 2.5.5.
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• The classical variables that become public during and after the transfer of the
quantum states are explicitly distinguished.

• We include the possibility of adversarial actions in our definition of correctness
as is the standard in quantum key distribution [PR14].

We distinguish between five types of classical variables.

• Random variables that only Alice has access to: r ∈ RA.

• Random variables that only Bob has access to: r′ ∈ RB .

• Shared random keys: k ∈ K.

• A ciphertext that is available to Eve when attacking the quantum state: c ∈ C.

• A transcript that is available to Eve after attacking the quantum state: t ∈ T .

We will work with the following description.

Definition 2.3. We describe a quantum encryption scheme QE with message space
M, measured payload space P, key space K, local random variable space at Alice and
Bob RA,RB, ciphertext space C, transcript space T and Hilbert spaces H and H′ by
the following components working on S(H):

1. A CPTP map QE.Gen: 1λ → M × K × RA × RB, that generates a message
m ∈ M, the shared key material k ∈ K and local random variables r ∈ RA
and r ∈ RB (the initial quantum state remains untouched), λ is the security
parameter.

2. A CPTP map QE.Enc:M×K×RA×RB×S(H)→M×K×RA×RB×C×S(H′)
that takes as input a message m ∈ M, a key k ∈ K and local random variables
r ∈ RA, r′ ∈ RB, acts on an initial quantum state π0 ∈ S(H), and outputs
a classical ciphertext c ∈ C and a quantum cipherstate πmkrr′ ∈ S(H′). (In
addition to m, k, r and r′.) We write QE.Enc

(
|m〉〈m|⊗|k〉〈k|⊗|r〉〈r|⊗|r′〉〈r′|⊗

π0
)

= |m〉〈m| ⊗ |k〉〈k| ⊗ |r〉〈r| ⊗ |r′〉〈r′| ⊗ |c〉〈c| ⊗ πmkrr′ .

3. A CPTP map QE.Meas: K×RB × C × S(H′)→ K×RB × C ×P that takes as
input a key k ∈ K, local randomness r′ ∈ RB, a classical ciphertext c ∈ C and a
quantum cipherstate πmkrr′ ∈ S(H′), and outputs a received payload p ∈ P (The
k, r′ and c are not modified.) The POVM operators at given k, r′ are written as
Dkr′
p , with ∀k,r′

∑
p∈S(P)D

kr′
p = 1.

4. A CPTP map QE.Post: M×K×RA ×RB × C × P →M×M′ ×K × C × T
that takes the message m ∈ M, key k ∈ K, local randomness r ∈ RA and
r′ ∈ RB, classical ciphertext c ∈ C and received payload p ∈ P as input and
outputs a message m′ ∈ M′ and a classical transcript t ∈ T (m, c are not
modified, k, r, r′ can be deleted, output or made public, p is deleted). Here we
have definedM′ =M∪ {⊥}.
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The initial Hilbert space H can be used by Alice to prepare a state to sent to
Bob. It can also be an EPR pair on which Alice performs a measurement while
the remaining half is sent to Bob. Without loss of generality we write π0 = |0〉〈0|.
The actions of Alice, Eve and Bob are described as follows. In QE.Gen Alice and
Bob generate a shared key k. They generate uniform randomness r and r′ locally
(independent of k). Alice draws plaintext message m from a distribution that is
not necessarily uniform, and not necessarily known to Alice.7 Alice applies QE.Enc8,
yielding cipherstate |c〉〈c| ⊗ πmkrr′ which she sends to Bob.

Eve intercepts |c〉〈c| ⊗ πmkrr′ . Eve entangles a quantum state of her own with
πmkrr′ , resulting in a state |c〉〈c| ⊗ ρBE

mkrr′c = U(|c〉〈c| ⊗ πmkrr′ ⊗ |e〉〈e|), where |e〉 is
the initial state of Eve’s quantum system and U is a unitary operation9. The label ‘B’
and ‘E’ stand for the subsystems of Bob and Eve respectively. The above procedure,
with postponed measurement on the E system, is the most general action possible
for Eve, and comprises options like e.g. copying classical information, or completely
keeping πmkrr′c. Eve’s overall action can be written as a CPTP map A which acts as
(A ◦ QE.Enc)

(
|mkrr′0e〉〈mkrr′0e|

)
= |mkrr′c〉〈mkrr′c| ⊗ ρBE

mkrr′c. Bob acts on the

‘B’ part of ρBE
mkrr′c with QE.Meas yielding p ∈ P which we refer to as the received

payload. Note that the payload Alice encodes (depending on r,m, k) can be different
from the received payload p measured by Bob.

In the post-processing QE.Post, Alice and Bob can communicate over a classical
channel or publish some of their local randomness or keys. In this process Eve obtains
the transcript T consisting of these classical variables. Bob outputs his attempt to
recover m by computing m′. We treat T as an additional output of the protocol.
Alice and Bob delete all other variables.

This whole sequence of events results in a final state that we refer to as the output
of the scheme, (QE.Post◦QE.Meas◦A◦QE.Enc)

(∑
mm′kct

Pr[M=m]
|K||RA||RB | |mkrr

′0e〉〈· · · |
)

=

Emm′kctrr′ |mm′kt〉〈· · · |⊗
∑
p trB(Dkrr′

p |c〉〈c|⊗ρBE
mkrr′c)

def
= Emm′kctrr′ |mm′kt〉〈· · · |⊗∑

p(trD
krr′
p |c〉〈c| ⊗ ρBE

mkrr′c)ρ
E
mkrr′cp = ρMM ′KCTE. Where we write m, m′, k, c, t as

subsystems of a large classical-quantum state. A general quantum encryption pro-
tocol is shown in Figure 2.1. The timing is flexible, it might happen that Alice’s
post-precessing already happens before Bob performed his measurement.

Correctness of quantum encryption

At the end of the protocol Alice holds her message m and Bob holds his received
message m′. A protocol is ε-correct when the probability that m and m′ differ and
Alice and Bob believe their communication was successful is smaller than ε: Pr[m 6=
m′, accept] ≤ ε. All our protocols use a classical MAC to guarantee the authenticity
of the plaintext message. Let the message m consist of a plaintext µ and a tag
τ = Γ(kMAC, µ), where Γ is the MAC function and kMAC a key of size 2λ. Bob’s

7This includes a probability distribution that is peaked around a single m. Potentially it is
known to Eve and it can obtained from a outside source.

8As we will see in Chapter 6, the encryption step can also include a preparation step by Bob. In
that case, Eve can already be entangled to the initial state π0.

9In general Eve could modify c. We don’t explicitly describe Eve’s actions on the classical
variables c, t. We rely on classical authentication tags to guarantee they remain unmodified.
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<latexit sha1_base64="zyjUeAsAhBOfQ4LuD/9ZBI436Vw="></latexit>

Exchange transcript t 2 T
and compute the message m0 2M
depending on k, r0, c, p, t

<latexit sha1_base64="mb0xzw8f9E6MewCmhC0YvGwCehI="></latexit>

Exchange transcript t 2 T
depending on m, k, r, c.

<latexit sha1_base64="IFu+IyPvJ4VUEODo/sFFieQdisI=">AAAB/3icbZDLSsNAFIYn9VbrrSq4cTNYBEEISVF0WZCCG6EFe4E2lMn0pB06mYSZiVBiF76KGxeKuPU13Pk2TtoutPWHgY//nMM58/sxZ0o7zreVW1ldW9/Ibxa2tnd294r7B00VJZJCg0Y8km2fKOBMQEMzzaEdSyChz6Hlj26yeusBpGKRuNfjGLyQDAQLGCXaWL3iUdpVAa5X7aqg+DyDOyBq0iuWHNuZCi+DO4cSmqvWK351+xFNQhCacqJUx3Vi7aVEakY5TArdREFM6IgMoGNQkBCUl07vn+BT4/RxEEnzhMZT9/dESkKlxqFvOkOih2qxlpn/1TqJDq69lIk40SDobFGQcKwjnIWB+0wC1XxsgFDJzK2YDokkVJvICiYEd/HLy9As2+6l7dTLpcrFPI48OkYn6Ay56ApV0C2qoQai6BE9o1f0Zj1ZL9a79TFrzVnzmUP0R9bnD1u4lFc=</latexit>

QE.Enc + QE.Meas <latexit sha1_base64="IsQyBu3GnIzoSUv4jRAGCFAUZDA="></latexit>

Act on the quantum state ⇡ and
compute part of ciphertext c 2 C
using k, r0 and part of c

Alice

<latexit sha1_base64="NtlR0k7yQ0JknPkiC1PUV35HmXo="></latexit>

Bob

<latexit sha1_base64="c6t8LwmDBXgIkeKAlmnsaJ0LOjU="></latexit>

<latexit sha1_base64="yktd7AJfvR1g4+Si0m5OBAIzP0k=">AAAB+nicbVBNS8NAFHypX7V+RT16WSyCp5KUgh4LInisYK3QlrLZvLRLN5uwuymU0H/ixYOCePWXePPfuG1z0NaBhWHmDe/tBKng2njet1Pa2Nza3invVvb2Dw6P3OOTR51kimGbJSJRTwHVKLjEtuFG4FOqkMaBwE4wvpn7nQkqzRP5YKYp9mM6lDzijBorDVy3l8kQ1TxO8tsJzgZu1at5C5B14hekCgVaA/erFyYsi1EaJqjWXd9LTT+nynAmcFbpZRpTysZ0iF1LJY1R9/PF5TNyYZWQRImyTxqyUH8nchprPY0DOxlTM9Kr3lz8z+tmJrru51ymmUHJlouiTBCTkHkNJOQKmRFTSyhT3N5K2Igqyowtq2JL8Fe/vE469ZrfqPn+fb3abBR9lOEMzuESfLiCJtxBC9rAYALP8ApvTu68OO/Ox3K05BSZU/gD5/MHOsyTzg==</latexit>

Eve
<latexit sha1_base64="u6l/z+SIGeRL30MoYtMNZ7oPtfA=">AAAB9HicbVBNS8NAEJ3Ur1q/qh69LBbBU0hKQY8FET22YG2hDWWznbRLN5uwuxFK6N/w4kFBvPpjvPlv3H4ctPXBwOO9GWbmhang2njet1PY2Nza3inulvb2Dw6PyscnjzrJFMMWS0SiOiHVKLjEluFGYCdVSONQYDsc38z89hMqzRP5YCYpBjEdSh5xRo2VenlPR6R5696hnPbLFc/15iDrxF+SCizR6Je/eoOEZTFKwwTVuut7qQlyqgxnAqelXqYxpWxMh9i1VNIYdZDPb56SC6sMSJQoW9KQufp7Iqex1pM4tJ0xNSO96s3E/7xuZqLrIOcyzQxKtlgUZYKYhMwCIAOukBkxsYQyxe2thI2ooszYmEo2BH/15XXSrrp+zfX9ZrVSry3zKMIZnMMl+HAFdbiHBrSAQQrP8ApvTua8OO/Ox6K14CxnTuEPnM8fxDCRRg==</latexit>

QE.Gen

<latexit sha1_base64="j4l8ArM/XS+qCuw0qjGJxuk3avI="></latexit>c

<latexit sha1_base64="wMVRmZSmsmKAnMWKnq17RfN+kuw="></latexit>

Generate:
Shared key k 2 K
Local randomness r0 2 RB

<latexit sha1_base64="Hjhga4pL6ZdkKYYE/C4RzChYHPw="></latexit>

Generate:
Shared key k 2 K
Local randomness r 2 RA

Message m 2M

<latexit sha1_base64="PBcKcoaTRyYvTS2hbHloUu48mko="></latexit>⇡mkrr0

<latexit sha1_base64="qhuQ7MA7QsuMvh/nwJh9wzpdFsE="></latexit>

QE.Post
<latexit sha1_base64="PHIgD194u1h0JRp1Q3uH22vohSY="></latexit>

t

<latexit sha1_base64="dgEiHztzoEXH3ioIu7fR0I/uyDU="></latexit>

k

<latexit sha1_base64="krLAIRKb3gEOyPO9mozbtXZaM0E="></latexit>

Act on the quantum state ⇡ and
compute part of ciphertext c 2 C
using m, k, r and part of c

Figure 2.1: A general quantum encryption protocol.

reconstructed message is then m̂ = µ̂‖τ̂ . Bob only accepts when his reconstructed
tag successfully authenticates the reconstructed plaintext τ̂ == Γ(kMAC, µ̂). The
property of the information-theoretically secure MAC and Eve’s ignorance of the
MAC key then guarantees Pr[m 6= m̂, accept] ≤ 2−λ (see Section 2.2.4). The protocol
is 2−λ-correct due to a classical MAC, we say the correctness is guaranteed by the
classical authentication.

Let Ω denote the success of the protocol as determined by Bob. We refer to
Ω = 1 as the accept case and Ω = 0 as the reject case. We define ρE

accept and
ρE
reject by ρΩE = |ω = 1〉〈ω = 1| ⊗ ρE

accept + |ω = 0〉〈ω = 0| ⊗ ρE
reject. It holds that

tr ρE
accept = Pr[Ω = 1|ρE] and tr ρE

reject = Pr[Ω = 0|ρE]. The transcript often contains
Ω.

A quantum encryption scheme according to Definition 2.3 with output ρMM ′KCTE

then has ‖ρMM ′KCTE
accept − ρMMKCTE

accept ‖1 ≤ 2−λ. We will not write the double M space
anymore. Instead we just write ρMKCTE

accept . When Bob rejects he knows m′ 6= m so he
might as well delete m′. We can then trace out M ′ and write ρMKCTE

reject .

In our security definitions we do not consider m′ as separate output. This is
allowed at the cost of a factor 2−λ to the overall error of the protocol. Similarly,
we do not consider Eve modifying authenticated classical messages. She could do so,
but the probability that this goes unnoticed is 2−λ. It is understood that each time
we ignore the failure probability of the classical MAC, this adds a term 2−λ to the
security parameter in the sense discussed in Section 2.4.4.
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Security definition of encryption

We define confidentiallity as the inability of the attacker to determine the message m
when observing the protocol once without having access to the shared key material
k and local randomness r, r′. From Section 2.3.7 we know that the maximum prob-
ability of distinguishing two CPTP maps is directly related to the diamond distance
between them. We define the security of encryption as the diamond distance between
a protocol EENC and an idealized version of the protocol FENC where the message M
is decoupled from Eve’s state.

Let EENC describe a quantum encryption protocol as in Definition 2.3 where as
a final step Alice and Bob delete their key material k. The output of the CPTP
map is then10 EENC(|0e〉〈0e|) = ρMCTE. Ideally the output is completely decoupled
from the message. The corresponding ideal map FENC has output FENC(|0e〉〈0e|) =
ρM⊗ρCTE. The diamond distance ‖EENC−FENC‖� motivates our security definition
for encryption.

Definition 2.4. Let QE be a quantum encryption scheme according to Definition 2.3
with output state
ρMM ′KCTE = (QE.Post ◦ QE.Meas ◦ A ◦ QE.Enc)(∑mkr

Pr[M=m]
|K||R| |mkr0e〉〈mkr0e|) as

described above. QE is called ε-encrypting (ε-ENC) if the output satisfies

‖ρMCTE − ρM ⊗ ρCTE‖1 ≤ ε (2.17)

for all adversarial actions A and all distributions of M .

Note that Definition 2.4 demands that (2.17) holds for all distributions of M ;
hence it implies other security definitions used in the literature which work with ‘∀m’
conditions. Security definitions in terms of diamond norms are the state of the art for
QKD protocols [PR14]. In QKD, the definition of encryption only needs to consider
the accept case [Ren05, TL17] since there is no chance of leaking the message in the
reject case. For protocols that send the message and the quantum states in a single
pass, message confidentiality in case of reject needs to be guaranteed as well. Quantum
key recycling and unclonable encryption protocols typically send the message and the
quantum states together.

2.4.2 Key recycling and re-use

A quantum key recycling scheme (QKR) not only encrypts a message, but also pro-
tects some of the key material for future use. Mathematically, it is a quantum encryp-
tion scheme that additionally outputs some key material. We will use the following
description.

Definition 2.5. We describe a quantum key recycling scheme (QKR) with message
space M, received payload space P, key spaces K, K̃, local random variable space at
Alice and Bob RA,RB, ciphertext space C, transcript space T and Hilbert spaces H
and H′ by the following components working on S(H):

10Recall that π0 = |0〉〈0| and Eve’s initial quantum state is |e〉〈e|.
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1. A CPTP map QKR.Gen: 1λ → M×K × RA × RB, that generates a message
m ∈M, the shared key material k ∈ K and local random variables r ∈ RA and
r ∈ RB, λ is the security parameter.

2. A CPTP map QKR.Enc:M×K×RA ×RB × S(H)→M×K×RA ×RB ×
C×S(H′) that takes as input a message m ∈M, a key k ∈ K and local random
variables r ∈ RA, r′ ∈ RB, acts on an initial quantum state π0 ∈ S(H), and
outputs a classical ciphertext c ∈ C and a quantum cipherstate πmkrr′ ∈ S(H′).
(In addition to m, k, r and r′.) We write QKR.Enc

(
|m〉〈m| ⊗ |k〉〈k| ⊗ |r〉〈r| ⊗

|r′〉〈r′| ⊗ π0
)

= |m〉〈m| ⊗ |k〉〈k| ⊗ |r〉〈r| ⊗ |r′〉〈r′| ⊗ |c〉〈c| ⊗ πmkrr′ .

3. A CPTP map QKR.Meas: K×RB ×C×S(H′)→ K×RB ×C×P that takes as
input a key k ∈ K, local randomness r′ ∈ RB, a classical ciphertext c ∈ C and a
quantum cipherstate πmkrr′ ∈ S(H′), and outputs a received payload p ∈ P (The
k, r′ and c are not modified.) The POVM operators at given k, r′ are written as
Dkr′
p , with ∀k,r′

∑
p∈S(P)D

kr′
p = 1.

4. A CPTP map QKR.Post: M×K×RA×RB×C×P →M×M′×K×K̃×K̃×C×T
that takes the message m ∈ M, key k ∈ K, local randomness r ∈ RA and
r′ ∈ RB, classical ciphertext c ∈ C and received payload p ∈ P as input and
outputs a message m′ ∈ M′, a new key at Alice and Bob k̃ ∈ K̃, k̃′ ∈ K̃ and a
transcript t ∈ T (m, c are not modified, k, r, r′ can be deleted, output or made
public, p is deleted). Here we have definedM′ =M∪ {⊥}.

Quantum key recycling differs from quantum encryption in the output of a new
key k̃ ∈ K̃ at Alice and one at Bob’s lab k̃′ ∈ K̃ in the post-processing phase.
Similar to the quantum encryption procedure the output is given by ρMM ′KK̃K̃′CTE =

(QKR.Post ◦QKR.Meas ◦A ◦QKR.Enc)(∑mkr
Pr[M=m]
|K||R| |mkr0e〉〈mkr0e|). Usually the

key update depends on a flag ω that is set to ω = 0 (reject) if m′ = ⊥ and to ω = 1
(accept) if m′ ∈ M and a channel noise test is passed. When the protocol yields
reject because there was too much noise on the quantum channel, at least log |M|
bit of key material need to be refreshed [DPS05]. In the accept case there is no such
minimum. The flag ω is usually part of the transcript. The general quantum key
recycling protocol is shown in Figure 2.2.

Definition 2.6. Let QKR be a quantum key recycling scheme according to Defini-
tion 2.5 that uses key material K. Let K̃accept, K̃

′
accept be the future keys at Alice and

Bob’s labs respectively after a successful instance of QKR. QKR is called a quantum
key re-use scheme if K̃accept = K̃ ′accept = K.

Correctness of key recycling

Correctness in the context of quantum key recycling means that we have Pr[m 6=
m′, accept] ≤ ε and that there is no discrepancy between the future keys of Alice and
Bob k̃ = k̃′. The correctness of the message is guaranteed by the tag as discussed in
Section 2.4.1. In general the future keys can be a function of old keys K, the public
information C, T the messages M,M ′ and the qubit payload which is part of Alice’s
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<latexit sha1_base64="Uu0fPsYBU3BT2JlgLKAo0WQZD+8="></latexit>

Exchange transcript t 2 T ,
compute the message m0 2M
and future key k̃0 2 K̃
depending on k, r0, c, p and t

<latexit sha1_base64="hYg/9t5A37HVVLUPUC08UN3stVo="></latexit>

Exchange transcript t 2 T
and compute future key k̃ 2 K̃
depending on m, k, r, c and t

<latexit sha1_base64="IsQyBu3GnIzoSUv4jRAGCFAUZDA="></latexit>

Act on the quantum state ⇡ and
compute part of ciphertext c 2 C
using k, r0 and part of c

Alice

<latexit sha1_base64="NtlR0k7yQ0JknPkiC1PUV35HmXo="></latexit>

Bob

<latexit sha1_base64="c6t8LwmDBXgIkeKAlmnsaJ0LOjU="></latexit>

<latexit sha1_base64="yktd7AJfvR1g4+Si0m5OBAIzP0k=">AAAB+nicbVBNS8NAFHypX7V+RT16WSyCp5KUgh4LInisYK3QlrLZvLRLN5uwuymU0H/ixYOCePWXePPfuG1z0NaBhWHmDe/tBKng2njet1Pa2Nza3invVvb2Dw6P3OOTR51kimGbJSJRTwHVKLjEtuFG4FOqkMaBwE4wvpn7nQkqzRP5YKYp9mM6lDzijBorDVy3l8kQ1TxO8tsJzgZu1at5C5B14hekCgVaA/erFyYsi1EaJqjWXd9LTT+nynAmcFbpZRpTysZ0iF1LJY1R9/PF5TNyYZWQRImyTxqyUH8nchprPY0DOxlTM9Kr3lz8z+tmJrru51ymmUHJlouiTBCTkHkNJOQKmRFTSyhT3N5K2Igqyowtq2JL8Fe/vE469ZrfqPn+fb3abBR9lOEMzuESfLiCJtxBC9rAYALP8ApvTu68OO/Ox3K05BSZU/gD5/MHOsyTzg==</latexit>

Eve

<latexit sha1_base64="j4l8ArM/XS+qCuw0qjGJxuk3avI="></latexit>c

<latexit sha1_base64="wMVRmZSmsmKAnMWKnq17RfN+kuw="></latexit>

Generate:
Shared key k 2 K
Local randomness r0 2 RB

<latexit sha1_base64="Hjhga4pL6ZdkKYYE/C4RzChYHPw="></latexit>

Generate:
Shared key k 2 K
Local randomness r 2 RA

Message m 2M

<latexit sha1_base64="PBcKcoaTRyYvTS2hbHloUu48mko="></latexit>⇡mkrr0

<latexit sha1_base64="PHIgD194u1h0JRp1Q3uH22vohSY="></latexit>

t

<latexit sha1_base64="dgEiHztzoEXH3ioIu7fR0I/uyDU="></latexit>

k

<latexit sha1_base64="krLAIRKb3gEOyPO9mozbtXZaM0E="></latexit>

Act on the quantum state ⇡ and
compute part of ciphertext c 2 C
using m, k, r and part of c

<latexit sha1_base64="tQCgf3XDLtW68HsB9/PrywpGDIU="></latexit>

QKR.Gen

<latexit sha1_base64="Q8NLHBVfawhAdStUs+4ZI4lMUdc="></latexit>

QKR.Post

<latexit sha1_base64="OCChcBCCtfrBhTccpEqNovakJvQ=">AAACAXicbZDLSsNAFIZPvNZ6i7oR3AwWQRBKUhRdFkQQRGjFXqANZTKdtEMnkzAzEUqoG1/FjQtF3PoW7nwbp2kX2vrDwMd/zuHM+f2YM6Ud59taWFxaXlnNreXXNza3tu2d3bqKEklojUQ8kk0fK8qZoDXNNKfNWFIc+pw2/MHluN54oFKxSNzrYUy9EPcECxjB2lgdez9tqwBVb+6KV4Kgk4xuKVajjl1wik4mNA/uFAowVaVjf7W7EUlCKjThWKmW68TaS7HUjHA6yrcTRWNMBrhHWwYFDqny0uyCEToyThcFkTRPaJS5vydSHCo1DH3TGWLdV7O1sflfrZXo4MJLmYgTTQWZLAoSjnSExnGgLpOUaD40gIlk5q+I9LHERJvQ8iYEd/bkeaiXiu5Z0amWCuXTaRw5OIBDOAYXzqEM11CBGhB4hGd4hTfryXqx3q2PSeuCNZ3Zgz+yPn8Av5CVGw==</latexit>

QKR.Enc + QKR.Meas

Figure 2.2: A general quantum key recycling protocol.

local randomness R and Bob’s measurement result P . The key update procedures
considered in this thesis will always update K such that the probability that k̃ 6= k̃′

is bounded by 2−λ. Either Alice and Bob only use their previous key K or they use
strings which are equal with a probability of at least 1− 2−λ (indirectly) guaranteed
by an information theoretically secure MAC function. We use a simplified output
with k̃ = k̃′ so that k̃′ can be left out of the expression.

Security definition of key recycling

Let EKR describe a quantum key recycling protocol according to Definition 2.5 where
in the final step Alice and Bob delete their old key material K. The output of the
protocol is given by EKR(|0e〉〈0e|) = ρMK̃CTE. The ideal key recycling mapping has
the future key K̃ completely decoupled from the state held by Eve. The k̃ has to
be secure even if Eve has (partial or complete) knowledge of the message M . We
leave the coupling of Eve’s state to the message in tact. The corresponding map is
FKR(|0e〉〈0e|) = ρK̃ ⊗ ρMCTE. The diamond distance ‖EKR − FKR‖� motivates the
following definition.

Definition 2.7. Let QKR be a quantum key recycling scheme according to Defini-
tion 2.5 with output state ρMM ′KK̃K̃′CTE =

(QKR.Post ◦QKR.Meas ◦ A ◦QKR.Enc)(∑mkr
Pr[M=m]
|K||R| |mkr0e〉〈mkr0e|) as described

above. QKR is called ε-recycling (ε-KR) if it satisfies

‖ρMK̃CTE − ρK̃ ⊗ ρMCTE‖1 ≤ ε (2.18)
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for all adversarial actions A and all distributions of M .

Note that other definitions of key recycling exist than the one given in Defini-
tion 2.7. For instance, [FS17] has a recycling definition that allows Eve to obtain
some information about part of the key (the measurement basis), as long as the min-
entropy is high enough. Our definitions of encryption and key recycling allow us to
treat all keys as well as the message in the same way.

Communication rate

A protocol is more efficient (in the sense described below) if Alice and Bob do not
use up a lot of key material. The number of expended key bits is ∆K = |K| − |K̃|.
One way to achieve ∆K = 0 is by sending new key material as part of the message.
On the other extreme, all key material can be used to send a larger message by
using all key material as a one-time pad such that |K̃| = 0. We will speak of the
(communication) rate of a protocol. The rate is positive when more bits of information
are communicated than used up. We use the following definition of rate:

Definition 2.8 (Rate). Let QKR be a quantum key recycling scheme that uses n
quantum states, is ε-encrypting and ε′-recycling with message spaceM and key spaces
K and K̃. Let λ be the security parameter and let ∆K = log |K| − log |K̃| be the
expended amount of key material in the accept case. For |M| and |K̃| such that
ε+ ε′ ≤ 2−λ, the rate of QKR is

rate =
log |M| −∆K

n
. (2.19)

We consider |M| and ∆K for which ε, ε′ become exponentially small. For asymp-
totic results we do not consider an explicit value of λ.

Security definition of forward secrecy

The security of a given round of a QKR scheme should not be compromised by
potential key leakage in future rounds. A protocol in which a compromise of future
keys does not affect the security of the message of previous rounds is said to have
(perfect) forward secrecy11 [DVOW92]. Let EFS = EKR be the same map as before.
The ideal behavior of a scheme with forward secrecy decouples the message without
decoupling the future keys FFS(|0e〉〈0e|) = ρM ⊗ ρK̃CTE. The diamond distance
‖EFS −FFS‖� motivates the following definition of forward secrecy.

Definition 2.9. Let QKR be a quantum key recycling scheme according to Defini-
tion 2.5 with output state ρMM ′KK̃K̃′CTE =

(QKR.Post ◦QKR.Meas ◦ A ◦QKR.Enc)(∑mkr
Pr[M=m]
|K||R| |mkr0e〉〈mkr0e|) as described

above. QKR is called forward secret with error ε (ε-FS) if it satisfies

‖ρMK̃CTE − ρM ⊗ ρK̃CTE‖1 ≤ ε (2.20)

for all adversarial actions A and all distributions of M .
11The name forward secrecy refers to the secrecy of past messages, backward secrecy would

arguably be more intuitive name.
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The following lemma allows us to prove encryption, key recycling and forward
secrecy by bounding a single 1-norm.

Lemma 2.10. A QKR scheme with output state ρMM ′KK̃K̃′CTE is ε-encrypting,
2ε-recycling and forward secret with error 2ε if it satisfies

‖ρMK̃CTE − ρM ⊗ ρK̃ ⊗ ρCTE‖1 ≤ ε. (2.21)

Proof: Taking the lhs of (2.21) and tracing over K̃ yields ε-ENC. Furthermore, using
the triangle inequality we write ‖ρMK̃CTE − ρK̃ ⊗ ρMCTE‖1 ≤ ‖ρMK̃CTE − ρM ⊗
ρK̃ ⊗ ρCTE‖1 +‖ρM ⊗ ρK̃ ⊗ ρCTE − ρK̃ ⊗ ρMCTE‖1. Both terms individually are
bounded by ε due to (2.21); the first term directly, the second term after taking the
K̃-trace of both density matrices and using that the partial trace like any CPTP map
can not increase trace distance [NC11]. This proves 2ε-KR. Similarly we can write
‖ρMK̃CTE− ρM ⊗ ρK̃CTE‖1 ≤ ‖ρMK̃CTE− ρM ⊗ ρK̃ ⊗ ρCTE‖1 +‖ρM ⊗ ρK̃ ⊗ ρCTE−
ρM ⊗ρK̃CTE‖1 and bound both terms by the lhs of (2.21), directly and by taking the
trace over M . This proves 2ε-FS. �

2.4.3 Unclonable encryption

A stronger notion of encryption was first considered by Gottesman in 2003 [Got03].
This notion aims to guarantee the security of the message M when the key material
K leaks after the protocol is finished. Protocols that provide this functionality when
the message is transferred successfully are called unclonable encryption protocols. In
the reject case, leaking all key material will always compromise the encryption of the
message.

Let the map Euncl describe a QE scheme with output state Euncl(|0e〉〈0e|) =
ρMKCTE = ρMKCTE

accept + ρMKCTE
reject . Where ρMKCTE

accept and ρMKCTE
reject denote the states

corresponding to accept and reject respectively. The ideal behavior of an unclonable
encryption protocol decouples the message in the accept case. In the corresponding
ideal map we leave the reject part unchanged with respect to Euncl. This ideal map
is Funcl(|0e〉〈0e|) = ρM ⊗ ρKCTE

accept + ρMKCTE
reject . The diamond norm ‖Euncl − Funcl‖�

motivates our definition of unclonable encryption.

Definition 2.11. Let QE be a quantum encryption scheme according to Definition 2.3
with output state
ρMM ′KCTE = (QE.Post◦QE.Meas◦A◦QE.Enc)(∑mkr

Pr[M=m]
|K||R| |mkr0e〉〈mkr0e|). QE

is called ε-unclonable (ε-UE) if it satisfies

‖ρMKCTE
accept − ρM ⊗ ρKCTE

accept ‖1 ≤ ε (2.22)

for all adversarial actions A and all distributions of M .

The definition of unclonable encryption for a quantum key recycling scheme has
the same requirement as (2.22) for the output of the key recycling scheme.

Intuitively, Definition 2.11 states that either the accept probability is low due
to Eve’s interference, or else Eve’s posterior distribution of M , given that k leaks
after completion of an accepted protocol run, is hardly distinguishable from the prior
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distribution. This UE definition specifies no requirement for the reject case, since the
ENC property already exists to keep M safe in case of reject (even if Eve keeps the
whole cipherstate).

Gottesman’s original definition of unclonable encryption [Got03] states that for a
fraction ≥ 1 − ε of keys k ∈ K and for all pairs m,m′ ∈ M, m′ 6= m it holds that
‖ρE
mkt,accept − ρE

m′kt,accept‖1 ≤ ε. This property is implied by Definition 2.11.12
Our preference for our KR and UE definitions stems from (i) the fact that they

allow for a unified treatment of all the components13 of k; (ii) compatibility with the
technique of [Ren05], which makes it possible to prove security of high-rate schemes;
(iii) having the same type of definition for UE and KR. Furthermore our KR definition
is compatible with [DPS05].

An alternative definition of unclonable encryption exists [BL20], with two collab-
orating adversaries who attempt to both recover the plaintext. In addition to the
difference in definition, they consider the use of quantum pseudorandom functions to
improve their bound while we remain information-theoretic. What Gottesman called
unclonable encryption they re-label to Tamper-Evident Encryption. The precise re-
lationship between the two definitions of unclonable encryption unknown.

2.4.4 Composability

Our security notions based on diamond distances guarantee composability [Ren05,
PR14]. Two protocols that are secure according to our security notions will also be
secure when executed in succession. The failure probability of the two protocols in
succession is bounded by the sum of their individual failure probabilities. Composabil-
ity is crucial for key recycling as well as for key distribution. A future protocol using
a recycled key relies on the composable security of the previous protocol. Similar the
secure use of an established key using QKD relies on the composable security of QKD.
In general composability allows protocols to be useful as a part in a larger system.
The following lemma shows composability holds for diamond norms in general.

Lemma 2.12. For any CPTP maps A,A′,B,B′, it holds that

‖A ◦ B −A′ ◦ B′‖� ≤ ‖A−A′‖� + ‖B − B′‖�. (2.23)

Proof:

‖A ◦ B −A′ ◦ B′‖� = ‖A ◦ B −A′ ◦ B′ +A′ ◦ B − A′ ◦ B‖� (2.24)
≤ ‖(A−A′) ◦ B‖� + ‖A′ ◦ (B − B′)‖� (2.25)
≤ ‖A−A′‖� + ‖B − B′‖� (2.26)

where the last inequality holds because a CPTP map can never increase the trace
distance (Theorem 9.2 in [NC11]). �

Composability is also used to deal with imperfection of the MAC function used by
Alice and Bob. An elegant way to avoid computational complications is to describe

12 (i) For the specific values m,m′ the same reasoning applies as with Definition 2.4. (ii) Our
definition works with an average over k, and hence the desired ‖ · · · ‖1 ≤ ε property may fail to hold
for a fraction ε of all values k ∈ K. This is the same fraction as in Gottesman’s definition.

13 e.g. measurement basis, MAC key, and seeds for hash functions.
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the classical channel as a channel that is perfectly authenticated (Eve only listens)
except with probability 2−λ, where 2−λ is the failure probability of the MAC. If the
protocol has security ε in case of a perfectly authenticated classical channel, then the
real-life security is ε + 2−λ. It was shown in Appendix D of [PR14] that this is true
for parallel classical authentication and quantum encoding.

2.5 Proof recipe

The general proof structure described in this section is the one used for all protocols
discussed in this thesis. This technique applies many aspects from the proof method
of Renner [Ren05, RK05] in such a way that they are applicable to many types of
scenarios such as quantum key recycling and unclonable encryption. The aim is always
to bound the diamond norm between the CPTP map describing the protocol and its
ideal counterpart. The bound on the diamond norm implies the security properties
introduced in Section 2.4. The recipe consists of 6 steps:

1. Construct an EPR version of the protocol.

2. Construct an equivalent protocol that exploits the symmetries present in the
scheme, including a permutation of the quantum states.

3. Describe the functionality of the protocol and its ideal counterpart in terms
of CPTP maps E and F and derive the relevant 1-norms from their diamond
distance ‖E − F‖�.

4. Introduce smooth states and bound the 1-norms in terms of quantum entropies
or simple expressions.

5. Use the post-selection technique to describe Eve’s state in factorized form.

6. Use the symmetrization operations, introduced in step 2. Find a simple descrip-
tion of Eve’s most general factorized state satisfying the constraints enforced
by the protocol and compute the relevant expressions or entropies.

In the explanation of the steps we will often consider the example of Alice sending
qubits to Bob. The same proof recipe applies more generally, e.g for high dimensional
qudit or for multiple passes over the quantum channel.

2.5.1 Step 1: equivalent EPR protocol

As discussed in Section 2.3.3, preparation of an EPR pair and measuring one half
is equivalent to preparing a random quantum state. Let Alice create n EPR pairs
described by ρAB. She measures the subsystem A consisting of half of each pair and
sends the remaining subsystem B to Bob. Bob receives the same state and performs
the same actions as in the original protocol. If Alice wished to send a specific value
x, she sends along a ciphertext that is a function of x and her measurement result.
For qubits she measures the bit s and sends along a = s⊕ x. Because s is random, a
does not tell Eve anything about x.
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Eve can create an auxiliary system of her own. Eve’s subsystem E can be taken
to be, without loss of generality, a Hilbert space of dimension d2n where d is the
dimension of the quantum states sent to Bob (d=2 for qubits). Eve can entangle her
ancilla with the ρAB system with a unitary operation forming the state ρABE. The
protocol executed by Alice and Bob is then described by actions on the AB part of
ρABE.

The equivalence between prepare-and-measure on the one hand and the EPR
mechanism on the other hand has been exploited in many works e.g. [SP00, Ren05].

2.5.2 Step 2: security-equivalent protocol using symmetrization

We construct an equivalent protocol to the EPR version by adding operations that
do not affect the security of the protocol and that emphasize the symmetries present
in the protocol. The output of the CPTP map describing the EPR version and the
equivalent protocol is (almost14) the same. Most common are permutation invariance
and the invariance to random Pauli operators. These invariances allow us to give a
simpler description of the state held by Eve in steps 5 and 6. As the last modification,
we let Eve instead of Alice create the EPR pairs.

Permutation invariance

We will be working with protocols that are invariant under permutation of the EPR
pairs that were introduced in step 1. On Alice’s side the invariance is obvious since
she creates n EPR pairs independently. On Bob’s side the effect of a permutation is
a reordering of the noise in the quantum states. However, in all the protocols that
we study Bob performs an error correction step. The error correcting codes used in
our protocols are always invariant to the position of the errors. The output variables
computed after the error correction step are independent of the noise position and
therefore independent of the random permutation. In order to make the permutation
invariance obvious we explicitly add the permutation to the protocol. This symmetry
will be exploited in step 5.

Pauli invariance

The 4- and 6-state encodings discussed in Section 2.3.2 are replaced by measurements
in the x-, y- and z-basis in the EPR setting. Before applying this measurement,
let Alice and Bob generate a public random number α ∈ {0, 1, 2, 3} and apply the
corresponding Pauli operator σα. From Section 2.3.5 we know the effect on a qubit
is a phase and/or bit flip. Hence, the random Pauli causes a random bit flip in
Alice’s measurement outcome, and the same flip at Bob’s side. Applying the random
Pauli operator on the qubits has the same effect as flipping every bit in Alice and
Bob’s measurement strings with probability 1

2 while preserving the correlation. Since
Alice’s measurement result was already uniform, the output variables have the same
statistics as before.

14We sometimes ignore the failure probability of a MAC yielding a 2−λ difference. Sometimes
a uniform random variable is output. In that case the output is equivalent to the original protocol
where in addition a random uniform variable is created.



2.5. Proof recipe 41

For the qudits in Chapter 7, we will exploit similar symmetries for higher dimen-
sional states. Like the effect of the random Pauli operators in qubits, we will show
the invariance to random phase flips and random permutations in the d-dimensional
space. Symmetries on single quantum states, are exploited in step 6.

Note that even though the modified protocol might be less practical than the
original protocol, e.g. it might need quantum memory while the original protocol can
be carried out with technology available today, this is not an issue. The modified
protocol is a theoretical construct to prove the security, while the original protocol is
the one used in practice.

Eve creates the EPR pairs

Instead of letting Eve attack the quantum state sent from Alice to Bob, we allow her
to attack the entire EPR pairs. Clearly, if there is no successful attack in the scenario
where Eve can attack the entire Alice-Bob system, there is no successful attack in
the original protocol either. Since Eve has control over the entire system, we will
allow Eve to prepare an arbitrary tripartite state ρABE. Crucially, Eve knowing the
plaintext should not influence the uniformity of Alice’s measurement result.

We will consider the initial state of Alice, Bob and Eve to be some general density
matrix ρABE ∈ S(H⊗nABE). As we will argue in step 6, Eve’s state does not depend
on the symmetrization variables. The protocol will only be successful if ρAB is close
to n EPR pairs with a small coupling to the E-space. The random Pauli operator
guarantees the outcome of Alice is still uniform when Eve creates the EPR pairs.

2.5.3 Step 3: CPTP maps

We describe the protocol of step 2 as a completely positive trace preserving map
acting on a state shared by Alice, Bob and Eve ρABE. The explicit values and relations
between the messageM , the keys K, the new keys K̃, the ciphertext C, the transcript
T and the dependence of Eve’s state ρE

mkct is given as a combined classical-quantum
state: E(ρABE) = ρMKK̃CTE = Emkk̃ct |mkk̃ct〉〈mkk̃ct| ⊗ ρE

mkct.
The coupling of ρE to m, k, c, t can be indirect. For example, say Alice and Bob

both measure EPR pairs in the same shared basis given by b yielding x, y for Alice
and Bob respectively. Eve’s state is then coupled to b, x, y as Ebxy |bxy〉〈bxy| ⊗ ρE

bxy.
Typically the message is then related to x and some additional variable z = f(m,x)
for some function f . For each classical variable that is computed, the probability
distribution is peaked around the computed value and is described by a Kronecker
delta. The output of E(ρABE) can be obtained systematically.

1. Each generated classical variable is written as an expectation value of a register,
e.g. Em |m〉〈m|.

2. The measurements introduce a coupling between Eve’s ancilla on the one hand
and the measurement basis and the outcomes on the other hand, e.g. ρE

bxy.

3. The classical variables that are computed from other variables are added to the
classical quantum-state with a Kronecker delta indicating its relations to the
other variables, e.g

∑
z |z〉〈z|δz,f(m,x).
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4. The intermediate variables that only existed in the labs of Alice and Bob and
do not become part of the transcript are traced out of the expression. We end
up with ρMKK̃CTE.

In the simple example described above, Alice and Bob measure in a shared secret basis
b yielding measurement outcomes x, y. Alice computes the string z = f(m,x) and
sends it to Bob over a public channel. We have K = B, T = Z and no K̃ and C. The
variables x, y that are not output are traced out. Following the systematic approach,
we write E(ρABE) = ρMKTE = trXY Embxy

∑
z |mbxyz〉〈mbxyz|δz,f(m,x) ⊗ ρE

bxy.
This systematic approach tends to give us lengthy expressions which may be

harder to read, but it also gives us confidence our description of Eve’s state is com-
plete.

Depending on the desired security property, the corresponding ideal map F is
described. In our systematic approach we describe F by taking the output of E and
tracing out the variable that is to be protected. For example, if the message M is
to be protected we write F(ρABE) = ρM ⊗ trME(ρABE). In general there is some
freedom in the choice of F as long as the diamond distance ‖E − F‖� bounds the
desired properties e.g. ε-ENC.

2.5.4 Step 4: smoothing and entropies

The 1-norms of step 3 include the quantum state held by Eve ρE . In order the use
the properties of smooth Rényi entropies (Section 2.3.8) we introduce smoothing as
in [RK05, Ren05, TSSR11]. We consider states ρ̄E that are ε-close to ρE in terms of
trace distance, ‖ρE − ρ̄E‖1 ≤ ε. The smoothing introduces some freedom to modify
states so as to get a more favorable diamond distance. For finite size results, where
we can’t use the asymptotic behavior of the Rényi entropy, smooth states are not
considered.

The following lemma is Lemma 9 in [RK05].

Lemma 2.13. Let ρXE be a normalized classical-quantum state with classical random
variable X. Then for any ε ≥ 0, there exists a state ρ̄XE with ‖ρXE − ρ̄XE‖1 ≤

√
ε

such that for any α > 1

Sα(ρ̄XE)− S0(ρ̄E) ≥ Sεα(ρXE)− Sε0(ρE). (2.27)

In order to use the defining property of a two-wise independent hash function as
in Equation 2.2, we need an average over the hashing seed. We will use Jensen’s
trace inequality to obtain expressions in which this average can be carried out. The
following lemma follows from Theorem 2.4 of [HP02].

Lemma 2.14 (Jensen’s Trace Inequality). Let ρx ∈ S(H) be a density matrix. Let
f : S(H)→ S(H) be a concave continuous function. It holds that

tr E
x
f(ρx) ≤ tr f(E

x
ρx). (2.28)

In addition we will use the following lemma to ‘pull’ the trace into the square
root.
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Lemma 2.15. Let ρXE be a classical-quantum state with classical random variable
X. It holds that

trE

√
trX(ρXE)2 ≤

√
rank

(
ρE
)√

tr (ρXE)2. (2.29)

Proof: We write the spectral decomposition of trX(ρXE)2 =
∑
i si|wi〉〈wi| where

wi are eigenvectors in E space and si > 0. It then holds that trE

√
trX(ρXE)2 =

∑
i

√
si = rank(trX(ρXE)2) Ei

√
si, where we defined Ei(·) def

= 1
rank(trX(ρXE)2)

∑
j(·).

Using Jensen’s inequality to write Ei
√
si ≤

√
Ei si we get

trE

√
trX(ρXE)2 ≤

√
rank

(
trX(ρXE)2

)√
trXE(ρXE)2. (2.30)

We write ρXE in its spectral decomposition, ρXE =
∑
j rj |vj〉〈vj |, where the vj

are the eigenvectors in the XE space, and rj > 0. It holds that rank(trX(ρXE)2) =

rank(ρE). We have ρE = trXρ
XE =

∑
j rjVj , with Vj

def
= trX |vj〉〈vj |. Similarly

we write trX(ρXE)2 =
∑
j r

2
jVj . Since Vj > 0 we can write Vj = A†jAj . We

construct a matrix A = [
√
r1A1;

√
r2A2;

√
r3A3; · · · ] by concatenating the matrices

Aj under each other. It holds that
∑
j rjVj = A†A. Similarly we construct Q =

[r1A1; r2A2; r3A3; · · · ], so that
∑
j r

2
jVj = Q†Q. We use the fact that rank(A†A) =

rank(A) and rank(Q†Q) = rank(Q). By the construction of A and Q, the rows of A
span the same space as the rows of Q. �

Together with the property of pairwise-independent hashing (2.2) this leads up to
an expression in terms of (smooth-)Rényi entropies (see Section 2.3.8).

2.5.5 Step 5: post-selection

For a protocol that is invariant under permutations of the qubits it has been shown in
[CKR09] that security against collective attacks (same attack applied to each qubit
individually) implies security against general attacks, at the cost of extra privacy
amplification.

Lemma 2.16. Let E be a protocol that acts on S(H⊗nAB) and let F be the ideal func-
tionality of that protocol. If for all input permutations π there exists a map Kπ on
the output such that (E − F) ◦ π = Kπ ◦ (E − F), then

‖E − F‖� ≤ (n+ 1)d
2−1 max

σ∈S(HABE)

∥∥∥(E − F)(σ⊗n)
∥∥∥

1
(2.31)

where d is the dimension of the HAB space.

Step 2 of the recipe has introduced a random permuation as the first step of the
protocol. Often the new protocol then trivially satisfies the requirement (E −F)◦π =
Kπ ◦ (E − F) with Kπ = 1.

The product form σ⊗n greatly simplifies the security analysis: now it suffices to
prove security against ‘collective’ attacks, and to pay a price 2(d2 − 1) log(n + 1) in
the amount of privacy amplification, which is often negligible compared to n. We use
the term ‘privacy amplification’ for the act of hashing to a smaller message size in
order to obtain a better security parameter.
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Using post-selection the relevant description of the quantum part of Eve’s state
is the purification of Alice and Bob’s shared factorized state ρABE = (σABE)⊗n.
Eve having access to the purification of Alice and Bob’s state ensures that we can
describe her state explicitly without ignoring any other relevant state she could hold.
For a protocol that sends quantum states of dimension d over a channel t times, the
dimension of Eve’s quantum state is dEve = d2t. So for simple qubit (d = 2) protocols
with a single pass over the quantum channel (t = 1) we have dEve = 4. The factorized
form allows us to use Lemma 2.1 and replace the Rényi entropies by von Neumann
entropies in the asymptotic limit.

2.5.6 Step 6: Eve’s simplified state

The invariances in the protocol that are described in step 2 are used to simplify the
state held by Alice and Bob and therefore the purification held by Eve. Consider
a shared state of Alice, Bob and Eve: ρABE. Let Alice and Bob pick a random
variable Σ according to which they apply their symmetrization. After their sym-
metrization the spaces of Alice and Bob are modified. The state is then ρA′B′ΣE.
After Σ has been applied, Alice and Bob entirely discard (or “forget”) Σ. The rest
of the protocol acts on A’B’ without needing Σ. The state held by Alice and Bob is
then ρA′B′ = tr ΣEρ

A′B′ΣE. The strongest attack performed by Eve is such that she
holds a purification of the state ρA′B′ . Since none of the subsequent steps involve Σ
we do not explicitly write down Eve’s coupling to Σ in step 3 as it will do her no good.

The addition of the random Pauli operators of step 2 greatly reduces the degrees
of freedom in Alice and Bob’s shared state.

Lemma 2.17. Let σ̃AB be the 4-dimensional state shared by Alice and Bob after
applying a random Pauli operator and forgetting the result. σ̃AB is diagonal in the
basis of Bell States |Φab〉.

Proof: We can write an arbitrary 4-dimensional density matrix in the Bell basis as
σAB =

∑
ab

∑
a′b′ ν

ab
a′b′ |Φab〉〈Φa′b′ |. The effect of the random Pauli’s is

∑
α(σα ⊗

σα)|Φab〉〈Φa′b′ |(σα ⊗ σα) = (1 + (−1)b+b
′
+ (−1)a+a′+b+b′ + (−1)a+a′)|Φab〉〈Φa′b′ | =

4δaa′δbb′ |Φab〉〈Φa′b′ |. �

When Alice and Bob perform a measurement in the same basis, they expect their
results to be fully correlated. They monitor the noise caused by Eve for each basis
individually. By aborting the protocol when the noise constraints are not met, they
can make sure that Eve’s state satisfies the constraints.

The resulting states are simple enough that we can usually compute the eigenval-
ues of the state. When there is freedom left in the state of Eve, an optimization over
the degrees of freedom is performed.

2.6 Example: six-state QKD

Using the recipe described in Section 2.5 we will prove the security of a version of
six-state QKD [BPG99] in the limit of asymptotically many qubits. We consider a
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version of the six-state protocol that is very similar to the original BB84 protocol
[BB84] but does not assume a specific probability distribution of the basis choice.
The security and optimal rate is studied a lot. Thus proving the security of 6-state
QKD shows how the proof technique works in detail as well as showing it can yield
tight bounds and high rates. In subsequent chapters we will consider protocols that
use the same encoding, hence a lot of steps used in future proofs will be similar to the
proof steps presented here. We will start by giving a protocol intuition, a description
of the protocol, followed by the step by step proof.

Our proof uses techniques from [Ren05] in which 6-state QKD was treated as well.
In [Ren05] Eve’s knowledge is bounded by smooth Rényi entropies and we find the
same result. The main way our proof technique distinguishes itself is that the same
steps that are used here to prove the security of a QKD scheme, in which only one
variable must be kept secure, can be used to prove different protocols with different
goals as well, e.g. multiple variables must be secure. This is due to our systematic
approach in terms of CPTP maps and diamond distances which is not used in [Ren05].

2.6.1 Protocol intuition

Alice and Bob’s goal is to share a uniform random key that has the same length as the
message that they want to one-time-pad encrypt. To start with, Alice and Bob only
have a small shared key, long enough to authenticate their classical communication.
Alice will encode random payload bits in qubits, exploiting Eve’s inability to copy,
measure or steal the qubits without being detected. These properties only hold when
Eve does not know the encoding basis Alice uses. Alice randomly chooses the z-, x- or
the y-basis. Since Bob, like Eve, doesn’t know which basis Alice selected, he picks a
random basis (z, x or y) for his measurement. When, by chance, Alice and Bob choose
the same basis, Bob recovers Alice’s payload. When their basis choices don’t match,
Bob measures a random bit. To achieve a shared string, Alice and Bob publicly tell
each other which basis they used and only keep those bits that correspond to the
qubits where they used the same basis. The rest they discard.

Alice and Bob perform error correction and check that the noise on the channel
is sufficiently low. They can then perform privacy amplification corresponding to the
measured noise level. The resulting shorter string can safely be used as a one-time
pad to encrypt a message.

When Eve has access to the qubits, she does not know the encoding basis. There
is no action she can perform on the qubits that has zero probability of causing noise.
When Bob has performed his measurement and Alice and Bob sift out the qubits in
which their bases match, they have an advantage over Eve who will not have guessed
the right basis each time. Thus we can bound Eve’s knowledge on the payload by
describing the most general state she can obtain. This state can not contain more
information than the purification of the state shared by Alice and Bob. Due to
the symmetries in the protocol the only useful degree of freedom is the bit error
probability γ that she causes. Depending on the noise, we can tune the amount of
privacy amplification by tuning the size of the final message m ∈ {0, 1}`. Our final
security parameter will be a function of the noise γ and the message size `.
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2.6.2 The six-state protocol with one-time pad encryption

We give a brief description of our version of the six-state protocol with a noisy quan-
tum channel followed by a one-time pad. Alice and Bob have agreed on a security
parameter λ, a noise threshold β, a family of pairwise independent hash functions
Φu : {0, 1}n → {0, 1}` with u ∈ U , a set B = {0, 1, 2} of basis choices15, a one-time
MAC function Γ : {0, 1}2λ × {0, 1}∗ → {0, 1}λ and a linear error-correcting code
with syndrome function Syn : {0, 1}n → {0, 1}n−κ and decoder SynDec: {0, 1}n−κ →
{0, 1}n. They adopt the channel monitoring procedure shown below.

Definition 2.18. Let x′ be a noisy version of x resulting from n measurements in
bases b ∈ Bn. Let Ic be the positions where basis c ∈ B is used, Ic = {i ∈ N|bi = c}.
Let x(c)

def
= xIc denote the part of x that is encoded in basis c and likewise x′(c).

NoiseCheck(b, x, x′) =

{
1 if ∀c∈B Hamm(x(c)⊕x′(c))

|Ic| ≤ β
0 otherwise.

(2.32)

Definition 2.18 says the noise check yields 1 only when the noise is lower than the
threshold β for each basis.

Alice and Bob perform the following actions, see Figure 2.3.
QKD.Gen:

Alice and Bob generate shared secret keys kMAC
1 , kMAC

2 , kMAC
3 , kMAC

4 .
Alice generates local random strings xraw ∈ {0, 1}ν , braw ∈ Bν and u ∈ U .16 She
generates a message m ∈ {0, 1}`. Here braw and m do not have to be uniform.
Bob generates a local random string braw′ ∈ Bν that is not necessarily uniform.

QKD.Enc:
Alice prepares |Ψ〉 =

⊗ν
i=1 |ψ

brawi
xraw
i
〉 and sends it to Bob.

QKD.Meas:
Bob receives |Ψ〉′ and measures in the braw′ basis yielding xraw′.

QKD.Post:
Bob computes the tag τ1 = Γ(k1

MAC, b
raw′). He sends braw′ and the tag τ1 to Alice.

Alice checks that τ1 == Γ(k1
MAC, b

raw′). She compares braw′ to braw. On the n
indices where they agree I = {i ∈ N|braw

i = braw
i
′} she computes x = xraw

I and
e = Synx. She authenticates e and I, τ2 = Γ(kMAC

2 , e‖I) and sends e, I, τ2 to
Bob.
Bob checks τ2 == Γ(kMAC

2 , e‖I). Then he computes x′ = xraw
I
′ and b = braw

I
′

and performs the error correction x̂ = x′ ⊕ SynDec(e ⊕ Synx′) and the channel
monitoring ω = NoiseCheck(b, x̂, x′). He authenticates ω, τ3 = Γ(kMAC

3 , ω) and
sends ω, τ3 to Alice.
Alice checks the authentication of ω. If ω = 1, she computes z = Φu(x) and c =
m⊕z. She aborts otherwise. She authenticates c, u with kMAC

4 , τ4 = Γ(kMAC
4 , c‖u)

and sends the c, u and τ4 to Bob.
Bob checks τ4 == Γ(kMAC

4 , c‖u). He computes ẑ = Φu(x̂) and m̂ = ẑ ⊕ c.
15The same protocol can be performed with a different basis set. In particular using two possible

bases yields the [BB84] protocol.
16The hash seed only needs to be generated in the accept case.
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<latexit sha1_base64="Gxio7UoQoB+C8oy6oux3h56KQLU="></latexit>

Generate:
Shared keys: {kMAC

i }4
i=0

Local: braw0 2 B⌫

<latexit sha1_base64="GsJwK4mycwbYPlO6CadqyMLWtZM="></latexit>

Measure | brawi
xraw

i
i0 in braw

i
0 yielding xraw0

<latexit sha1_base64="9eTIOiijTZaEqpTdCBbFvE5Y9VI="></latexit>

Prepare ⌫ quantum states | brawi
xraw

i
i

Alice

<latexit sha1_base64="NtlR0k7yQ0JknPkiC1PUV35HmXo="></latexit>

Bob

<latexit sha1_base64="c6t8LwmDBXgIkeKAlmnsaJ0LOjU="></latexit>

<latexit sha1_base64="CvIwJ5XIxTc7pq55TCzYqRNTsoI="></latexit>

QKD.Gen

<latexit sha1_base64="HNW2Z+yX7FeBkvUUf6L2BMJezE8="></latexit>

QKD.Enc + QKD.Meas

<latexit sha1_base64="HM8rpaFlVZ2hDgblUQ/VSMq5/zk="></latexit>

QKD.Post

<latexit sha1_base64="qhyI44q1oDTdOvvYBvN+gEBtDoo="></latexit>N⌫
i=1 | brawi

xraw
i
i

<latexit sha1_base64="lfY2a8doIZ+w4m8heVQPMGIzbZY="></latexit>

{kMAC
i }4

i=0

<latexit sha1_base64="XWIpaXdn8fH+ofOAQ+Lr3qaLS+0="></latexit>

⌧1 = �(k1
MAC, braw0)

<latexit sha1_base64="9XTAM2AXcbcJ5yqNY5ceJXs2IHs="></latexit>

⌧1, b
raw0

<latexit sha1_base64="fdHJsG1YFtxSdi5SyyZEkP5G/jA="></latexit>

Check ⌧1
Compute I := {i 2 N|braw

i == braw
i

0}
x = xraw

I and e = Synx
⌧2 = �(kMAC

2 , ekI)
<latexit sha1_base64="gTa23JXGf54BcwkEIbfaIhxcIjY="></latexit>

⌧2, I, e

<latexit sha1_base64="/AH93GcjYhF72vJ6U2LRRo+HOnw="></latexit>⌧3,!
<latexit sha1_base64="ohbdFUXdwkyiT9bCUqJs7OsCvWs="></latexit>

Check ⌧3
If ! = 1: z = �u(x), c = m� z
Else: c = ?
⌧4 = �(kMAC

4 , cku)
<latexit sha1_base64="coFF+7zKd0Ppq12SHRk6WajENvY="></latexit>⌧4, c, u

<latexit sha1_base64="nW3vQIJhkHxAO0BzI/Lwb0+Wjwc="></latexit>

Check ⌧2
Compute x0 = xraw

I
0, b = braw

I
0

x̂ = x0 � SynDec(e� Synx0)
! = NoiseCheck(b, x̂, x0)
⌧3 = �(kMAC

3 ,!)

Figure 2.3: The six-state protocol together with a one-time pad encryption. The
NoiseCheck function is defined in Definition 2.18.

2.6.3 Step 1: EPR version of six-state QKD

In the EPR version of the protocol, Alice generates ν EPR pairs in the singlet state
(|Ψ−〉). Of this 4ν-dimensional quantum system ρAB she sends the 2ν-dimensional
subsystem B to Bob. The QKD.Enc step is replaced by a measurement by Alice. For
each half of an EPR pair, Alice measures the qubit in the braw

i basis yielding a bit sraw
i .

She computes araw = sraw ⊕ xraw and sends araw to Bob classically. Effectively the
qubits at Bob’s side are now a noisy encoding of sraw in basis braw. To obtain x′, Bob
measures his qubit as before, yielding traw. He adds araw to his measurement outcome
and flips the bit because of the anti-correlation in the singlet state: xraw′ = t̄raw⊕araw.
By construction, the equivalence holds when Eve does not have access to araw when
attacking the quantum states. Her ancilla doesn’t depend on araw.

2.6.4 Step 2: equivalent protocol

We describe a protocol QKD’ that is equivalent to the EPR version of six-state QKD
adding a random permutation and a random Pauli as described in Section 2.5.2.
In addition we let the creation of the EPR pairs be done by Eve. The random
permutation and random Pauli operator are selected by Alice and communicated
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to Bob over a public channel. In QKD’ we assume perfect authenticated classical
channels, i.e. we no longer explicitly write down the classical MAC functions and
authentication tags. The mappings of Section 2.6.2 are replaced by the mappings of
QKD’.

The equivalence of applying random Pauli operators is discussed in Section 2.5.2.
Eve’s quantum state does not depend on α. The permutation invariance of the six-
state protocol can be seen as follows. In the original prepare-and-measure protocol the
basis sequence B and the payload X are uniform; therefore it does not matter if Alice
performs a random permutation b 7→ π(b), x 7→ π(x) (and Bob the corresponding
permutation). The effect is still a uniform payload encoded in a uniform basis. The
above action is identical to keeping b, x untouched but permuting the qubits: Alice
applies π, and Bob π−1. In the EPR version Alice and Bob both apply the same
permutation, i.e. the EPR pairs get permuted and as a result so do s, t. The only
difference in x, x′ is the location of the errors which is undetectable after the error
correction step.

Instead of letting Alice generate the EPR pairs, Eve generates an arbitrary 16ν-
dimensional system ρABE and send the 2ν-dimensional subsystem A to Alice and the
2ν-dimensional subsystem B to Bob. Alice and Bob interpret their shared state as ν
noisy EPR pairs in the singlet state. Due to the random Pauli operators applied by
Alice, her measurement result s remains uniform. The steps of QKD’ are also shown
in Figure 2.4.

QKD’.Gen:
Alice generates the message m ∈ {0, 1}` and local random strings xraw ∈ {0, 1}ν ,
braw ∈ Bν and u ∈ {0, 1}n. She generates a random permutation π of the ν qubits
positions and random indices α ∈ {0, 1, 2, 3}ν for the random Pauli.
Bob generates a local random string braw′ ∈ Bν .

QKD’.Enc:
Eve prepares ν noisy EPR pairs in the |Ψ̃−〉 state and sends half of each pair to
Alice and half to Bob.
Alice applies the random permutation π to her qubits and applies σαi to the ith
qubit. She measures her half of the ith EPR pair in the braw

i basis yielding sraw
i .

She sends π, α and araw = xraw ⊕ sraw to Bob over authenticated channel and
forgets π, α.

QKD’.Meas:
Bob applies π and σa to his qubits and measures in the braw′ basis yielding traw.
He computes xraw′ = t̄raw ⊕ araw. He forget π, α.

QKD’.Post:
Bob sends braw′ to Alice.
Alice compares braw′ to braw. On the indices where they agree I = {i ∈ N|braw

i =
braw
i
′} she computes x = xraw

I and e = Synx. She sends e, I to Bob.
Bob computes x′ = xraw

I
′ and b = braw

I
′ and performs the error correction x̂ =

x′⊕ SynDec(e⊕ Synx′) and the channel monitoring ω = NoiseCheck(b, x̂, x′). He
sends ω to Alice.
If ω = 1, Alice computes z = Φu(x) and c = m ⊕ z. She aborts otherwise. She
sends the c, u to Bob.
Bob computes ẑ = Φu(x̂) and m̂ = ẑ ⊕ c.
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<latexit sha1_base64="JcoEXnaKyqsPYJ/T7fe5dqdxwng="></latexit>

Generate:
Local: xraw 2 {0, 1}⌫ , braw 2 B⌫

u 2 {0, 1}n, ↵ 2 {0, 1, 2, 3}⌫
Permutation ⇡
Message: m 2 {0, 1}`

<latexit sha1_base64="Nu8DyMJe7LMAMnNPm/JasEvgxOk="></latexit>

|e �i⌦⌫

Alice

<latexit sha1_base64="NtlR0k7yQ0JknPkiC1PUV35HmXo="></latexit>

Bob

<latexit sha1_base64="c6t8LwmDBXgIkeKAlmnsaJ0LOjU="></latexit>

<latexit sha1_base64="IrbbFHTfK7+8cVZQJ/gTKJweRQU="></latexit>

QKD’.Gen

<latexit sha1_base64="InJK1Kx28Q8YMYxmxUYZYuk3CZw="></latexit>

QKD’.Enc + QKD’.Meas

<latexit sha1_base64="l0qSDtcggKULkCJtjQ6XhDUTzvM="></latexit>

⇡, ↵, araw

<latexit sha1_base64="MAOtKbG2O2XocK5NWrr9/af1mCo="></latexit>

QKD’.Post

<latexit sha1_base64="va6TU1P6hrj68Wu3KdGjvliZn2M="></latexit>

Generate:
Local: braw0 2 B⌫

<latexit sha1_base64="3SA3hlUAsrCyPC2eof7TRMBS6XA="></latexit>

braw0
<latexit sha1_base64="BmIhP6CnGcFdLdxIPbHZLW9V71Q="></latexit>

Compute I := {i 2 N|braw
i == braw

i
0}

x = xraw
I and e = Synx

<latexit sha1_base64="KfYpNhBbc8rFHxqoS3H78PR0vow="></latexit>I, e
<latexit sha1_base64="3e9+xouwbZlic2pM1wVyQcAMn5s="></latexit>

Compute x0 = xraw
I

0, b = braw
I

0

x̂ = x0 � SynDec(e� Synx0)
! = NoiseCheck(b, x̂, x0)<latexit sha1_base64="sIw8iQi5PEm18Mqq+L/fHyCGSzk="></latexit>!

<latexit sha1_base64="pJaLyU26WS6mip9I7VAtPuMobEI="></latexit>c, u

<latexit sha1_base64="BM7HJaHnSV+q1uPz291k//cLAa4="></latexit>

If ! = 1:
z = �u(x), c = m� z

Else: c = ?
<latexit sha1_base64="mP14+kwQZQOwfKQHG7g5Wl0oG4E="></latexit>

ẑ = �u(x̂), m̂ = ẑ � c

Figure 2.4: The equivalent six-state protocol together with a one-time pad encryption.
The NoiseCheck function is defined in Definition 2.18.

2.6.5 Step 3: CPTP mappings

Eve creates some state ρABE on which the actions of Alice and Bob work. To
simplify the notation, we only write down spaces and strings corresponding to the
qubit positions Alice and Bob don’t discard i.e. we consider s, t, x, x′, b rather than
sraw, traw, xraw, xraw′, braw, braw′. In QKD′.Gen, QKD′.Enc and QKD′.Meas, the ran-
dom variables m,u, x and b are generated, and the measurement of Alice and Bob
has created a coupling between b, s, t, a, x′. LetM be shorthand notation for the first
three QKD′ maps QKD′.Meas ◦ QKD′.Enc ◦ QKD′.Gen.

M(ρABE) = E
mbstxu

∑

ax′

|mbstaxx′u〉〈mbstaxx′u|δa,x⊕sδx′,a⊕t̄ ⊗ ρE
bst (2.33)

where the expectation values over b, u, x are uniform. The notation Est(·) means∑
s 2−n

∑
t pt|s(·), where pt|s depends on ρABE. In step 5 we will see that these

probabilities have a simple form.
The post-processing step introduces the variables e, c, z. In addition a bit ω is

output that indicates the success of the noise check. Let P be the map describing
the protocol up to the point where Alice and Bob delete the variables that are not
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output.

P(ρABE) = E
bst
|bst〉〈bst| ⊗

∑

x′aeczω

E
mux
|muxx′aeczω〉〈· · · |δa,x⊕sδx′,a⊕t̄

δe,Syn(x)δω,θbst
[
ωδc,m⊕zδz,Φu(x) + ω̄2−`δc,⊥

]
⊗ ρE

bst. (2.34)

The θbst indicates whether the noise check of Definition 2.18 is passed (taking into
account the anti-correlation of s, t due to the singlet state)

θbst = NoiseCheck(b, s, t̄). (2.35)

The variables that are not part of the output or the transcript are traced out,
s, t, z, x, x′. The entire map EQKD corresponding to the modified six-state protocol
followed by a one-time pad is given by

EQKD(ρABE) = E
mubcae

∑

ω

|mbucaeω〉〈· · · | E
st|b

[
ω2`δΦu(s⊕a),m⊕c + ω̄2`δc,⊥

]

2n−κδe,Syn(s⊕a)δω,θbst ⊗ ρE
bst = ρMBUCAEΩE (2.36)

where we write Ec(·) = 2−n
∑
c(·), Ea(·) = 2−n

∑
a(·) and Ee = 2κ−n

∑
e(·).

The only key material used in the six-state protocol is for authentication purposes
which does not show up in (2.36). In the language of the security definitions of
Section 2.4, the message isM , there is no key, the ciphertext17 is A and the transcript
is B,U,C,E,Ω.

The ideal behavior of the combination of quantum key distribution and one-time
pad encryption outputs a quantum state held by Eve that is not coupled to the
message. The rest of the ideal map FQKD should be as close to EQKD as possible. We
trace out the message from the output of the real map and introduce a new decoupled
message FQKD(ρABE) = Em |m〉〈m| ⊗ trMEQKD(ρABE).

FQKD(ρABE) = E
mubcae

∑

ω

|mbucaeω〉〈· · · | E
st|b

[
ω2` E

m′
δΦu(s⊕a),m′⊕c + ω̄2`δc,⊥

]

2n−κδe,Syn(s⊕a)δω,θbst ⊗ ρE
bst = ρM ⊗ ρBUCAEΩE. (2.37)

The diamond distance between EQKD and FQKD corresponds to the definition of
encryption in Section 2.4.1.

‖EQKD −FQKD‖� =
1

2
‖ρMBUCAEΩE − ρM ⊗ ρBUCAEΩE‖1 def

= D. (2.38)

In (2.38) we assume the states held by Eve are optimal. The states ρMBUCAEΩE

and ρM ⊗ ρBUCAEΩE only differ in the accept case. Expression (2.38) can be seen
as the difference between two sub-normalized states which both have norm Ebst θbst
which is the probability that the noise check is passed. Hence an upper bound D ≤
Ebst θbst immediately follows.

17The ciphertext in Section 2.4 is defined as the classical information sent at the same time as
the qubit. This is different from the ciphertext that is part of the transcript.



2.6. Example: six-state QKD 51

2.6.6 Step 4: smoothing

By allowing state ρ̄ that are
√
ε-close to ρ in terms of trace distance we can bound

the distance in (2.38) as D ≤ 2
√
ε+D̄ with D̄ def

= ‖ρ̄MBUCAEΩE−ρM⊗ ρ̄BUCAEΩE‖1.

D̄ =
∥∥ E
mbuace

|mbuace, ω = 1〉〈mbuace, ω = 1|2n−κ2`δe,Syn(s⊕a)

⊗ E
st|b

ρ̄E
bstθbst[δm⊕c,Φu(s⊕a) − E

m′
δm′⊕c,Φu(s⊕a)]

∥∥
1
. (2.39)

The spaces corresponding to the classical variables are the same for the real and
ideal state and give the overall matrix a block structure. This structure allows us to
write:

D̄ ≤ 1
2 E
mbuace

2n−κ
∥∥∥ E
st|b

δe,Syn(s⊕a)ρ̄
E
bstθbst2

`[δm⊕c,Φu(s⊕a) − E
m′
δm′⊕c,Φu(s⊕a)]

∥∥∥
1
.

(2.40)
Expanding the 1-norm as ‖A‖1 = tr

√
A†A we write the right hand side of (2.40)

as

D̄ ≤ 1
2 E
mbuace

tr
{

E
ss′tt′|b

θbstθbs′t′2
2n−2κδe,Syn(s⊕a)δe,Syn(s′⊕a)ρ̄

E
bstρ̄

E
bs′t′ (2.41)

22`[δΦu(a⊕s),m⊕c − E
m′
δΦu(a⊕s),m′⊕c][δΦu(a⊕s′),m⊕c − E

m′′
δΦu(a⊕s′),m′′⊕c]

} 1
2

.

Using Jensen’s inequality (Lemma 2.14) we ‘pull’ Eu and Em under the square
root and then make use of the pairwise-independent properties of Φu when acted
upon with Eu (using Equation 2.2). This yields

22` E
mu

[δΦu(a⊕s),m⊕c− E
m′
δΦu(a⊕s),m′⊕c][δΦu(a⊕s′),m⊕c− E

m′′
δΦu(a⊕s′),m′′⊕c]

= 2`δss′(1− E
mm′

δmm′) < 2`δss′ (2.42)

which leads to

D̄ < 1
2 E
bae

tr
√

2` E
ss′tt′|b

θbstθbs′t′22n−2κδe,Syn(s⊕a)δe,Syn(s′⊕a)ρ̄
E
bstρ̄

E
bs′t′δss′ .(2.43)

≤ 1
2 E
b

tr
√

2`2n−κ E
ss′tt′|b

θbstθbs′t′ ρ̄E
bstρ̄

E
bs′t′δss′ (2.44)

where we used Jensen’s inequality for e as well. Next we use θbst ≤ 1 and Et|bs ρ̄E
bst =

ρ̄E
bs, yielding D̄ < 1

2 Eb tr
√

2n−κ+` Ess′|b ρ̄E
bsρ̄

E
bs′δss′ . Combining the two obtained

bounds gives

D̄ ≤ min
(

E
bst
θbst,

1
2 E
b

tr
√

2n−κ+` E
ss′|b

ρ̄E
bsρ̄

E
bs′δss′

)
. (2.45)

The expression of the form Eb tr
√

Ess′|b ρ̄E
bsρ̄

E
bs′δss′ can be bounded by an expres-

sion in terms of smooth Rényi entropies. The following lemma holds independent of
the interpretation or probability distributions of X and Y .
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Lemma 2.19. Let ρE
x be a density matrix describing Eve’s state coupled to x ∈ X .

There exists a state ρ̄XE that is
√
ε-close to ρXE in terms of trace distance such that

tr
√

E
xx′

ρ̄E
x ρ̄

E
x′δxx′ ≤

√
2S

ε
0(ρE)−Sε2(ρXE). (2.46)

Proof: We use Lemma 2.15 to ‘pull‘ the trace into the square root

tr
√

E
xx′

ρ̄E
x ρ̄

E
x′δxx′ = tr E

√
trX(ρ̄XE)2 (2.47)

Lemma 2.15
≤

√
rank

(
ρ̄E)
√

trXE(ρ̄XE)2. (2.48)

From the definition of the Rényi entropies (2.13) and smooth Rényi entropies
(2.14) it then holds

√
rank

(
ρ̄E)
√

trXE(ρ̄XE)2 =
√

2S0(ρ̄E)−S2(ρ̄XE) (2.49)
Lemma 2.13
≤

√
2S

ε
0(ρE)−Sε2(ρXE). (2.50)

�
We apply Lemma 2.19 to (2.45) with X = S. Our bound becomes

D̄ ≤ min
(

E
bst
θbst,

1
2

√
2n−κ+` E

b

√
2S

ε
0(ρEb )−Sε2(ρSE

b )
)
. (2.51)

2.6.7 Step 5: post-selection

The bound (2.51) depends on the form of ρE
bs. We use the post-selection tech-

nique to write ρABE = (σABE)⊗n. This allows us to write ρE
bs =

⊗n
i=1 σ

E
bisi

=⊗n
i=1 Eti|bisi σ

E
bisiti

. In principle the noise Eve causes can be different for each ba-
sis choice. However the more noise is caused on the channel, the more information
leaks about the classical variables encoded in the quantum state. By giving Eve
access to the purification of the state in which the noise is maximal (equal to γ)
for each basis, Eve has access to the maximum amount of information. For the
factorized form of ρABE and an equal noise level γ in each position it holds that
pt|bs = γHamm(s⊕t̄)(1− γ)Hamm(s⊕t).

Regarding the probability that the noise checks are passed, it can be advantageous
for Eve to cause a different noise level in each basis choice. We denote the noise caused
by Eve in basis b as γb. The accept probability is then defined as follows.

Pacc
def
= E

bst
θbst = E

{nb}:
∑
b nb=n

∏

b∈B

bnbβc∑

c=0

(
nb
c

)
γcb(1− γb)nb−c (2.52)

where nb denotes the number of times the basis b is used for encoding. From the
Chernoff or Hoeffding inequality it follows that (2.52) becomes asymptotically small
when γb > β for any b ∈ B.
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Going forward we write b ∈ B and s ∈ {0, 1} to denote the value of a basis choice
of bit value rather than strings length n. Using post-selection to simplify (2.51) and
including the penalty term we get

‖EQKD −FQKD‖� ≤ 1
2 (n+ 1)15 min

{
Pacc,

√
ε+

√
2n−κ+` E

b

√
2S

ε
0([σE

b ]⊗n)−Sε2([σSE
b ]⊗n)

}
. (2.53)

Asymptotically the second term in the minimum can be simplified using Lemma 2.1

√
2S

ε
0([σE

b ]⊗n)−Sε2([σSE
b ]

⊗
n)

Lemma 2.1
≤

√
2nS(σE

b )−nS(σSE
b )+O(

√
n) (2.54)

=
√

2−n2nS(Es|b σE
bs)−nEs|b S(σE

bs)+O(
√
n). (2.55)

2.6.8 Step 6: Eve’s state

To bound (2.55) we need the explicit form of σE
bst for the variables b, s, t. Let σ̃AB be

the state of the Alice-Bob system before they perform their measurements. We know
from Lemma 2.17 that the state is diagonal in the basis of Bell states. By assuming
the noise for every basis choice is maximal, which is optimal for Eve, we know the
following constraints hold.

∀b∈B
1∑

x=0

〈ψbxψbx|σ̃AB|ψbxψbx〉 = γ (2.56)

where σ̃AB = λ1|Ψ−〉〈Ψ−| + λ2|Φ−〉〈Φ−| + λ3|Ψ+〉〈Ψ+| + λ4|Φ−〉〈Φ−| is diagonal
with respect to the Bell basis. The noise check introduces three constraints on the
values of the λi’s. Together with the normalization we have four constraints in total:
λ2 + λ3 = λ2 + λ4 = λ3 + λ4 = γ and

∑
i λi = 1. As a result the state held by Alice

and Bob only depends on the noise parameter γ: σ̃AB = Diag(1 − 3
2γ,

1
2γ,

1
2γ,

1
2γ).

Because of the assumption that all noise is caused by Eve, we consider that Eve holds
the purification of σ̃AB. We write

|ΨABE〉 =
√

1− 3
2γ|Ψ−〉|m0〉+

√
γ
2

(
− |Φ−〉|m1〉+ i|Ψ+〉|m2〉+ |Φ+〉|m3〉

)
(2.57)

where |mi〉 is an orthonormal basis in Eve’s four-dimensional ancilla space. The
phases are chosen to make Eve’s state after Alice and Bob’s measurements simple.
For the following, we don’t restrict ourselves to the 6-state encoding to make the
description of Eve’s state as widely applicable to different encodings as possible.

Alice and Bob both do a projective measurement on their own subsystem. De-
scribing their measurements in the Bloch sphere they measure the component in
the direction v = (vx, vy, vz) = (sin θ cosϕ, sin θ sinϕ, cos θ). The eigenstates of
this measurement are |v〉 = e−iϕ/2 cos θ2 |0〉 + eiϕ/2 sin θ

2 |1〉 (with eigenvalue ‘0’) and
|v〉 = −e−iϕ/2 sin θ

2 |0〉+ eiϕ/2 cos θ2 |1〉 (with eigenvalue ‘1’).
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We rewrite the state (2.57) using |v〉, |v〉 as the basis of the A and B subsystem,

|ΨABE〉 =
√

1−γ
2 |vv〉|Ev

01〉 −
√

1−γ
2 |vv〉|Ev

10〉+
√

γ
2 |vv〉|Ev

00〉 −
√

γ
2 |v v〉|Ev

11〉

|Ev
01〉 =

1√
1− γ

[√
1− 3

2γ|m0〉+
√

γ
2 (vx|m1〉+ vy|m2〉+ vz|m3〉)

]

|Ev
10〉 =

1√
1− γ

[√
1− 3

2γ|m0〉 −
√

γ
2 (vx|m1〉+ vy|m2〉+ vz|m3〉)

]
(2.58)

|Ev
00〉 =

1√
2(1− v2

z)

[
(−vxvz − ivy)|m1〉+ (−vyvz + ivx)|m2〉+ (1− v2

z)|m3〉
]

|Ev
11〉 =

1√
2(1− v2

z)

[
(−vxvz + ivy)|m1〉+ (−vyvz − ivx)|m2〉+ (1− v2

z)|m3〉
]
.

A number of things are worth noting about this representation of the purification.

• With probability 1 − γ, Alice and Bob’s measurement outcomes are opposite.
With probability γ they are equal.

• We have |Ev
10〉 = |E−v01 〉 and |Ev

11〉 = |E−v00 〉. Furthermore 〈Ev
00|Ev

11〉 = 0,
and |Ev

00〉, |Ev
11〉 span a subspace orthogonal to |Ev

01〉, |Ev
10〉. Furthermore,

〈Ev
01|Ev

10〉 = 1−2γ
1−γ .

• It holds that |−vxvz−ivy√
1−v2z

|2 = 1− v2
x and |−vyvz+ivx√

1−v2z
|2 = 1− v2

y.

After Alice and Bob performed a measurement in the same basis, Eve’s auxiliary
system is in state σv

xy, given by

σv
xy

def
= |Ev

xy〉〈Ev
xy|. (2.59)

For a given basis set B and b ∈ B we will write σbst instead of σv
st, as the vector

v is implicitly defined by the pair (B, b). Eve’s state averaged over the measurement
outcomes of Alice and Bob follows directly from (2.59)

E
st|b

σbst = (1− 3
2γ)|m0〉〈m0|+ γ

2

3∑

j=1

|mj〉〈mj |. (2.60)

Notice that averaging over the measurement results yields a state that is indepen-
dent of the encoding basis. This holds more generally.

Lemma 2.20. Let ρABE denote the purification of a 4n-dimensional state ρAB. Let
b ∈ Bn be a qubit-wise orthonormal basis. It holds that ρE

b = ρE.

Proof: Let PA
bs denote a projection operator on subsystem ‘A’ corresponding to a

measurement in basis b with outcome s ∈ {0, 1}n. We have ρE
b

def
= Est|b ρE

bst =∑
st tr AB(PA

bs⊗PB
bt ⊗1)ρABE = tr AB([

∑
s P

A
bs]⊗ [

∑
t P

B
bt ]⊗1)ρABE = ρE. We use the

fact that
∑
s P

A
bs = 1 and

∑
t P

B
bt = 1 for any b. �
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Von Neumann entropy

We use the description (2.59) to compute the relevant Von Neumann entropies in
(2.55). From (2.60) we have

S( E
st|b

σbst) = h(1− 3

2
γ,
γ

2
,
γ

2
,
γ

2
) = −(1− 3

2γ) log(1− 3
2γ)− 3γ2 log γ

2 . (2.61)

Using the fact that σbss and σbss̄ are orthogonal we find

E
s
S( E

t|bs
σbst) = S

(
(1− γ)σbss̄ + γσbss

)
= h(γ). (2.62)

2.6.9 Rate of quantum key distribution

Using the von Neumann entropies we can write down our asymptotic bound on the
security of six-state QKD.

‖EQKD −FQKD‖� < 1
2 (n+ 1)15 min

(
Pacc,

√
ε+

√
2`−κ−nh(β)+nh(1− 3

2γ,
γ
2 ,
γ
2 ,
γ
2 )+O(

√
n)
)

+4 · 2−λ (2.63)

where the term 4 · 2−λ is a bound on the probability that (at least) one of the four
classical MACs is forged. For small enough message sizes ` and noise thresholds β,
(2.63) is exponentially small for every noise level γ. For γ > β we have γb > β for
some γb and the accept probability (2.52) can be bounded by the Chernoff bound. For
γ ≤ β, ` can be chosen such that the square root in the min of (2.63) is exponentially
small. The asymptotic rate of the protocol is computed from the greatest value of `
for which ‖EQKD −FQKD‖� is exponentially small at γ = β.

Error correcting codes exist that achieve the Shannon bound κ = n − nh(β)
asymptotically. Substituting this into (2.65) we find that we have to set ` slightly
below n − nh(1 − 3

2β,
β
2 ,

β
2 ,

β
2 ). When using a uniformly distributed basis B, the

number of useful qubits n is approximately 1
3ν. By not using uniform, but rather

very skewed probability distributions for the basis choice [LCA05], we get ν ≈ n and
we obtain the asymptotic rate of 6-state QKD

r6state =
`

ν
≈ `

n
= 1− h(1− 3

2
β,
β

2
,
β

2
,
β

2
). (2.64)

The six-state QKD protocol as depicted in Figure 2.3 has a higher round complexity
than required. The round complexity can be reduced to two passes by Alice when
Alice and Bob perform the channel monitoring on a random subset of the qubits.
Bob generates a random subset J and sends it to Alice together with braw′ and xraw

J
′.

Alice can now do the noise check for the subset J and discard xJ . When ω = 1 she
sends I, e, ω, u, c all together. The downside of this approach is that if Pr[B = b] ≈ 1
for some basis choice b, the subset J might not include enough checks in every basis.
The fraction of bases b′ 6= b needs to be high enough to be confident about the noise
level in that basis. In the coming chapters, when we make comparisons to “6-state
QKD”. We will understand this as a highly optimized form of 6-state QKD which has
the rate given in (2.64) and where Alice needs only two passes.
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Figure 2.5: Asymptotic QKD rates for the BB84 and six-state encodings as a function
of the noise with one-way post-processing.

A version of BB84 that follows exactly the steps of Section 2.6.2 but uses a 4-
state encoding, e.g. only the x- and z-basis, can be proven secure using exactly the
same derivation. The only difference is that the y-basis constraint (2.56) does not
exist. This leaves an extra degree of freedom in the state of Eve that she can use to
maximize S(Ebs σbs)− Es|b S(σbs). The outcome is the well known asymptotic BB84
rate [Ren05, SP00, TL17].

r4state = 1− 2h(β). (2.65)

The rates of 4- and 6-state QKD are plotted as a function of the noise Alice and Bob
tolerate in Figure 2.5.

The QKD rates given are with one-way post-processing i.e. without increasing
the round complexity. In his thesis [Ren05], Renato Renner discussed advantage
distillation and noisy preprocessing. In six-state QKD, noisy preprocessing increases
the maximal error rate Alice and Bob can tolerate from ≈12.6% to ≈14.1% without
increasing the round complexity. Advantage distillation requires an increase in the
round complexity. Combined with noisy preprocessing an error rate of ≈ 27.6% can
be achieved. We will consider the QKD rates given in (2.64) and (2.65) as the ’QKD
rate with one-way post-processing’. Advantage distillation is not considered. Noisy
preprocessing may also increase the maximal rate of protocols in future chapters, but
this will not be the focus of this thesis.

This proof of the security of QKD does not yield new results but is meant to
demonstrate how the proof method works. We already saw that the method allows
us to prove the security of BB84, six-state QKD and QKD with non-uniform bases
alike [BB84, BPG99, LCA05]. The versatility of the method is used to prove the
security for different types of protocols and in different security models in the following
chapters.



Chapter 3
High rate quantum key recycling

Why all the back and forth?
After a long struggle to get all their equipment set up and working correctly,
Alice and Bob finally manage to shake off Murphy’s law and get their QKD
scheme up and running. They are happy to have seen a security proof and
are confident that as long as they keep Eve out of their labs, there is no way
Eve gets to listen in on any of their conversations. However they are not yet
all that satisfied about the efficiency of their communication. They are still
discarding a fraction of the qubits they send and looking at Figure 2.3 they feel
there is too much communication back and forth going on. The first problem
can in principle be solved using non-uniform basis choices, but the second is
an inherent property of QKD. If only Bob knew Alice’s encoding basis, he
could just measure and compute her message directly without throwing away
any qubits or needing to tell Alice what basis he used. But wouldn’t this
waste a lot of their shared key material? They dive back into literature and
it turns out that very recently a quantum key recycling scheme was proven
secure [BBB82, FS17]. This scheme allows users to exchange quantum states
with a pre-shared basis choice and to re-use their basis choices so no keys will
be wasted! Unfortunately, the proof of these schemes result in low rates even
when there is little noise on the quantum channel. To achieve a good rate, a
new security proof and maybe an updated scheme is required.

3.1 Introduction

3.1.1 Quantum Key Recycling

The idea of quantum key recycling (QKR) is not new. Two years before the invention
of quantum key distribution (QKD), the possibility of QKR was considered [BBB82].
Let Alice and Bob encrypt classical data as quantum states, using a classical key to
determine the basis in which the data is encoded. If they do not detect any manipula-
tion of the quantum states, then Eve has learned almost nothing about the encryption

This chapter is based on [LŠ19a]. The comparison with the literature has changed with respect
to the publication.
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key, and hence it is safe for Alice and Bob to re-use the key. A QKR protocol can
achieve better round complexity than QKD, since communication about basis choices
is avoided. After the discovery of QKD, interest in QKR was practically nonexis-
tent for a long time. QKR received some attention again in 2003 when Gottesman
[Got03] proposed an Unclonable Encryption scheme with partially re-usable keys. In
2005 Damgård, Pedersen and Salvail introduced a scheme that allows for complete
key recycling, based on mutually unbiased bases in a high-dimensional Hilbert space
[DPS05]. Though elegant, their scheme unfortunately needs a quantum computer for
encryption and decryption. In 2017 Fehr and Salvail [FS17] introduced a qubit-based
QKR scheme (similar to [BBB82]) that does not need a quantum computer. They
were able to prove its security but achieve low rates even at low noise levels. Ško-
rić and de Vries [ŠdV17] proposed a variant with 8-state encoding, aiming for high
rate, but the security was not proven. Attacks on the qubit-based QKR schemes of
[FS17, ŠdV17] were studied in [LŠ18], but that did not yield a security proof.

3.1.2 Rate of [FS17]

Fehr and Salvail [FS17] constructed a qubit-based authentication scheme similar to
[BBB82]. They proved the security using entanglement monogamy. It is the first
rigorously proven qubit-based prepare-and-measure QKR scheme. When adding en-
cryption to the authentication scheme, the rate suffers a penalty. A term 3 log |M|
is added to the number of qubits n to send a message m ∈M. Their asymptotically
achievable rate is r = 1

3 − h(β) with β the noise parameter. The rate is positive up
to a noise of β ≈ 6% on the quantum channel. We would expect to achieve a rate of
1 in the noiseless case, at least for the 8-state encoding, see Section 3.1.3.

Our aim is to obtain a tighter bound on the rate, for all encoding schemes. We will
allow the key to be modified in the recycling step while [FS17] is able to re-use the key
in unmodified form. We believe this is unimportant in a practical setting, although
it can provide benefits in the setting of unclonable encryption, see Chapter 5.

3.1.3 Eight state encoding

As discussed in Section 2.3.2, the BB84 encoding uses the ±z and ±x directions of the
Bloch sphere and the six-state encoding uses ±z,±x and the ±y directions. When
encoding a qubit using the BB84 or six-state encoding, there exists a measurement
that yields some information about the payload. Although this will cause noise on the
channel, which is detectable by Alice and Bob, it shows that 4- or 6-state encoding
is not a true encryption.

In the 8-state encoding [ŠdV17] we have B = {0, 1, 2, 3} and the eight states
are the corner points of a cube on the Bloch sphere. We write b = 2u + w, with
u,w ∈ {0, 1}. The states are

|ψuwg〉 = (−1)gu
[
(−
√
i)g cos α2 |g ⊕ w〉+ (−1)u(

√
i)1−g sin α

2 |g ⊕ w〉
]
. (3.1)

The angle α is defined as cosα = 1/
√

3. For given databit g ∈ {0, 1}, the four
states |ψuwg〉 are the Quantum One-Time Pad (QOTP) encryptions [AMTdW00,
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Leu02, BR03] of |ψ00g〉. The ‘plaintext’ states |ψ000〉, |ψ001〉 correspond to the vec-
tors ±(1, 1, 1)/

√
3 on the Bloch sphere. The 8-state encoding does provide a true

encryption. When the basis is unknown, there exists no measurement that yields any
information about the qubit payload. In QKD this is not a useful property since in
Eve’s strongest attack, she waits for the basis to be revealed before measuring. When
the basis is not revealed however, the 8-state encoding is a true encryption while the
BB84 and six-state encodings leak partial information on the payload.

In [ŠdV17] a QKR protocol was constructed that attempts to leverage the encryp-
tion property of the 8-state encoding but a security proof was not provided. In [LŠ18]
optimal attacks on 4-, 6- and 8-state encodings are discussed in terms of accessible
information and min-entropy. It was shown that the strongest collective attacks on
the plaintext as well as the strongest collective attacks on the basis at known plaintext
reveal more information for the 4- and 6-state encoding than for the 8-state encoding.
This is true for both the accessible information and the min-entropy. Although the
leakage of the payload and the basis is lower for the 8-state encoding than the 6-state
encoding, when considering the combined leakage of the payload and the basis this
advantage disappears. In the QKR protocol presented in the chapter we always care
about the combined leakage. We will see that this removes the need to use the 8-state
encoding. The 6-state and 8-state encodings will yield the same rate because Eve can
obtain the same state, see the following lemma.

Lemma 3.1. The Bell diagonal form of Eve’s state given by σ̃AB = λ0|Ψ−〉〈Ψ−| +
λ1|Φ−〉〈Φ−|+λ2|Ψ+〉〈Ψ+|+λ3|Φ+〉〈Φ+| has the same values of λi for the noise checks
in 6-state encoding (2.57) as for the noise checks in the 8-state encoding.

Proof: Without loss of generality we take the 0-basis to be the z-basis. For the
6-state encoding the state σ̃AB was subject to the constraints of (2.56). For the 8-
state encoding, the constraints are for the 8-state encodings. We have 〈0|σ̃AB|0〉 =
1
2λ2 + 1

2λ3 = γ
2 . The b = 1 and b = 3 constraints each give, after some algebra,

1
18 (7λ1 + 8λ2 + 3λ3) = γ

2 . The b = 2 constraint gives 1
18 (λ1 + 8λ2 + 9λ3) = γ

2 . Solving
for the λ-parameters yields λ1 = λ2 = λ3 = γ

2 . �
The simple form of the averaged Est σbst (2.60) holds for the 8-state encoding as well.

3.1.4 Quantum key recycling with key update

Quantum key recycling has the potential to send information-theoretically secure
message with a lower round complexity than QKD. The only qubit-based QKR scheme
that is proven to be secure [FS17] has a rate < 1

3 . For the 8-state encoding especially
it is clear that there is a gap between the rate that is proven secure and the actual
secure rate.

We aim to construct a QKR protocol that is secure for a large noise regime and
prove it achieves high rate secure communication. We don’t require the unaltered
re-use of key material, but instead allow new keys to be derived for each new round.
Naturally, our protocol should have forward secrecy. It will work with different (4-
state, 6-state, 8-state) encodings such that the rate can be increased by utilizing the
entire Bloch sphere. The security of our QKR scheme should be composable with
other protocols including multiple instances of itself.
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We construct such a protocol in Section 3.3.2 and prove its security following the
recipe of Section 2.5. The security proof differs from [FS17]. We treat all keys on the
same footing. We find that for asymptotically large messages, the rate equals the rate
of QKD with one-way postprocessing (i.e. without two-way advantage distillation).
This means that whenever it is possible to do one-way-postprocessing-QKD, it is also
possible to do QKR at the same asymptotic rate and hence get the benefit of reduced
communication complexity. For finite n, our approach without smoothing yields a
rate ≈ 1−h(γ)−2 log[

√
(1− 3

2γ)(1− γ) +
√

3
2γ(1 + γ)], where h is the binary entropy

function. Both these results are more favorable than what one would expect based
on the min-entropy analysis in [LŠ18] and than the entanglement monogamy analysis
in [FS17].

3.2 QKR security notions and proof structure

A secure quantum key recycling protocol has to satisfy four requirements:

• Encryption: Eve learns nothing about the encrypted message.

• Key Recycling: it must be safe to use the future keys, even if Eve knows the
plaintext.

• Forward secrecy: a compromise of future keys shouldn’t impact past messages.

• Correctness: Alice and Bob hold the same future keys and when the round is
successful the same message.

The first three properties are covered by ε-ENC, ε-KR and ε-FS in Definitions 2.4,
2.7 and 2.9. Using Lemma 2.10 we know that all these properties are guaranteed by
a single condition ‖ρMK̃CTE − ρM ⊗ ρK̃ ⊗ ρCTE‖1. We will follow the steps laid out
in Section 2.5. We prove the security in the asymptotic limit of many qubits as well
as for a finite number of qubits. The asymptotic proof will be very similar to the
QKD example of Section 2.6. Moving to an EPR version of the protocol, the same
invariance to permutation and random Paulis is used in the equivalent protocol (step
1 and 2). Next the CPTP maps corresponding to the equivalent protocol are obtained
systematically (step 3). The smoothing step (step 4) is used in the asymptotic case.
The finite size analysis follows the same recipe, except the optional smoothing of step
4 is skipped. Step 5 and 6 use post-selection and Eve’s simple 4-dimensional state to
arrive at smooth Rényi entropies in the asymptotic case. In the finite size analysis,
the operator square root can than be computed explicitly thanks to the diagonal form
of the operator.

The correctness of the message and future keys is guaranteed by authentication
tags that authenticate the classical communication as well as the qubit payload. From
these authenticated variables, Bob reconstructs the message and the future keys.
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3.3 Protocol

3.3.1 Protocol intuition

When Eve gets hold of a quantum state encoding of an unknown bit x in an unknown
basis b, she can attempt to learn about x, about b or more generally about the
combination of x and b. For a given noise level on the quantum channel, we can
bound the total amount of information she can gather. Typically, a quantum protocol
protects the payload x with privacy amplification and either publishes b (QKD) or
re-uses b ([BBB82, FS17, ŠdV17]). We allow the next round basis to be a function of
the initial basis rather than an exact copy of it. We can then exploit Eve’s ignorance
about the combination of the payload and the basis to construct a one-time pad and
the next round basis using a single instance of the privacy amplification function.
The same principles that guarantee the security of the one-time pad in QKD, then
guarantee the security of the one-time pad and the future basis in QKR. Due to the
similar structure, a proof similar to the proof of QKD should hold. In the proof Eve’s
uncertainty about x holding her ancilla and b should be replaced by her knowledge on
the combination of b and x holding only her ancilla. It turns that these uncertainties
are bound by the same expression.

Like in QKD, a ciphertext is sent over a classical channel. However, since the basis
choice is part of the initial key material, the ciphertext is known and can be sent at the
same time as the quantum states. Together with the error correction information and
a shared hash seed, this allows Bob to decrypt and reconstruct the classical message
without the need for communication back and forth. The security of the future key
depends on the noise on the channel. When Bob detects too much noise, he needs to
inform Alice to not use the future key. Therefore a single authenticated feedback bit
is required from Bob to Alice.

3.3.2 A single round of the QKR protocol

The protocol introduced has many similarities with the QKR scheme #2 proposed
in [ŠdV17] and the QEMC∗ scheme of Fehr and Salvail [FS17]. The most important
differences are:

• Some key refreshment of the basis key occurs even in case of an accept.

• We derive the one time pad not only from the qubits’ payload but also from the
basis key. With this construction it becomes evident that rate 1 (at zero noise)
can be achieved not only using 8-state encoding but also using 4- and 6-state
encodings.

• We combine the privacy amplification and the key refreshment into a single
hashing operation. This simplifies the security proof.

• Part of the message is used to communicate keys for the next round. Conse-
quently the scheme does not consume existing key material.

Alice and Bob have agreed on a family of pairwise independent hash functions Φu :
{0, 1}n×Bn → {0, 1}`×Bn with u ∈ U , a MAC function Γ : {0, 1}2λ×{0, 1}n+`+a →
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{0, 1}λ, and a linear error-correcting code with syndrome function Syn : {0, 1}n →
{0, 1}n−κ and decoder SynDec: {0, 1}n−κ → {0, 1}n. They adopt the channel mon-
itoring procedure of Definition 2.18: the NoiseCheck function outputs 1 only if the
noise for every basis is smaller than the threshold β. Let QKR be a single round the
quantum key recycling protocol. It consists of the following steps, also see Figure 3.1.

QKR.Gen:
Alice and Bob generate shared key material consisting of several parts: a basis
sequence b ∈ Bn, two MAC keys k1

MAC, k
2
MAC ∈ {0, 1}2λ, an extractor key u ∈ U ,

and a classical one-time pad ksyn ∈ {0, 1}n−κ for protecting the syndrome. In
addition Alice and Bob share a reservoir of key material to refresh their shared
keys.
Alice generates the plaintext mbare ∈ {0, 1}`

′
, with `′

def
= ` − 2λ − n + κ. She

generates local randomness x ∈ {0, 1}n and k ∈ {0, 1}2λ+n−κ. She concatenates
mbare and k to form augmented message m = mbare‖k ∈ {0, 1}`.

QKR.Enc:
Alice performs the following steps. Compute e = ksyn ⊕ Syn(x) and z||b′ =
Φu(x||b). Compute the ciphertext c = m ⊕ z and the authentication tag τ =
Γ(kMAC, x||c||e). Prepare the quantum state |Ψ〉 =

⊗n
i=1 |ψbixi〉. Send |Ψ〉, e, c, τ

to Bob.
QKR.Meas:

Bob measures |Ψ〉′ in the b-basis yielding x′ ∈ {0, 1}n.
QKR.Post:

Bob recovers x̂ = x′ ⊕ SynDec(ksyn ⊕ e ⊕ Synx′). Computes ẑ||b̂′ = Φu(x̂||b)
and m̂ = c ⊕ ẑ. He performs the channel monitoring ω = NoiseCheck(b, x̂, x′).
He accepts only if τ == Γ(k1

MAC, x̂||c||e) holds and ω == 1. He communicates
the feedback bit (accept/reject) to Alice (publicly but with authentication using
k2

MAC). If the tag authenticated successfully, he parses m̂ as m̂bare||k̂.
Alice and Bob perform the following updates for the next round.

• In case of reject: Take completely new keys k1
MAC, k

2
MAC, ksyn, b, u.

• In case of accept: Set b← b′, (k1
MAC||k2

MAC||ksyn)← k. The key u is re-used.

The protocol uses up 2λ+ n− κ bits of key material (the two single-use MAC keys1
and the one-time pad ksyn) but also delivers the same amount in the augmented
message m; hence the net effect in case of accept is that Alice and Bob expend no key
material. The size of the syndrome n−κ depends on the noise level and on the choice
of error-correcting code. See Section 3.4.7 for a discussion of the balance between
message length and syndrome length.

1 Only λ bits have to be used up per MAC, e.g. the tag can be one-time padded and only the
pad can be refreshed in every round.
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<latexit sha1_base64="Hb2JFMj+r1TjOgMjtp7UTy/YGYk="></latexit>

x̂ = x0 � SynDec(ksyn � e� Synx0)
ẑ||b̂0 = �u(x̂||b) ; m̂ = c� ẑ = m̂barekk̂
! = NoiseCheck(b, x̂, x0)

Accept if ⌧ == �(k1
MAC, x̂||c||e) ^ ! == 1

Authenticate accept/reject with k2
MAC

If accept:
b b̂0, (k1

MAC||k2
MAC||ksyn) k̂

Re-use u
Else:

Fresh k1
MAC, k2

MAC, ksyn, b, u

<latexit sha1_base64="ZyFOg+OmQ0eq1UfPM5ZwRYCMzVE="></latexit>

If accept:
b b0, (k1

MAC||k2
MAC||ksyn) k

Re-use u
Else:

Fresh k1
MAC, k2

MAC, ksyn, b, u

Alice

<latexit sha1_base64="NtlR0k7yQ0JknPkiC1PUV35HmXo="></latexit>

Bob

<latexit sha1_base64="c6t8LwmDBXgIkeKAlmnsaJ0LOjU="></latexit>

<latexit sha1_base64="6Ynfbz8zZdgZMy6rf5dgdEOvMQ4="></latexit>

QKR.Gen

<latexit sha1_base64="p9DGglJOIrmKideQjlVEwr2zqQM="></latexit>

QKR.Enc + QKR.Meas
<latexit sha1_base64="5CREIZ9YEG1ypKqDEl+lZRtbwA4="></latexit>

Compute: z||b0 = �u(x||b) ; c = m� z
e = ksyn � Syn(x) ; ⌧ = �(kMAC, x||c||e)
Prepare n quantum states | bi

xi
i

<latexit sha1_base64="BN0YqghzvLVg3aEbaqwUI6eyh1A="></latexit>Nn
i=1 | bi

xi
i

<latexit sha1_base64="8PAWoG7PxOoJzIL6LfhJqtS+Y/s="></latexit>e, c, ⌧

<latexit sha1_base64="CwMij4HZ1uQStrFnnPb7G/f1A4U="></latexit>

QKR.Post

<latexit sha1_base64="5ISLK9Sw66ld+MifAk7Fl9o4mOs="></latexit>

accept/reject

<latexit sha1_base64="O2WUciebWmVbV5lHiEMMff0wgOM="></latexit>

b, u, k1
MAC, k2

MAC, ksyn

<latexit sha1_base64="GWOxnL4K9e1zHZaRb7xP3EkjOQo="></latexit>

Measure | bi
xi
i0 in bi yielding x0

Figure 3.1: The procedure of the quantum key recycling protocol. The
NoiseCheck(b, x, x′) function is defined in Definition 2.18.

3.4 Security proof

3.4.1 Multiple rounds of quantum key recycling

As discussed in Section 2.4.4, two protocols that are proven secure using our security
definitions based on diamond distances, are also secure when executed in succession.
This property can be used on multiple instances of the same protocol. We will prove
the security of a single round of the QKR protocol and rely on composability to
guarantee the security of the repeated use of QKR. Let E be the CPTP map that
describes one round of the QKR protocol. Let F denote an ‘ideal’, perfectly secure
version of E such that ‖E − F‖� ≤ ε implies 2ε-encryption and 4ε-recycling. We say
that one round of the QKR protocol is ε-secure when ‖E − F‖� ≤ ε. Lemma 2.12
then implies two round of the protocol are then 2ε-secure. By induction the scheme
is then Nε-secure after N rounds.

3.4.2 Correctness

In the QKR protocol of Section 3.3.2, the correctness of the final message m̂ is guar-
anteed by the authentication tag that authenticates x, c, e. The probability that this
tag is forged is at most 2−λ. An additional tag is used to authenticate the feedback
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bit form Alice to Bob, this adds an additional failure probability of 2−λ. When the
two tags successfully authenticate the classical bits, both the future keys and the
plaintext held by Alice and Bob are the same with a probability of at least 1− 21−λ.
The failure probability is part of the final diamond distance.

3.4.3 Equivalent EPR protocol (step 1 and 2)

We work with the EPR version of the protocol. Alice preparing the state |ψbx〉 is
replaced by the following. Eve creates a noisy version the singlet state |Ψ−〉 and sends
half the state to Alice and the other half to Bob. Alice performs a measurement in
the b-basis on her half of the EPR pair yielding s. The remaining half of the pair,
held by Bob, then encodes a random payload s̄ in the b basis. Bob measures in the b
basis yielding t. Alice computes a = x⊕ s and sends a to Bob over an authenticated
channel. Bob then recovers x′ a noisy version of x by computing x′ = a ⊕ t̄. Both
measurements act on the 16-dimensional quantum state ρABE. If Eve is to have any
hope of being undetected the ρAB subsystem should be close to (|Ψ−〉〈Ψ−|)⊗n. In
principle ρABE could depend on e, c and m.2 The syndrome is perfectly protected by
ksyn so e is no help and Eve’s ancilla does not depend on it in our analysis. The c,m
dependence is not explicitly written out in our proof method. The relevant quantum
state held by Eve is simplified by the randomization as argued in Section 2.5.6. For
this description to hold, c,m must be decoupled from x so that x is uniform even in
the known-plaintext scenario. This is guaranteed by the pairwise-independent hash
function that decouples z and x when u is unknown3 (as will be explicitly visible in
Step 4 of the proof). Security of the EPR version of the protocol implies security of
the original protocol by the argument in Section 2.5.1.

Like in the QKD proof, we apply a random permutation and a random Pauli
operator. Since we are again working with uniform b, x, x′, identical arguments to
Sections 2.5.2 and 2.6.4 demonstrate the equivalence. In short, the uniformity of
b, x, x′ guarantees that the statistics of the output of the protocol are invariant to
permutations of the input. Applying a random Pauli matrix to the qubits is equiv-
alent to flipping the classical measurement outcomes publicly with probability 1

2 . In
addition we replace the classical channels with authenticated classical channels. The
steps in a single round of the modified protocol QKR’ are described below and shown
in Figure 3.2.

QKR’.Gen:
Alice and Bob generate shared key material consisting of several parts: a basis
sequence b ∈ Bn, an extractor key u ∈ U , a classical one-time pad ksyn ∈ {0, 1}n−κ
for protecting the syndrome and two MAC keys k1

MAC, k
2
MAC ∈ {0, 1}2λ. In addi-

tion Alice and Bob share a reservoir of key material to refresh their shared keys.
Alice generates the plaintext mbare ∈ {0, 1}`

′
, with `′ def

= `−2λ−n+κ. She gener-
ates local randomness x ∈ {0, 1}n and k ∈ {0, 1}2λ+n−κ. She concatenates mbare

and k to form augmented message m = mbare‖k ∈ {0, 1}`. She generates a ran-

2Independence of a is by construction as argued in Section 2.6.3.
3Pairwise independence can be viewed as padding m with part of the hash seed and applying a

universal hash function on the result, see the example in Section 2.2.3.
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dom permutation π of the n qubits positions and random indices α ∈ {0, 1, 2, 3}ν
for the random Pauli.

QKR’.Enc:
Eve prepares n noisy EPR pairs in the |Ψ̃−〉 state and sends half of each pair to
Alice and the other half to Bob.
Alice applies the permutation π to her n qubits and applies αi to the ith qubit.
She measures the ith half EPR pair in bi yielding si. She performs the following
steps. She computes a = s ⊕ x, e = ksyn ⊕ Syn(x), z||b′ = Φu(x||b) and the
ciphertext c = m⊕ z. Send a, e, c, π, α to Bob.

QKR’.Meas:
Bob applies the permutation π to his n qubits, and applies αi to the ith qubit.
He measures the ith half in bi yielding t ∈ {0, 1}n. He computes x′ = t̄⊕ a.

QKR’.Post:
Bob recovers x̂ = x′ ⊕ SynDec(ksyn ⊕ e⊕ Synx′). Computes ẑ||b̂′ = Φu(x̂||b) and
m̂ = c ⊕ ẑ. He performs the channel monitoring ω = NoiseCheck(b, x, x′). He
accepts only if ω == 1. He sends the feedback bit ω to Alice. In case of accept
he parses m̂ as m̂bare||k̂.
Alice and Bob perform the following updates for the next round.

• In case of reject: Take completely new keys k1
MAC, k

2
MAC, ksyn, b, u.

• In case of accept: Set b← b′, (k1
MAC, k

2
MAC, ksyn)← k. The key u is re-used.

3.4.4 The CPTP maps (step 3)

The action of one QKR’ round on the n noisy EPR states is denoted as EQKR. The
EQKR comprises generation QKR′.Gen, measurements by Alice and Bob QKR′.Enc and
QKR′.Meas and post-processing QKR′.Post,

EQKR = QKR′.Post ◦ QKR′.Meas ◦ QKR′.Enc ◦ QKR′.Gen (3.2)

In the generation step the message and all the keys are fetched and put in working
memory. The exact procedure for the generation of shared keys in the first round if
left open. The generation process has to be composably secure.

In QKR′.Enc and QKR′.Meas, Eve creates the state ρABE on which Alice and Bob
perform their measurement (the permutation and random Pauli are treated in step 6
of the proof). They read out the state of the basis key register b and then perform a
measurement in this basis, resulting in values s, t held by Alice and Bob respectively.
Alice computes a = x ⊕ s, e = ksyn ⊕ Syn(x), z||b′ = Φu(x||b) and c = m ⊕ z, Bob
computes x′ = a ⊕ t̄. Let M be a shorthand notation for QKR′.Meas ◦ QKR′.Enc ◦
QKR′.Gen.

M(ρABE) = E
mubksyn

|mubksyn〉〈mubksyn| E
stx

∑

ax′zb′c

|staxx′ezb′c〉〈staxx′ezb′c|

δa,x⊕sδx′,a⊕t̄δe,ksyn⊕Syn xδz‖b′,Φu(x‖b)δc,m⊕z ⊗ ρE
bst. (3.3)

Here the expectations over u, b, ksyn, x are uniform. The Em is not necessarily uniform
because m contains the plaintext message mbare. The notation Est(·) stands for
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<latexit sha1_base64="DvR50xbmNq4xRihg2ppAyRgjR+w="></latexit>

Apply permutation ⇡
Apply �↵i to ith qubit
Measure ith qubit in bi yielding t
Compute x0 = t̄� a

<latexit sha1_base64="MhH89vBJKqFg/5GF2EVnCAMSCsM="></latexit>

Compute: z||b0 = �u(x||b) ; c = m� z
e = ksyn � Syn(x)
Apply permutation ⇡
Apply �↵i

to ith qubit
Measure ith qubit in bi yielding s
Compute a = x� s

<latexit sha1_base64="D/YcTiROEczbMVB+CtSNHjKiq1o="></latexit>

x̂ = x0 � SynDec(ksyn � e� Synx0)
ẑ||b̂0 = �u(x̂||b) ; m̂ = c� ẑ = m̂barekk̂
! = NoiseCheck(b, x̂, x0)

If ! == 1:
b b̂0, (k1

MAC||k2
MAC||ksyn) k̂

Re-use u
Else:

Fresh k1
MAC, k2

MAC, ksyn, b, u

Alice

<latexit sha1_base64="NtlR0k7yQ0JknPkiC1PUV35HmXo="></latexit>

Bob

<latexit sha1_base64="c6t8LwmDBXgIkeKAlmnsaJ0LOjU="></latexit>

<latexit sha1_base64="eAKF9C2VATfBUJbhdHTyfZSfYAI="></latexit>

QKR’.Gen

<latexit sha1_base64="cU2OnjxfXA/Jtb4rsKEpGbozRkc="></latexit>

|e �i⌦n

<latexit sha1_base64="q/aLi1LgeEcY5tQuv/dNLkEjnjs="></latexit>

QKR’.Enc + QKR’.Meas

<latexit sha1_base64="O9NddmlKFw5UHXt638GWlnJo3Ms="></latexit>⇡, ↵, a, e, c

<latexit sha1_base64="lWnde0aGOmRCEJ3U3ZLaduwZkio="></latexit>

QKR’.Post

<latexit sha1_base64="O2WUciebWmVbV5lHiEMMff0wgOM="></latexit>

b, u, k1
MAC, k2

MAC, ksyn

<latexit sha1_base64="D9bnW1tmFesRgaLCrnEpz+pG2M4="></latexit>!

<latexit sha1_base64="9uTZm6IM3lKel1oeOa0ybXuYcbU="></latexit>

If ! == 1:
b b0, (k1

MAC||k2
MAC||ksyn) k

Re-use u
Else:

Fresh k1
MAC, k2

MAC, ksyn, b, u

Figure 3.2: The procedure of QKR’. The NoiseCheck(b, x, x′) function is defined in
Definition 2.18.

∑
s 2−n

∑
t pt|s(·), where pt|s depends on ρABE. We will see in step 5 that when ρABE

is in factorized form pt|s is simple.

In the post-processing step the feedback bit ω as well as the next round keys ũ, b̃
are computed. We distinguish between output variables and internal variables. The
list of output variables comprises the plaintext mbare, the keys for the next round
(ũ, b̃, k) and the transcript e, c, τ, ω visible to Eve. The internal variables are traced
over in the computation of the output.

We will ignore the authentication tags since we handle the possibility of each MAC
failure by adding 2−λ to the trace distance. We introduce the indicator variable
θbst ∈ {0, 1} which denotes the success of the protocol θbst = NoiseCheck(b, s, t̄).
When ω = 1 each ‘hatted’ variable equals the variable without hat.

We write down the intermediate state including internal variables and then trace
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them out. We have

ρ

internal︷ ︸︸ ︷
STXX′UBZB′Ksyn

output︷ ︸︸ ︷
B̃ŨMAECΩE (3.4)

= E
stxubksyn

∑

x′zb′e

|stxx′ubzb′ksyn〉〈xyubzb′ksyn| ⊗ E
m

∑

b̃ũaecω

|b̃ũmaecω〉〈· · · | ⊗ ρE
bst

δa,x⊕sδx′,a⊕t̄δe,ksyn⊕Syn x δz||b′,Φu(x||b) δc,m⊕z

{
ωθbstδũuδb̃b′ + ω̄θbst

1

|B||U |

}
.

The protocol output is given by
EQKR(ρABE) = tr STXX′UBZB′Ksyn

ρSTXX
′UBZB′KsynB̃ŨMAECΩE = ρB̃ŨMAECΩE.

ρB̃ŨMAECΩE = E
b̃ũmae

∑

cω

2−`|b̃ũmaecω〉〈· · · | ⊗ [ωρE
b̃ũmac,[ω=1]

+ ω̄ρE
b̃ũmac,[ω=0]

] (3.5)

ρE
b̃ũmac,[ω=1]

= E
st

∑

b

θbst2
`δ(m⊕c)||b̃,Φũ(s⊕a||b)ρ

E
bst (3.6)

ρE
b̃ũmac,[ω=0]

= E
bst
θbstρ

E
bst. (3.7)

Where we write Ea = 2−n
∑
a. The states with subscript [ω = 1] are sub-normalized

and their trace is the accept probability. The trace of states with subscript [ω = 0]
is the reject probability. Note that the error correction information E is completely
decoupled from the rest, since it is a one-time-pad encryption.

Next we describe the action of the ideal protocol FQKR systematically as described
in step 3 of the proof method, i.e. we trace out the message and future keys from the
output of EQKR and replace them by decoupled variables. We write FQKR = R◦EQKR,
where R replaces b̃ũm with random4 values that have no coupling to Eve’s state5

FQKR(ρABE) = R(ρB̃ŨMAECΩE) = E
b̃ũm

|b̃ũm〉〈b̃ũm| ⊗ ρAECΩE. (3.8)

We will derive an upper bound on ‖EQKR −FQKR‖�. By taking a partial trace of
(3.5) we find ρAECΩE.

ρAECΩE = E
m
|m〉〈m| ⊗ χEC ⊗

∑

ω

|ω〉〈ω| ⊗ [ωρE
[ω=1] + ω̄ρE

[ω=0]] (3.9)

ρE[ω=1] = E
bst
θbstρ

E
bst (3.10)

ρE[ω=0] = E
bst
θbstρ

E
bst. (3.11)

Where χA denotes the fully mixed state of A. The quantity that we now have to
bound is

‖EQKR −FQKR‖� =
1

2
‖ρB̃ŨMACΩE − E

m
|m〉〈m| ⊗ χB̃Ũ ⊗ ρACΩE‖1. (3.12)

4 Again, m is not necessarily uniform because it contains mbare.
5Note that if Eve has (partial) knowledge of the plaintext, the same FQKR applies. Ifm is known

and we only want to protect the key, we can take an R′ that replaces b̃ũk (m = mbare||k). Then
F ′QKR(ρABE) = R′(ρB̃ŨMAECΩE) = Eb̃ũk |b̃ũk〉〈b̃ũk|⊗ρ

MbareAECΩE. Due to the partial trace over
Ũ , M will be decoupled from Eve’s auxiliary state and we have FQKR = F ′QKR.
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The E has dropped out of this expression since E is completely decoupled. The
expression (3.12) makes intuitive sense; we are interested in the security of all the
next-round keys given the data and auxiliaries in the hands of Eve.

We will first derive bounds as a function of γ and then study the implications
at a given bit error rate β tolerated by the error-correcting code. Asymptotically
the optimal value of γ equals β. It is important to remark that the two reject case
expressions (3.7) and (3.11) are identical. In the difference ρB̃ŨMCAΩE−Em |m〉〈m|⊗
χB̃Ũ ⊗ ρACΩE we see that the ω = 0 part vanishes.

Note that since Em |m〉〈m|⊗χB̃ŨρACΩE has the message and the next round keys
decoupled from Eve’s state as well as from each other, we can invoke Lemma 2.10 to
conclude that ‖EQKR −FQKR‖� ≤ ε implies 2ε-ENC, 4ε-KR and 4ε-FR as desired.

3.4.5 Asymptotic result

Theorem 3.2. Consider one round of the QKR protocol (Section 3.3.2) with 6-state
or 8-state encoding. Let γb ∈ [0, 1

2 ] be a noise parameter corresponding to basis b. Let
γ = maxb γb, let β be the noise threshold and let nb denote the number qubits Alice
measures in basis b. Let λ be the security parameter of the MAC. It holds that

‖EQKR −FQKR‖� ≤ min
(
Pacc,

√
2`−n+nh({1− 3

2γ,
γ
2 ,
γ
2 ,
γ
2 })−nh(γ)+O(

√
n)
)

+ 21−λ

(3.13)
with

Pacc = E
{nb}:

∑
b nb=n

∏

b∈B

bnbβc∑

c=0

(
nb
c

)
γcb(1− γb)nb−c. (3.14)

Proof of Theorem 3.2

The proof is obtained by following step 4 till 6 of the proof recipe. We write D def
=

‖ρB̃ŨMACΩE − Em |m〉〈m| ⊗ χB̃Ũ ⊗ ρACΩE‖1 = Eb̃ũmac ‖ρEb̃ũmac,[ω=1]
− ρE[ω=1]‖1. The

ρE
b̃ũmac,[ω=1]

and ρE[ω=1] are both sub-normalized states with trace Ebst θbst. Hence it

holds that D ≤ 2 Ebst θbst. From (3.12) we know ‖EQKR −FQKR‖� ≤ 1
2D.

Step 4: We introduce smoothing as in [RK05, Ren05, TSSR11] by allowing states ρ̄
that are

√
ε-close to ρ in terms of trace distance. This yields D ≤ 2

√
ε + D̄, with

D̄
def
= ‖ρ̄B̃ŨMACΩE − Em |m〉〈m| ⊗ χB̃Ũ ⊗ ρ̄ACΩE‖1. Substituting (3.5, 3.9) into this

expression gives

D̄ = E
b̃ũmac

‖ρ̄E
b̃ũmac,[ω=1]

− ρ̄E[ω=1]‖1. (3.15)
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In slight abuse of notation we have written Ec(·) def
=
∑
c 2−`(·). In addition we have

D̄ = E
b̃ũmac

tr
√

(ρ̄E
b̃ũmac,[ω=1]

− ρ̄E
[ω=1])

2 (3.16)

Jensen
≤ E

b̃mac

tr

√
E
ũ
(ρ̄E
b̃ũmac,[ω=1]

− ρ̄E
[ω=1])

2 (3.17)

= E
b̃mac

tr

√
E
ũ
(ρ̄E
b̃ũmac,[ω=1]

)2 − (ρ̄E
[ω=1])

2. (3.18)

Here we used Eũ δ(m⊕c)||b̃,Φũ(s⊕a||b) = 1
2`|B| to see that Eũ ρ̄E

b̃ũmac,[ω=1]
= ρ̄E

[ω=1]. From
the properties of two-universal hash functions we get

E
ũ
(ρ̄E
b̃ũmac,[ω=1]

)2 − (ρ̄E
[ω=1])

2 (3.19)

= E
ss′

∑

bb′

[22` E
ũ
δm⊕c||b̃,Φũ(s⊕a||b)δm⊕c||b̃,Φũ(s′⊕a||b′)]ρ̄

E
bs,[ω=1]ρ̄

E
b′s′,[ω=1] − (ρ̄E[ω=1])

2

= E
ss′

∑

bb′

[|B|−2n + δbb′δss′(2
`|B|−n − |B|−2n)]ρ̄E

bs,[ω=1]ρ̄
E
b′s′,[ω=1] − (ρ̄E

[ω=1])
2 (3.20)

= (2`|B|n − 1) E
ss′

E
bb′
δbb′δss′ ρ̄

E
bs,[ω=1]ρ̄

E
b′s′,[ω=1] (3.21)

≤ (2`|B|n − 1) E
ss′

E
bb′
δbb′δss′ ρ̄

E
bsρ̄

E
b′s′ . (3.22)

Line (3.22) should be read as an operator inequality for a sum of positive semidefi-
nite matrices; we used θbst ≤ 1. Substituting (3.22) into (3.18), we can use Lemma 2.19
with X = B ∪ S.

D̄ < tr
√

2`|B|n E
ss′

E
bb′
δbb′δss′ ρ̄E

bsρ̄
E
b′s′ (3.23)

Lemma 2.19
≤

√
2`|B|n2S

ε
0(ρE)−Sε2(ρBSE). (3.24)

Step 5: We use the post selection technique in the same way as in the QKD example.
The factorized form of ρABE allows us to set Ebst θbst = Pacc as in (3.14) yielding
the first term in the minimum of (3.13). For (3.24) we write pt|s = γHamm(s⊕t̄)(1 −
γ)Hamm(s⊕t). Here we assume the noise in each basis is the maximal value Eve causes
(γ) since this gives Eve access to a purification containing the most information.
Substituting the factorized state into (3.24) we get

D̄ <

√
2`|B|n2S

ε
0([Ebst σbst]

⊗n)−Sε2([Ebst |bs〉〈bs|⊗σbst]⊗n) (3.25)

Lemma 2.1→
√

2`|B|n2nS(Ebst σbst)−nS(Ebst |bs〉〈bs|⊗σbst)+O(
√
n). (3.26)

(In the last two lines we have s, t ∈ {0, 1} and b ∈ B in contrast to the previous lines.)
Step 6: For the 6-state encoding exactly the same noise check is performed in our
QKR protocol as in the 6-state QKD protocol. We can apply the same constraints.
For the 8-state encoding, Lemma 3.1 tells us the same simple state (2.59) holds. For
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both encodings (2.60) allows us to write S(Ebst σbst) = h(1 − 3
2γ,

γ
2 ,

γ
2 ,

γ
2 ) = −(1 −

3
2γ) log(1− 3

2γ)− 3γ2 log γ
2 and

S( E
bst
|bs〉〈bs| ⊗ σbbx) = S(BS) + E

bs
S( E

t|bs
σbst) (3.27)

= log |B|+ 1 + E
bs
S([1− γ]σbss̄ + γσbss) (3.28)

= log |B|+ 1 + h(γ). (3.29)

In the last line we used that the projectors σbss̄ and σbss are orthogonal to each other.
Substituting these entropies into (3.26) yields the second term of the ‘min’ in (3.13).
The factor 21−λ is due to the use of two MAC functions. �

For γ > β the probability Pacc is exponentially small. For γ ≤ β, the second
expression can be made exponentially small by setting the message size ` < n+nh(γ)−
nh({1− 3

2γ,
γ
2 ,

γ
2 ,

γ
2 }). Asymptotically the length of the syndrome is n− κ = nh(β),

and the O(log n) contribution from post-selection (Lemma 2.16) becomes negligible
compared to n. The QKR rate `′−O(logn)

n goes to

asymptotic rate = 1− h(1− 3
2β,

β
2 ,

β
2 ,

β
2 ), (3.30)

which is exactly the asymptotic rate of 6-state QKD (2.64).
Step 4 of the proof closely resembles the leftover hashing lemma against quantum

side information [Ren05, TSSR11], but with the difference that we do not concentrate
on proving that the hash output z, b′ is almost-uniform but instead focus on the
decoupling of b̃, ũ,m from Eve; here m is non-uniform, which necessitates the use of
pairwise independent hashing instead of universal hashing. In (3.20) between (m, c)
and x is visible which was already argued in Section 3.4.3.

Note that the description of Eve’s ancilla state (2.59) is valid for the 6-state
encoding and 8-state encodings. In case of the BB84 encoding only the xz-plane of
the Bloch sphere are involved in the protocol and specifically in the noise check, then
(3.26) still holds, but with different σbxy matrices, yielding a QKR rate equal to the
BB84 QKD rate (2.65).

3.4.6 Non-asymptotic result without smoothing

We want to have a security proof also for finite n. One approach would be to start
from (3.25) and analyse the smooth entropies Sε0 and Sε2 for finite n and ε, and
minimise over ε. However, that is a cumbersome procedure. Below we present a less
tight but easier to derive bound, obtained by setting ε to zero.

Theorem 3.3. Consider one round of the QKR protocol (Section 3.3.2) with 6-state
or 8-state encoding. Let γ ∈ [0, 1

2 ] be a noise parameter, let β be the noise threshold
and let Pacc be defined by (3.14). Let the function f be defined as

f(γ)
def
=
√

(1− 3
2γ)(1− γ) +

√
3
2γ(1 + γ). (3.31)

The diamond distance between the actual protocol and the ideal protocol can be bounded
as

‖EQKR −FQKR‖� ≤ (n+ 1)15 min
{
Pacc,

1
2

√
2`−n+2n log f(γ)

}
+ 21−λ. (3.32)
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Proof of Theorem 3.3:

We follow step 4 of proof of Theorem 3.2 up to (3.23) but without smoothing (ε = 0).
Step 5 is identical but now the factor (n+ 1)15 is not ignored. We have

D < (n+ 1)15 min
(
Pacc,

√
2`−ntr

√
E
bs

(ρEbs)
2
)
. (3.33)

Step 6 uses the same simple state held by Eve of (2.59) for the 6- and 8-state encod-
ings. Instead of computing entropies we show that the expression under the square
root is diagonal in the m-basis. Using ρE

bs =
⊗

i{(1 − γ)σbisisi + γσbisisi} and the
orthogonality σbss̄σbss = 0 we get

E
bs

(ρE
bs)

2 =

n⊗

i=1

{
(1− γ)2 E

bi

σbi01 + σbi10

2
+ γ2 E

bi

σbi00 + σbi11

2

}
(3.34)

=
{

(1− γ)
[
(1− 3

2γ)|m0〉〈m0|+ γ
6

3∑

j=1

|mj〉〈mj |
]

+ γ2

3

3∑

j=1

|mj〉〈mj |
}⊗n

(3.35)

=
{

(1− γ)(1− 3
2γ)|m0〉〈m0|+ γ(1+γ)

6

3∑

j=1

|mj〉〈mj |
}⊗n

(3.36)

from which it follows that

tr
√

E
bs

(ρEbs)
2 =

{√
(1− γ)(1− 3

2γ) +
√

3
2γ(1 + γ)

}n
. (3.37)

The term 21−λ is due to the use of two MAC functions. �

For γ > β the probability Pacc is exponentially small in n. Note that 2 log f(γ) ∈
[0, 1) for γ ∈ [0, 1

2 ). For any γ < 1
2 it is possible to choose ` < n − n · 2 log f(γ), so

that the
√· · · in (3.32) becomes exponentially small in n.

Theorem 3.4. Consider the context of Theorem 3.3. Let β be the noise threshold.
Let ν be a security parameter. Let ` be chosen as

` ≤ n− 2n log f(β)− 2ξ
√
νn− 2ν − 1− 30 log(n+ 1) (3.38)

ξ
def
= min

{
f ′(β)

f(β)

[√
2β

ln 2
+
ν

n
+

√
ν

n

]
,

√
3

ln 2

}
. (3.39)

Then
‖EQKR −FQKR‖� ≤ 2−ν + 21−λ. (3.40)

Proof of Theorem 3.4

Decreasing the size of ` by 30 log(n + 1) compensates for the penalty term due to
post-selection. We define the bound Pacc ≤ Pglob

def
=
∑bnβc
c=0

(
n
c

)
γc(1 − γ)n−c where

we have replaced nb by n and γb by γ. This is allowed since the noise check is
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only passed if the overall noise is sufficiently low. We (implicitly) define a function
γmax as Pglob(γ = γmax) = 2−ν . For γ ≥ γmax eq. (3.40) clearly holds. Next we
need to bound the expression log f(γ) for γ ≤ γmax. Taking the Chernoff bound
Pglob ≤ exp[− n

2γ (γ − β)2] and solving for γ we get

γmax ≤ γ0
def
= β +

ν ln 2

n
+

√
2β
ν ln 2

n
+ (

ν ln 2

n
)2. (3.41)

We will bound the expression log f(γ0) in two different ways: for ‘large’ β and for
‘small’ β.

• As f is a concave function we have f(γ0) ≤ f(β) + (γ0 − β)f ′(β). This yields

log f(γ0) ≤ log f(β) + log[1 +
f ′(β)

f(β)
(γ0 − β)] ≤ log f(β) +

f ′(β)

f(β)

γ0 − β
ln 2

= log f(β) +
ν

n
+

√
2β

ν

n ln 2
+ (

ν

n
)2. (3.42)

• We write log f(γ0) = log f(β) + log f(γ0)
f(β) ≤ log f(β) + log f(γ0)

f(β)

∣∣∣
β=0

. The in-

equality follows from the fact that f(γ0)/f(β) is a decreasing function of β.
This yields

log f(γ0) ≤ log f(β)+log f(
2ν

n
) ≤ log f(β)+log[1+

√
3
2 ( 2ν

n )] ≤ log f(β)+ 1
ln 2

√
3ν
n .

(3.43)

From (3.42) and (3.43) we conclude n log f(γmax) ≤ n log f(β) + ξ
√
νn with ξ as de-

fined in (3.39). With ` chosen according to (3.38), the term
√

2`−n+2n log f(γmax) in
(3.32) is upper bounded by 2−ν/

√
2. Hence the second expression in the min{·, ·} of

(3.32) is upper bounded by 2−ν

2
√

2
+ 2−ν

2 + 2−2ν

2
√

2
< 2−ν . �

If according to (3.38) we have to set the length ` smaller than 2λ+n−κ (negative
size of the message mbare) then the desired security level ν cannot be achieved.

A typical choice for the tag length would be λ = ν, yielding security ‖EQKR −
FQKR‖� ≤ 21−λ + 2−ν = 3 · 2−ν . Several things are worth noting.

• The ξ is of order 1. Hence the term ξ
√
νn scales as

√
n.

• Analysis of QKD instead of QKR using the same technique yields a result
similar to Theorem 3.3, but with a slightly more favorable function instead of
f(γ), namely

√
(1− γ)(1− 3

2γ)+
√

1
2γ(1− γ)+γ

√
2. (We mention this without

showing the proof.) Nevertheless, the asymptotics of QKD and QKR are the
same.
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3.4.7 Non-asymptotic QKR rate; Choosing the parameter values

We want to characterize the non-asymptotic performance of our QKR scheme under
ideal circumstances. Consider a sequence of QKR rounds with a large number of
consecutive accepts. Let η = 2 ·2−λ+2−ν be the ‘imperfection’ induced by one round
of QKR. Let θ be the maximum distance that Alice and Bob are willing to tolerate
between reality and the ideal state. After N = bθ/ηc rounds they have to refresh all
their key material. We define the amortized QKR rate as

A
def
=

total message data sent in N rounds− expended key material
N · n (3.44)

=
`′

n
− log |U × Bn|

N · n , (3.45)

namely the usual definition of rate ( `
′

n ) minus the amortized cost of completely re-
placing u and b after N rounds. A is an operational quantity that measures how
much useful classical payload is sent per qubit. The subtraction can be understood
as the cost of putting enough key material into mbare to compensate for the eventual
replacement of u, b after N rounds.

The total message size is N`′ = N(` − 2λ − n + κ), with ` specified in (3.38).
The total key expenditure consists of log |Bn| bits of basis key b, and log |U| =
log |{0, 1}n+` × B2n| bits of extractor key u. This gives

A =
κ

n
− 2 log f(β)− 2ξ

√
ν√
n
− 30 log(n+ 1)

n
− 2λ+ 2ν + 1

n
(3.46)

−2 + 3 log |B| − 2 log f(β)

N
+

2ξ
√
ν√

nN
+

2ν + 1 + 30 log(n+ 1)

nN
.

Note that η can be made exponentially small (N exponentially large) by increasing
λ and ν.

For large n and N the rate (3.47) tends to 1 − h(β) − 2 log f(β), which is lower
than the asymptotic result of Section 3.4.5. The discrepancy is of course caused
by the fact that we did not use smoothing for Theorem 3.3. Figure 3.3 shows the
asymptotic (QKR=QKD) rate (3.30) as well as the ε = 0 rate (3.47) in the limit
n→∞, N →∞ and the rate obtained from the Entanglement Monogamy approach
(Section 3.1.2). Obviously smoothing improves the tightness of the provable bounds
significantly. Furthermore it is also clear that the Entanglement Monogamy bound is
far from tight.

Instead of pairwise independent hashing one may use ‘almost pairwise indepen-
dent’ hash functions. The length of the extractor key u is reduced from n+`+2n log |B|
to potentially 2`+ 2n log |B| [Sti94].

Typically θ is fixed. Then it remains to tune N (which via η = θ/N fixes ν) and
n for fixed (θ, β) so as to optimise the rate. In Figure 3.4 the non-asymptotic rate is
plotted for θ = 2−256 and various values of β, N and n. We see that the asymptotic
rate can be approached well for realistic values of N and n.
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Figure 3.3: Asymptotic QKR rates. The ‘with smoothing’ curve is the result (3.30).
The ‘without smoothing’ curve is the result 1 − h(β) − 2 log f(β) obtained without
smoothing. The rate of [FS17] is for the BB84 encoding (see Section 3.1.2).

3.5 Discussion

3.5.1 Comparison to existing results

The proof technique of [FS17] requires a special ‘key privacy’ property of the MAC
function, and has to keep track of the security of the MAC key. We avoid this
requirement at the cost of shortening `′. An interesting difference with respect to
[FS17] is that we capture the security of the basis key B and the extractor key U in
a single quantity (a single trace distance), whereas [FS17] uses a min-entropy result
for B and a trace distance for U .

We compare our result to the min-entropy analysis of attacks in [LŠ18]. For the

‘K2 attack’ (a known-plaintext attack on b) a min-entropy loss of log(1+
√

6β(1− 3
2β))

bits per qubit was found for 8-state encoding; that is more than our leakage result
2 log f(β). We conclude that non-smooth min-entropy is too pessimistic as a measure
of security in this context.

It was pointed out in [ŠdV17, LŠ18] that with 8-state encoding there is no leakage
about the qubit payload X, whereas 6-state and BB84 encoding allow Eve to learn
a lot about X in case of a reject. One may conclude that more privacy amplification
is needed for 6-state and BB84 encoding than for 8-state. However, for our protocol
it turns out that the situation is the same for all encoding schemes: the privacy
amplification key U adequately masks Z and gets replaced upon reject.

Upon accept, our protocol does not reduce the stack of shared key material that
Alice and Bob have. A difference with respect to [FS17] is that the ‘top’ keys on the
stack are modified upon accept. We do not see this as a significant drawback; the key
modification is just some additional data processing.
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Figure 3.4: Non-asymptotic bound on the amortized QKR rate as a function of the
number of qubits (n), for various values of the design parameter N and tolerated
noise β. The dashed lines indicate the ε = 0 limit 1− h(β)− 2 log f(β). λ = ν; θ =
2−256; the syndrome length n− κ is set to nh(β) +

√
nΦinv(10−6)

√
β(1− β) log 1−β

β

(see e.g. [BKB04]), where Φ is defined as Φ(z)
def
=
∫∞
z

(2π)−1/2 exp[−x2/2]dx.
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3.5.2 Dealing with erasures

Our analysis has not taken into account quantum channels with erasures. (Particles
failing to arrive.) Consider a channel with erasure rate η and bit error rate β for the
non-erased states. The Alice-to-Bob channel capacity is (1−η)(1−h(β)). A capacity-
achieving linear error-correcting code that is able to deal with such a channel has a
syndrome of size nh(β) + nη[1 − h(β)]. Imagine the QKR scheme of Section 3.3.2
employing such an error-correcting code. On the one hand, the parameter a increases
from nh(β) to nh(β) +nη[1−h(β)]. On the other hand, the leakage increases. Every
qubit not arriving at Bob’s side must be considered to be in Eve’s possession; since
an erasure can be parametrized as a qubit with β = 1

2 , the leakage is 1 bit per erased
qubit. Hence the leakage term n · 2 log f(β) changes to n(1− η)2 log f(β) + nη. The
combined effect of the syndrome size and the leakage increase has a serious effect on
the QKR rate. The asymptotic rate becomes 1−h(β)−η[1−h(β)]−(1−η)2 log f(β)−η.
For β = 0 this is 1 − 2η; at zero bit error rate no more than 50% erasures can be
accommodated by the scheme. In long fiber optic cables the erasure rate is often
larger than 90%. Under such circumstances the QKR scheme of Section 3.3.2 simply
does not work. (Note that continuous-variable schemes do not have erasures but
instead have large β.)

One can think of a number of straightforward ways to make the QKR protocol
erasure-resistant. Below we sketch a protocol variant in which Alice sends qubits,
and Bob returns an authenticated and encrypted message.

1. Alice sends a random string x ∈ {0, 1}q encoded in q qubits, with q(1− η) > n.

2. Bob receives qubits in positions i ∈ I, I ⊆ [q] and measures x′i in those positions.
He aborts the protocol if |I| < n. Bob selects a random subset J ′ ⊂ I, with
|J ′| = n. He constructs a string y′ = x′J ′ . He computes e′ = ksyn ⊕ Syn y′,
z′||b′ = Φu(y′||b), c′ = m⊕ z′, t′ = Γ(k1

MAC,J ′||y′||c′||e′). He sends J ′, e′, c′, t′.
3. Alice receives this data as J , e, c, t. She computes y by doing error correction

on xJ aided by the syndrome ksyn⊕ e. Then she computes z||b′′ = Ext(u, y||b),
m̂ = z ⊕ c and τ = Γ(k1

MAC,J ||y||c||e). Alice accepts the message m̂ if τ = t
and rejects otherwise.6 Key refreshment is as in the original protocol.

The security is not negatively affected by the existence of erasures. Assume that
Eve holds all the qubits that have not reached Bob. Since the data in the qubits
is random, and does not contribute to the computation of z′, it holds that (i) it
is not important if Eve learns the content of these bits, (ii) known plaintext does
not translate to partial knowledge of the data content of these qubits, which would
endanger the basis key b and the extractor key u.

3.5.3 Potential improvements

It is possible to evaluate or bound Sε0(ρE) and Sε2(ρBXE) in (3.24) for finite n and ε
‘by hand’, i.e. specifically for ρEbxy = ⊗ni=1σ

bi
xiyi . That would yield a non-asymptotic

result for ` that is more favorable than Theorem 3.4.
6 Alice may send the accept/reject bit along with the next batch of qubits; then the protocol

has only two rounds.
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It is interesting to note that QKR protocols which derive an OTP z from the qubit
payload and then use z for encryption look a lot like Quantum Key Distribution,
but with reduced communication complexity. This changes when the message is put
directly into the qubits, e.g. as is done in Gottesman’s Unclonable Encryption [Got03].

The QKR scheme of Section 3.3.2 can be improved and embellished in various
ways. For instance, the λ-bit space in m reserved for the new k1

MAC may not be
necessary. Alice’s authentication tag may simply be generated as part of the Φu
function’s output, and then the security of the MAC key can be proven just by
proving the security of the extractor key u (similar to what is done in [FS17]).

Another interesting option is to deploy the Quantum One Time Pad with approx-
imately half the key length, which still yields information-theoretic security. This
would reduce the cost of refreshing b from 2n bits to n bits.

Finally, various tricks known from QKD may be applied to improve the noise
tolerance of QKR, e.g. artificial noise added by Alice.

3.6 What’s next?

We have shown that quantum key recycling can provide the same security guarantees
as QKD with a lower round complexity without sacrificing the asymptotic rate. In
addition we have shown a composable secure QKR protocol can be realized with
reasonable parameters in the finite size regime. By applying privacy amplification to
the basis as well as the payload, we find that the 6-state encoding achieves the same
efficiency as the 8-state encoding while the basis enjoys the same level of security as
the message.

From the potential improvements to the QKR protocol, the most fundamental
seems to be the embedding of the message directly into the qubits. First, the ques-
tion of whether this is possible securely without sacrificing the rate is an interesting
one. Second, there might be advantages in terms of security since there is no cipher-
text linking the message to the key material remaining after the quantum states are
measured. Third, although QKR does not seem to increase the potential rate beyond
that of QKD (except for the gain due to no qubits being discarded), the amount of
classical communication can in principle still be decreased significantly. The next
chapter will discuss a protocol that embeds the message directly into the qubits.





Chapter 4
Quantum Key Recycling with almost

no classical communication

Do we need all these classical messages?
Having made the switch from quantum key distribution to quantum key recy-
cling, Alice and Bob realize the main improvement is the reduction in classical
communication back and forth. Especially Bob is happy. When Alice tells him
one of her long stories, he only has to indicate everything is fine every ones
in a while without interrupting her story. Alice still feels like all the classical
strings she has to send are a waste. Can’t she just send quantum states and
be done?
During their transition of protocols, Alice and Bob of course experienced a
number of hiccups. In the first attempts of running the protocol, the com-
munication was often unsuccessful. Since the QKR scheme demanded the
complete refresh of all key material when the protocol aborted, Alice and Bob
used a lot of their shared key material and had to use part of their qubits to
extend their shared key again. Alice and Bob decide they want the wasted
key material in the reject case to be as low as possible.
By encoding the message directly into the quantum state while still only having
a single authenticated bit as feedback and improving the key expenditure in
the reject case, Alice and Bob feel they can improve their efficiency. Hopefully
this won’t result in the need to send too many extra qubits. Let’s find out.

4.1 Introduction

4.1.1 Quantum Key Recycling

Quantum key recycling (QKR) achieves information-theoretically secure communica-
tion in such a way that no key material is used up as long as the quantum channel
is undisturbed. Compared to QKD followed by classical one-time-pad message en-
cryption, QKR’s main advantage is reduced round complexity: QKR needs only one
message from Alice to Bob, and one authenticated bit from Bob to Alice. QKD needs

This chapter is based on [Lv21].
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at least two messages from Alice to Bob. Furthermore, a minor advantage is that
QKR does not discard any qubits, whereas QKD does.

A prepare-and-measure QKR scheme based on qubits was proposed already in
1982 [BBB82]. Then QKR received little attention for a long time. A security proof1
for qubit-based2 QKR was given only in 2017 by Fehr and Salvail [FS17]. In Chapter
3 we showed (for a scheme similar to [FS17]) that the communication rate in case
of a noisy quantum channel is asymptotically the same as for QKD with one-way
postprocessing.

4.1.2 Related work; putting the message in the quantum states

Different from the classical setting, in the quantum cryptographic setting authenti-
cation implies encryption [BCG+02]. Portmann [Por17] showed that quantum au-
thentication is possible with re-use of all the encryption keys, but stated as an open
problem to find a prepare-and-measure QKR scheme for classical messages.

The QKR scheme of Fehr and Salvail [FS17] provides a solution to this problem.
The drawback of their scheme is that when it’s used for encryption, the communica-
tion rate does not exceed 1/3. A variant of their scheme allows for full embedding of
the classical message in the quantum states.

In 2003 Gottesman [Got03] proposed a scheme called ‘Unclonable Encryption’
which encodes a message directly into qubit states. Although some of the keys in his
scheme can be re-used, still n key bits are discarded when sending an n-bit message.
His scheme does achieve an extra security feature in the case of future key leakage.

The high-dimensional QKR of Damgård, Pedersen and Salvail [DPS05] has full
recycling of keys. The amount of key material that needs to be refreshed when the
communication of a message m ∈ M is unsuccessful asymptotically equals log |M|
and they showed this is optimal. Their scheme does however require a quantum
computation for encryption and decryption.

4.1.3 Brief summary of results from Chapter 3

Recall that in Chapter 3 Alice encodes random bits into the qubits; over a classi-
cal channel she sends a ciphertext; one-time pad-encrypted information for error-
correction and an authentication tag. The ciphertext is the message padded with
the pairwise independent hash of the qubit payload. The recycled keys are a basis
sequence and the pairwise independent hash seed. Let the CPTP map EQKR be the
protocol of Chapter 3, and FQKR its idealized version where the message and the next
round’s keys are completely unknown to Eve. Using Lemma 2.10 this is sufficient to
show encryption, key recycling and forward secrecy as defined in definitions 2.4, 2.7
and 2.9. It was shown that

‖EQKR−FQKR‖� ≤ 2−λ+1+(n+1)15 min
(
ε+

1

2
trE

√
|B|n2`trBS

(
ρ̄BSE

)2
, Pacc

)
, (4.1)

1 For a scheme slightly different from [BBB82].
2 As opposed to schemes that work with higher-dimensional spaces, e.g. using mutually unbiased

bases [DPS05].
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where λ is the length of the authentication keys, n the number of qubits, B the
alphabet of the qubit basis choice, ` the message length, B the basis sequence, S the
random data encoded in the qubits, and Pacc the probability that the noise checks are
passed. Let ρBSE be the state EQKR(ρABE) with everything traced out except the B,
S and E subsystems, then ρ̄BSE is a state ε-close to ρBSE in terms of trace distance;
ε is the amount of state ‘smoothing’ [RK05]. If 6-state encoding3 of bits is used
then the 4× 4 matrix σ is completely determined [Ren05] by a single parameter: the
bit error probability γ on the quantum channel. Smoothing allows us to write (4.1)
as smooth min- and max entropies which are asymptotically equal to von Neumann
entropies. Asymptotically for large n, the bound (4.1) reduces to

‖EQKR −FQKR‖� ≤ 2−λ+1 + n15 min
(√

2`−n+nh({1− 3
2γ,

γ
2 ,
γ
2 ,
γ
2 })−nh(γ)+O(

√
n), Pacc

)
,

(4.2)
which yields exactly the same rate4 1 − h({1 − 3

2γ,
γ
2 ,

γ
2 ,

γ
2 }) as 6-state QKD with

one-way post-processing.5 The security of N QKR rounds follows from ‖EN ◦ · · · ◦
E1 −FN ◦ · · · ◦ F1‖� ≤ N‖EQKR −FQKR‖�.

4.1.4 Improving the QKR scheme of Chapter 3

We answer the open question of whether it is possible to have a prepare-and-measure
qubit-based QKR scheme with the message entirely contained in the qubits, with-
out increasing the number of qubits compared to QKD schemes with one-way post-
processing. The answer is affirmative. We achieve two improvements over the QKR
scheme of Chapter 3.

• We present a scheme called ‘Embedded Quantum Key Recycling’ (EQKR) which
has the message embedded directly into the qubits and Alice’s classical mes-
sages removed entirely. EQKR achieves the same asymptotic rate the scheme of
Chapter 3.

• In the reject case, we implement the key update by hashing fresh key material
into the old keys. This reduces the key expenditure in the reject case. For
β = 0 it is reduced to the message size, which, as mentioned in Section 4.1.2, is
optimal.

We prove the security of EQKR against general attacks using the proof recipe
of Chapter 2. At an early stage the accept case of the proof reduces exactly to the
derivation in Chapter 3. Notably, this proof asymptotically achieves optimal rates for
6-state as well as 4-state encodings. The finite-size effects are the same as Chapter 3,
but with an additional small term due to the new key refresh procedure in the reject
case.

Although classical communication may be considered ‘cheap’ compared to the
communication over the quantum channel in most practical settings, we find that

3 For 4-state (BB84) ‘conjugate’ coding Eve has two degrees of freedom, i.e. a more powerful
attack.

4 The term nh(γ) gets cancelled because Alice and Bob expend nh(γ) bits of key material to
OTP the redundancy bits.

5 For 4-state encoding the result is different from (4.2) and yields the BB84 rate.
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reducing the overall communication to the bare minimum is of theoretical interest.
In addition, the complete removal of classical communication removes the need to
synchronize the classical and quantum channel.

4.1.5 Protocol aims

Current QKR schemes all have some drawback. They require a quantum computer
for their implementation, only re-use a small amount of key material resulting in poor
rate or they have classical ciphertext. In this work we aim for a QKR protocol that is
efficient in the sense of minimal communication and optimal key consumption while
still being simple to implement. This comes down to the following desiderata:

• All actions on quantum states should be simple single-qubit actions like state
preparation and measurement.

• Alice should send only qubits, so that no bandwidth is wasted.

• Bob should send only an authenticated accept/reject bit.

• No key material should be consumed in case of accept, and the bare minimum
should be consumed in case of reject.

• The communication rate should equal that of QKD.

4.2 The Embedded Quantum Key Recycling protocol

4.2.1 Protocol design considerations

In the transformation from QKR of Chapter 3 to EQKR, there are several proof-
technical issues. Most importantly, the qubit payload X ∈ {0, 1}n needs to be uni-
formly random. (See Section 4.4.3. In the proof the X acts as a uniform mask.)
This has to be reconciled with the fact that (i) the message is typically not uniform;
(ii) the error-correction encoding step introduces redundancy. Our solution to these
issues is shown in Figure 4.1, which depicts most of the variables in the protocol.
Alice first appends randomness k′ and an authentication tag τ to her plaintext µ to
construct the message m. She then appends a random string r ∈ {0, 1}% to the mes-
sage, which will serve for privacy amplification. Then she does the error correction
encoding, resulting in a codeword c ∈ {0, 1}n. The c is then masked with a one-time
pad z; this masks any structure present in c. A similar construction was proposed by
Gottesman [Got03]. However, instead of discarding z we re-use most of the entropy
in z. After every round, the pad z and the basis choice b are hashed together with
the randomness r resulting in the next round pad z̃ and next round basis b̃. In a
sense this corresponds to the privacy amplification step of QKD and QKR except it
happens in between the rounds of the protocol.

4.2.2 Protocol intuition

Since the codeword c is padded (xor’ed) with the uniform shared key z to compute
the qubit payload, the security of the message is somewhat obvious. No knowledge of
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Figure 4.1: Classical processing performed by Alice, and in reverse by Bob.

c implies no knowledge on m. However, for the scheme to be efficient in terms of rate,
most of the entropy in z and basis choice b needs to be re-used. Intuitively it is clear
that in the accept case the leakage on x bounds the leakage on z by the same bound
as in QKD and QKR when the same encoding is used. Similar to the QKR scheme of
Chapter 3, we can bound the leakage on z and b together to determine the amount
of privacy amplification done on both strings together. The privacy amplification
guarantees the security of the keys for the next round, while the security of the
message in a given round is obvious for secure keys.

In the reject case there might be a lot of leakage on the combination of z and b. We
choose to discard z. This leaves the entropy of b largely intact since Eve’s remaining
task is to learn the encoding basis without knowing the payload. Depending on Eve’s
actions, the feedback bit indicating the success of the protocol can potentially leak
information on the basis choice. In addition to refreshing z it is therefore needed to
add a little bit of new entropy to b. This is done by hashing some shared randomness
into b with a pairwise-independent hash.

4.2.3 Setup and protocol steps

Alice and Bob have agreed on a linear error-correcting code with encoding and de-
coding functions Enc : {0, 1}`+% → {0, 1}n and Dec : {0, 1}n → {0, 1}`+%. The choice
of % and n depends on the bit error rate of the quantum channel and on the re-
quired amount of privacy amplification. Furthermore Alice and Bob have agreed on
a one-time MAC function Γ : {0, 1}2λ × {0, 1}∗ → {0, 1}λ, and two pairwise inde-
pendent hash functions Fu : {0, 1}n × Bn × {0, 1}% → {0, 1}n × Bn (u ∈ U) and
Gv : Bn ×Q → Bn (v ∈ V). The space Q contains the shared randomness that Alice
and Bob hash into their shared basis sequence after a failed round. The λ is a security
parameter for the MAC function and is constant with respect to n. They agree on the
channel monitoring procedure of Definition 2.18 in which the NoiseCheck function
outputs 1 only if the noise for every basis is smaller than the threshold β. Let EQKR
denote a single round of the protocol, it consists of the following steps (see Figure 4.2):

EQKR.Gen:
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Alice and Bob generate shared key material consisting of a mask z ∈ {0, 1}n, a
MAC key ξ ∈ {0, 1}2λ for Alice’s message, a basis sequence b ∈ Bn, a MAC key
k ∈ {0, 1}2λ for Bob’s feedback bit, and seeds u ∈ U , v ∈ V for pairwise indepen-
dent hashing.6 Furthermore Alice and Bob share a ‘reservoir’ of additional spare
key material.
Alice generates random strings r ∈ {0, 1}%, k′ ∈ {0, 1}λ and the plaintext µ ∈
{0, 1}`−2λ. She computes the authentication tag τ = Γ(ξ, µ‖k′‖r) and the ‘aug-
mented message’ m = µ‖k′‖τ (with m ∈ {0, 1}`).

EQKR.Enc
Alice computes the encoding c = Enc(m‖r) ∈ {0, 1}n, and the padded qubit
payload x = c⊕ z. She prepares |Ψ〉 =

⊗n
i=1 |ψbixi〉 and sends |Ψ〉 to Bob.

EQKR.Meas:
Bob receives |Ψ′〉. He measures |Ψ′〉 in the basis b. The result is x′ ∈ {0, 1}n.

EQKR.Post
Bob computes c′ = x′ ⊕ z. He tries to recover m̂‖r̂ = Dec(c′). If decoding is
successful, he parses m̂ as m̂ = µ̂‖k̂′‖τ̂ . He computes ĉ = Enc(m̂‖r̂) and x̂ = ĉ⊕z.
He performs the channel monitoring ω = NoiseCheck(b, x̂, x′).
Feedback:
Bob checks if Γ(ξ, µ̂‖k̂′‖r̂) == τ̂ . He accepts only if ω == 1 and the MAC τ̂ is
correct; he rejects otherwise. He authenticates the feedback bit (accept/reject)
with k and sends it to Alice. Alice checks the MAC on the feedback.
Key Update:
The keys/seeds ξ, u, v are always re-used. The updated version of the z, b, k in the
next round is denoted as z̃, b̃, k̃.

• In case of accept:
Alice sets7 k̃ ← k′ and z̃||b̃← Fu(x‖b‖r).
Bob sets k̃ ← k̂′ and z̃||b̃← Fu(x̂‖b‖r̂).
• In case of reject:

Alice and Bob take new z̃ and k̃ from their reservoir.
They take q ∈ Q from the reservoir and set b̃← Gv(b‖q).

4.3 Security notions and proof structure

4.3.1 Secrecy

We demand the secrecy of the message ε-ENC as in Definition 2.4, secrecy of the future
keys ε-KR as in Definition 2.7 and forward secrecy ε-FS as in Definition 2.9. We take
advantage of Lemma 2.10 to guarantee all three properties by bounding a single norm:
‖ρMK̃CTE−ρM⊗ρK̃⊗ρCTE‖1. We prove the ε-ENC of the augmented message. Since
k′ and τ are part of m, this implies that the future key k′ is secure when the message
is secure, and that the MAC key ξ used for τ can be re-used securely. We start with

6 The strings u and v are never both used in the same round. We describe them independently
since they have a different length, but the shorter (v) may as well be a substring of the longer (u).

7The size difference between k and k′ is justified since only λ fresh bits are needed, e.g. the tags
can be protected by a one-time pad.
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Figure 4.2: Protocol steps of EQKR.

steps 1 and 2 of the proof recipe, describing an equivalent EPR version of the protocol
including random permutations and random Pauli operators. We describe the CPTP
maps (step 3) and obtain a 1-norm on which we can apply Lemma 2.10. Then we
bound this norm in steps 4 and 5 until we reach exactly the expression in (4.1). We
refer back to the bounds of Chapter 3 for an expression in the asymptotic as well as
the finite size regime. Due to the difference in the key update procedure, we make
note of a small extra term in the reject case.

4.3.2 Correctness

The authentication tag that is part of the augmented message guarantees authentic-
ity of the reconstructed message. In the accept case we have m̂ = m except with
probability at most 2−λ. This guarantees the correctness of the plaintext as well as
k̃. In the accept case, the future keys z̃ and b̃ are a function of x, b and r for Alice
and x̂, b and r̂ for Bob. When the authentication tag τ successfully authenticates m̂
and r̂ this also guarantees that x = x̂ = Enc(m̂‖r̂)⊕ z, so that z̃ and b̃ are the same
for Alice and Bob with probability 2−λ as well. In the reject case, z̃, b̃ are only a
function of shared key material.

In addition an authentication tag is used for the feedback bit. If this tag is forged
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Alice and Bob could also end up with different z̃, b̃. This adds another factor of 2−λ

to the failure probability. The total probability that Alice and Bob have the same
output message and future keys is at least 1− 21−λ.

4.4 Protocol reformulation for the security proof

We introduce a sequence of small modifications to the protocol of Section 4.2. Before
moving to the EPR version we introduce an intermediate step. Before encoding into
qubits, we apply a random mask. Next we introduce the same actions as in the
previous chapter, allowing us to achieve a very similar proof.

• We mask the qubit payload with public randomness.

• We go to an EPR version.

• We add random permutation of the qubits.

• We add random Pauli transforms.

• We pretend that the two authentication tags cannot be forged.

4.4.1 Masking the qubit payload with public randomness

Alice picks a random string a ∈ {0, 1}n. She computes s = x ⊕ a. Instead of qubit
states |ψbixi〉 she prepares |ψbisi〉. We denote Bob’s measurement result as t ∈ {0, 1}n.
After Bob’s measurement, Alice publishes a over an authenticated channel.8 Bob
computes x′ = t ⊕ a. Note that the qubit payload is completely randomized by a
without affecting the computations of Alice and Bob. Eve’s ancilla does not depend
on a, see Section 2.6.3.

4.4.2 EPR version of the protocol (proof step 1)

Instead of having Alice prepare a qubit, she prepares an EPR pair and sends half to
Bob. Alice and Bob measure their i’th qubit in basis bi; this yields si for Alice and
ti for Bob, where ti equals si plus noise. Alice computes a = s ⊕ x and publishes a
in an authenticated way. Bob computes x′ = t̄ ⊕ a. As in Section 2.6, the statistics
of the variables a, x, x′, s, t is unchanged by this modification.

4.4.3 Adding a random permutation

The protocol of Section 4.4.2 is permutation invariant. To make this obvious we add
a random permutation to the protocol. Alice and Bob publicly agree on a random
permutation π. Before performing any measurement they both apply π to their own
set of n qubits. Then they forget π. The remainder of the protocol is as in Section
4.4.2.

As in Section 2.5.2, the effect of the permutation on the noise positions is undone
by the error correction. Hence all the classical variables that are processed/computed

8 This is a tamper-proof channel with perfect authentication.
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after the error correction step are unaffected by π. We can use Lemma 2.16. The
new protocol is equivalent to the one in Section 4.4.2.

4.4.4 Adding random Pauli transforms

For each individual EPR pair, Alice and Bob publicly agree on a random αi ∈
{0, 1, 2, 3}. They both apply the Pauli transform σαi to their own qubit states,
and then forget α. This happens before they do their measurement. The rest of the
protocol is as in Section 4.4.3.

As argued in Section 2.5.2, Alice’s measurement result is now uniform even when
Eve makes the (noisy) EPR pairs. The padding z ensures this equivalence holds in the
case of known plaintext as well. The random-Paulis trick yields a major simplification,
see Section 2.6.8.

4.4.5 Pretending that the authentication tags are unforgeable

We pretend that Eve is unable to forge the authentication tag τ used to authenticate
the message and the authentication tag for the feedback bit. This pretense is true
except with probability ≤ 21−λ. This has two benefits: (i) We get rid of compli-
cated case-by-case analyses that would allow events where the error correction yields
a wrong m̂, r̂ without warning, while τ̂ looks correct; (ii) In the accept case Bob’s
reconstructed variables m̂, r̂ automatically equal Alice’s m, r, thus reducing the num-
ber of variables. As argued in 2.4.4 the difference in diamond distance between the
original and the modified protocol is at most 21−λ.

4.4.6 Modified protocol procedure

Alice and Bob have agreed on a linear error-correcting code with encoding and de-
coding functions Enc : {0, 1}`+% → {0, 1}n and Dec : {0, 1}n → {0, 1}`+%. Fur-
thermore Alice and Bob have agreed on two pairwise independent hash functions
Fu : {0, 1}n × Bn × {0, 1}% → {0, 1}n × Bn (u ∈ U) and Gv : Bn ×Q → Bn (v ∈ V).
They agree on the channel monitoring procedure of Definition 2.18. Let EQKR’ de-
note a single round of the modified protocol, it consists of the following steps (see
Figure 4.3):

EQKR’.Gen:
Alice and Bob generate shared key material consisting of a mask z ∈ {0, 1}n, a
basis sequence b ∈ Bn, and seeds u ∈ U , v ∈ V for pairwise independent hashing.
Furthermore Alice and Bob have a ‘reservoir’ of additional spare key material.
Alice generates random strings r ∈ {0, 1}%, k′ ∈ {0, 1}λ and the plaintext µ ∈
{0, 1}`−2λ. She generates a random permutation π of the n qubit positions and
random indices α ∈ {0, 1, 2, 3}ν for the random Pauli operator. She computes
a tag τ that perfectly authenticates µ, k′ and r. She computes the augmented
message m = µ‖k′‖τ (with m ∈ {0, 1}`).

EQKR’.Enc
Eve generates n noisy EPR pairs |Ψ̃−〉⊗n. She sends half of each pair to Alice and
half to Bob.
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<latexit sha1_base64="/bLTqKmO53PfdU8ahL3lt/+VSq4="> tH0IiMZINDaJYiSKTSKKRNQkmiDRxCSaItHUJPqARB9MomskujaJ3iPRe5NohEQjk8hHIt8kCpAoMIkYEjGTyEEixyTiSMRNogESDUyiAyQ6MIlmSDQziRIkSkyiFIlSk+gRiR6N3QkXyeQ7N1OXFK9P+arNlDUPWLd8F2q63BPv6dE6IGWDQn34DrJnLzqY59vhdrzQXsmLxOHyKJGklI1i7i33zdL0ZrF8L34xoUE68dEOny8PUx+zw1Ocv7vYfIbHdHne8jIqhR+1U1MUw3k824wrKth/P9Mmn0Wc4VZ/QJodDzI1H6QbLsIdpk+O/Rc7Ffz/Fb1wtfeq8pdX5Yu9ne/28v+9fFb4Y+FPhZeFSuGvhe8KR4V2oVdgW3/e6m3db/W3/7H9z+1/b/9nKf1kK/f5fWHjs/39fwHtd1zw</latexit>

Apply permutation ⇡
Apply �↵i to ith qubit
Measure ith qubit in bi yielding s
Encode: c = Enc(m||r)
Mask: x = z � c
Di↵erence: a = x� s

<latexit sha1_base64="F8pK8RrK1p3hQjJ2eggFGbV+VYQ="></latexit>

Unmask: c0 = x0 � z
Decode: m̂kr̂ = Dec(c0).
Parse: m̂ = µ̂kk̂0k⌧̂
Encode: ĉ = Enc(m̂kr̂)
Recover: x̂ = ĉ� z.
! = NoiseCheck(b, x̂, x0).

Always re-use u, v
If ! = 1:

k̃  k̂0, z̃kb̃ Fu(x̂kbkr̂)
Else:

z̃, k̃, q from reservoir
b̃ Gv(bkq)

<latexit sha1_base64="4uwS8jMi5JgRd+zNxadcU5W5dOA="></latexit>

Generate:
Shared random: z 2 {0, 1}n

b 2 Bn, u 2 U , v 2 V

Alice

<latexit sha1_base64="NtlR0k7yQ0JknPkiC1PUV35HmXo="></latexit>

Bob

<latexit sha1_base64="c6t8LwmDBXgIkeKAlmnsaJ0LOjU="></latexit>

<latexit sha1_base64="cU2OnjxfXA/Jtb4rsKEpGbozRkc="></latexit>

|e �i⌦n

<latexit sha1_base64="D9bnW1tmFesRgaLCrnEpz+pG2M4="></latexit>!

<latexit sha1_base64="T9SggVhYSoJo5jqfeHOM8xrfy20="></latexit>

EQKR’.Gen
<latexit sha1_base64="fzFsSvqbHbKK90uW0e858u9t3oQ="></latexit>

z, b, u, v

<latexit sha1_base64="F7Q8iYT3x4oyxgOzDGHtW1ox3co="></latexit>

EQKR’.Enc + EQKR’.Meas

<latexit sha1_base64="fFB1/UOn26ryYWutzuMdJiJiyWs="></latexit>a,⇡,↵

<latexit sha1_base64="6QBU3Ew8EXmP5/5x0/uhrqdjuBE="> INHAJBJIJEwiikTUJBoi0dAkGiHRyCS6Q6I7k+gCiS5Moo9I9NEk6iNR3yQKkSg0iSIkikwihkTMJHKQyDGJOBJxk8hFItck2kWiXZNojERjkyhFotQkypAoM4kekOjB2JzvIZl852ZqkuL1KV+1mbLmHutm70JN0z0MHh+tLtk0KNSHr5s/e9HBvNgOt8VUeyXvpw6XR4k0o6wveDDbN0vTd9PZe/HTIY2yYYh2+Hx2mPqUH55E8e5i+Rku6Oy8FeRUCj9pp6ZEwHk834wrKth/P1EnHyec4Vp/RJofD3I1d7MlF9+7zR4db16sVfH/V/TC+dab6t/fbJ5urf2wVfzv5XlptfTn0qtStfRN6YfSfqldOiuxFX/lnyv/Wvn3l/9dXVl9vlqeSZ+tFD6fl5Y+q5//D4h6bOw=</latexit>

Always re-use u, v
If ! = 1:

k̃  k0, z̃kb̃ Fu(xkbkr)
Else:

z̃, k̃, q from reservoir
b̃ Gv(bkq)

<latexit sha1_base64="7lXvp9fjYj1jCbghetWP6ZQm+bc="></latexit>

EQKR’.Post

<latexit sha1_base64="DvR50xbmNq4xRihg2ppAyRgjR+w="></latexit>

Apply permutation ⇡
Apply �↵i to ith qubit
Measure ith qubit in bi yielding t
Compute x0 = t̄� a

Figure 4.3: The procedure of the EQKR’ protocol.

Alice applies the permutation π to her n qubits and applies αi to the ith qubit.
She measures her half of the ith EPR pair in bi yielding si. She computes the
encoding c = Enc(m‖r) ∈ {0, 1}n, x = c ⊕ z and a = x ⊕ s. She sends a to Bob
over an authenticated channel.

EQKR’.Meas
Bob applies the permutation π to his n qubits, and applies αi to the ith qubit.
He measures the ith qubit in bi yielding ti. He computes x′ = t̄⊕ a.

EQKR’.Post
Bob computes c′ = x′ ⊕ z. He tries to recover m̂‖r̂ = Dec(c′). If decoding is
successful, he parses m̂ as m̂ = µ̂‖k̂′‖τ̂ . He computes ĉ = Enc(m̂‖r̂) and x̂ = ĉ⊕z.
He performs the channel monitoring ω = NoiseCheck(b, x̂, x′).
Feedback:
Bob sends ω to Alice.
Key Update:
The seeds u, v are always re-used. The updated version of the z, b, k in the next
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round is denoted as z̃, b̃, k̃.

• In case of accept:
Alice sets k̃ ← k′ and z̃||b̃← Fu(x‖b‖r).
Bob sets k̃ ← k̂′ and z̃||b̃← Fu(x̂‖b‖r̂).

• In case of reject:
Alice and Bob take new z̃ and k̃ from their reservoir.
They take q ∈ Q from the reservoir and set b̃← Gv(b‖q).

4.5 The output state

We move on to step 3 of the proof recipe. Let EEQKR be the CPTP map describing
EQKR’. It consists of four consecutive mappings

EEQKR = EQKR′.Post ◦ EQKR′.Meas ◦ EQKR′.Enc ◦ EQKR′.Gen (4.3)

The map EEQKR works on the 16n-dimensional state ρABE created by Eve. We follow
the systematic approach of Section 2.5.3 to describe the output of EEQKR(ρABE).

The map EQKR′.Gen fetches the classical input variables and generates the local
randomness. The exact procedure for obtaining shared keys is left open as long as its
security is composable.

EQKR′.Gen(ρABE) = E
mzbuvr

|mzbuvr〉〈mzbuvr| ⊗ ρABE. (4.4)

Note that all input variables except m are uniform. LetM denote EQKR′.Meas ◦
EQKR′.Enc◦EQKR′.Gen. The measurements introduce a coupling between the classi-
cal b register and the quantum state. It destroys the AB subsystem and creates new
classical registers s, t ∈ {0, 1}n. In addition, Alice computes c = Enc(m‖r) ∈ {0, 1}n,
x = c⊕ z and a = x⊕ s. Bob computes x′ = t̄⊕ a.

M
(
ρABE

)
= E

mzbuvr
|mzbuvr〉〈mzbuvr| ⊗ E

st
|st〉〈st| ⊗ ρE

bst ⊗
∑

caxx′

|caxx′〉〈caxx′|δc,Enc(m‖r)δx,c⊕zδa,x⊕sδx′,t̄⊕a (4.5)

where Est(·) =
∑
st 2−nPt|s(·), with Pt|s depending on the form of ρABE. In step 5

we will use a simple form of Pt|s due to the factorized form of ρABE.
The post-processing step introduces ω, z̃, b̃ and q is fetched from the reservoir.

Let θbst = NoiseCheck(b, x, x′) indicate whether the noise check of Definition 2.18
was passed. Let P denote the map that describes the protocol before the variables
are traced out.

P(ρABE) = E
mzbuvrq

|mzbruvq〉〈mzbuvrq| ⊗ E
st
|st〉〈st| ⊗ ρE

bst ⊗
∑

cxayωz̃b̃

|caxx′ωz̃b̃〉〈cxayωz̃b̃|δc,Enc(m‖r)δx,c⊕zδa,x⊕sδx′,t̄⊕a

δω,θst

[
θbstδz̃‖b̃,Fu(x‖b‖r) + θbst2

−nδb̃,Gv(b‖q)

]
. (4.6)
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In addition EQKR’.Post traces out the variables zbrqstcxx′ that are not part of
the output, ciphertext or transcript.

EEQKR(ρABE) = ρUV Z̃B̃MAΩE

= E
uvmz̃b̃a

∑

ω

|uvz̃b̃maω〉〈uvz̃b̃maω| ⊗ [ωρ
E[ω=1]

ub̃z̃a
+ ωρ

E[ω=0]

vb̃a
] (4.7)

ρ
E[ω=1]

ub̃z̃a
= E

bst
ρE
bstθbst2

n|B|n E
r
δz̃‖b̃,Fu[(s⊕a)‖b‖r] (4.8)

ρ
E[ω=0]

vb̃a
= E

bst
ρE
bstθbst|B|n E

q
δb̃,Gv(b‖q). (4.9)

In slight abuse of notation we have written 2−n
∑
a = Ea, 2−n

∑
z̃ = Ez̃, |B|−n

∑
b̃ =

Eb̃. In (4.7,4.8,4.9) we would systematically have written ρE[ω=1]

uvb̃z̃ma
and ρE[ω=0]

uvb̃z̃ma
, but

in the subscript we have kept only the variables on which the state actually has
dependence.

The idealized version FEQKR of the protocol is obtained by first executing EEQKR,
then tracing away the message m and the keys uvz̃b̃, and finally replacing them with
completely random values.9

FEQKR(ρABE) = χUV Z̃B̃A ⊗ E
m

∑

ω

|mω〉〈mω| ⊗
(
ωρE[ω=1] + ωρE[ω=0]

)
(4.10)

ρE[ω=1] = E
bst
ρE
bstθbst (4.11)

ρE[ω=0] = E
bst
ρE
bstθbst. (4.12)

The states with label ‘[ω = 1]’ are sub-normalized; we have tr ρE[ω=1] = Ebst θbst
and Eu tr ρ

E[ω=1]

ub̃z̃a
= Ebst θbst, where Ebst θbst is the probability that the noise check

of Definition 2.18 yields one. Similarly tr ρE[ω=0] = 1 − Ebst θbst and Ev tr ρ
E[ω=0]

vb̃z̃a
=

1− Ebst θbst.
Note that when m is uniform, the trace distance of the actual versus the ideal out-

put state has an intuitive meaning as the distance of the keys/seeds from uniformity
given Eve’s side information,

∥∥∥(EEQKR −FEQKR)(ρABE)
∥∥∥

1
=

∥∥∥ρUV Z̃B̃MAΩE − χMUV Z̃B̃ ⊗ ρAΩE
∥∥∥

1
.(4.13)

Note that (4.13) allows us to use Lemma 2.10 such that a small diamond norm
implies encryption, key recycling and forward secrecy.

4.6 Main result: upper bound on the diamond norm

Theorem 4.1. Let ρ̄E denote a smoothed state satisfying ‖ρE − ρ̄E‖1 ≤ ε. Let
γb ∈ [0, 1

2 ] be a noise parameter corresponding to basis b. Let γ = maxb γb, let β be

9 The distribution of m does not have to be uniform.



4.6. Main result: upper bound on the diamond norm 91

the noise threshold and let nb denote the number qubits Alice measures in basis b.
Then
∥∥∥EEQKR −FEQKR

∥∥∥
�
<

(n+ 1)15

[
1

2
√
|Q|

+ min
(
Pacc, ε+

1

2
trE

√
2n−%|B|ntrBS(ρ̄BSE)2

)]
. (4.14)

with

Pacc = E
nb:

∑
b nb=n

∏

b∈B

bnbβc∑

c=0

(
nb
c

)
γcb(1− γb)nb−c. (4.15)

The min{· · · } term is the same as in (4.1) with ` replaced by n−%. Since the same
symmetrization is used, ρBSE has the same description for QKR of Chapter 3 and
EQKR. This implies the asymptotic result (4.2) with ` replaced by n− %. Asymptoti-
cally it holds that the error correction redundancy has size n− (`+%)→ nh(β). This

then yields an expression 1
2

√
2`−n+nh({1− 3

2γ,
γ
2 ,
γ
2 ,
γ
2 })+O(

√
n). We conclude that the

asymptotic rate (`/n) equals 1− h({1− 3
2γ,

γ
2 ,

γ
2 ,

γ
2 }), as mentioned in Section 4.1.3.

The factor 21−λ in (4.1) comes from the transition from the original to the modified
protocol and is part of the final security parameter for EQKR as well.

The term 1

2
√
|Q|

dictates that, in order to have α bits of security, we have to set

log |Q| > 30 log(n+ 1)− 2 + 2α. Hence in case of reject the amount of expended key
material is n− 1 + 30 log(n+ 1) + λ+ 2α. Asymptotically this is n[1 +O( logn

n )].

Proof of Theorem 4.1: For bounding the trace norm ‖(EEQKR−FEQKR)(ρABE)‖1, we
start from (4.7), (4.10) and use the fact that the eigenvalue problem reduces to an
individual eigenvalue problem for each value of the classical variables, orthogonal to
the other values. We get

‖(EEQKR −FEQKR)(ρABE)‖1 = Dacc +Drej (4.16)

Dacc = E
umz̃b̃a

∥∥∥ρE[ω=1]

ub̃z̃a
− ρE[ω=1]

∥∥∥
1

(4.17)

Drej = E
vmz̃b̃a

∥∥∥ρE[ω=0]

vb̃z̃a
− ρE[ω=0]

∥∥∥
1
. (4.18)

First we provide two upper bounds on Dacc. The first one simply follows from the
triangle inequality,

E
u

∥∥∥ρE[ω=1]

ub̃z̃a
− ρE[ω=1]

∥∥∥
1
≤ E

u
‖ρE[ω=1]

ub̃z̃a
‖1 + E

u
‖ρE[ω=1]‖1 (4.19)

= E
u

tr ρ
E[ω=1]

ub̃z̃a
+ tr ρE[ω=1] = 2 E

bst
θbst. (4.20)

For the second bound on Dacc we follow the remaining steps of the proof recipe of
Section 2.5. Step 4: we introduce smoothing of ρ as in [Ren05, RK05, TSSR11],
allowing states ρ̄ that are ε-close to ρ in the sense of trace distance. The smoothing
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has no effect on the classical part of the classical-quantum states. We have Dacc ≤
2ε+Dacc, with Dacc = Euvmz̃b̃a ‖ρ̄

E[ω=1]

ub̃z̃a
− ρ̄E[ω=1]‖1. We write

Dacc = E
muz̃b̃a

tr
√

(ρ̄
E[ω=1]

ub̃z̃a
− ρ̄E[ω=1])2 (4.21)

Jensen
≤ E

mz̃b̃a

tr

√
E
u
(ρ̄

E[ω=1]

ub̃z̃a
− ρ̄E[ω=1])2 (4.22)

= E
mz̃b̃a

tr

√
E
u
(ρ̄

E[ω=1]

ub̃z̃a
)2 − (ρ̄E[ω=1])2. (4.23)

In (4.22) we used Jensen’s inequality (Lemma 2.14). In (4.23) we used Eu ρ̄
E[ω=1]

ub̃z̃a
=

ρ̄E[ω=1]. Next we evaluate the expression under the square root, making use of the
properties of the pairwise independent hash function F . Squaring (4.8) yields

E
u
(ρ̄

E[ω=1]

ub̃z̃a
)2 − (ρ̄E[ω=1])2

= E
bb′ss′tt′

ρ̄E
bstρ̄

E
b′s′t′θbstθb′s′t′2

2n|B|2n (4.24)

E
urr′

δz̃‖b̃,Fu[(s⊕a)‖b‖r]δz̃‖b̃,Fu[(s′⊕a)‖b′‖r′] − (ρ̄E[ω=1])2

= E
bb′ss′tt′

ρ̄E
bstρ̄

E
b′s′t′θbstθb′s′t′ E

rr′
[1+(2n|B|n−1)δss′δbb′δrr′ ]−(ρ̄E[ω=1])2 (4.25)

= (2n|B|n − 1)2−% E
bb′ss′tt′

δbb′δss′ ρ̄
E
bstρ̄

E
b′s′t′θbstθb′s′t′ (4.26)

< 2n−%|B|n E
bb′ss′tt′

δbb′δss′ ρ̄
E
bstρ̄

E
b′s′t′ (4.27)

= 2n−%|B|n E
bb′ss′

δbb′δss′ ρ̄
E
bsρ̄

E
b′s′ = 2n−%|B|ntrBS(ρ̄BSE)2. (4.28)

In (4.25) we use the pairwise independent property of Fu. In (4.27) we used θbst ≤ 1.
We have obtained the bound Dacc <

√
2n−%|B|n· trE

√
trBS(ρ̄BSE)2. We derive a

bound on Drej using similar steps, but without the smoothing. Squaring (4.9) and
taking the expectation Ev we get

E
v
(ρ

E[ω=0]

vb̃z̃a
)2 − (ρE[ω=0])2

= E
bb′ss′tt′

ρE
bstρ

E
b′s′t′θbst θb′s′t′ E

qq′
|B|2n E

v

[
δb̃,Gv(b‖q)δb̃,Gv(b′‖q′)

]
− (ρE[ω=0])2 (4.29)

= E
bb′ss′tt′

ρE
bstρ

E
b′s′t′θbst θb′s′t′ E

qq′

{
1 + (|B|n − 1)δbb′δqq′

}
− (ρE[ω=0])2 (4.30)

=
|B|n − 1

|Q| E
bb′ss′tt′

δbb′ρ
E
bstρ

E
b′s′t′θbst θb′s′t′ (4.31)

<
|B|n
|Q| E

bb′ss′tt′
δbb′ρ

E
bstρ

E
b′s′t′ =

|B|n
|Q| E

bb′
δbb′ρ

E
b ρ

E
b′ . (4.32)

Step 5: we use Lemma 2.16 to write ρABE in factorized form ρABE = (σABE)⊗n. This
allows us to write pt|s = γHamm(s⊕t̄)(1− γ)Hamm(s⊕t) where we assume the noise in each
basis is the same maximal value γ for the second term in the min(·) of (4.14). For the
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first term in the min(·) we allow for different noise levels γb and find Ebst θbst = Pacc.
Finally, we can use Lemma 2.20 to write ρE

b = ρE yielding the bound Drej < 1/
√
|Q|.

�

4.7 Discussion

We have shown that the protocol QKR of Chapter 3 can be modified in a way that
eliminates all classical communication from Alice to Bob, without increasing the num-
ber of qubits. Essentially we have moved the classical OTP of QKR to the next round.
Furthermore the error correction and authentication are happening ‘inside’ the quan-
tum state. The asymptotic communication rate is not affected and is equal to the rate
of QKD with one-way postprocessing. Our protocol has forward secrecy. The size of
the keys shared by Alice and Bob is n+ n log |B|+ log |U|+ 4λ, (namely z ∈ {0, 1}n,
b ∈ Bn, u ∈ U , ξ ∈ {0, 1}λ, k ∈ {0, 1}λ), with log |U| = 2n + 2n log |B| + %. The
size of U could be reduced by switching from pairwise independent hash functions to
universal hash functions or almost-univeral hashing. While the proof of QKR in the
previous chapters relies on the hash seed u for the decoupling of m and x, the pad z
has that role in EQKR. Another way of reducing the size of the initial key material
is reducing the size of z by %. In the encoding step we can choose to write c in sys-
tematic form. Then a part of c literally equals r, which is already uniform. Reducing
the size of z by % then still yields a uniform string allowing us to use the same proof
technique while reducing the initial key material is reduced. Furthermore, the length
of the seeds u, v is reduced by 2%. The effect of this modification to the rate is to be
determined.

In the accept case the reservoir of shared key material remains untouched. In
the reject case the number of bits expended from the reservoir is n+O(log n). This
can again be reduced by shortening z by %. Asymptotically, in the noiseless case
(n → ` + %, % → 0), this expenditure is very close to the optimum value ` [DPS05].
(It is not possible to protect an `-bit message information-theoretically with less than
` bits of key expenditure.)

It is possible to take the seed u from public randomness that is drawn in every QKR
round. This would not affect the security, and it would reduce the amount of shared
key material. However, it would require either (a) a source of public randomness that
is not known by Eve beforehand, e.g. a broadcast; or (b) communication of u from
Alice to Bob or the other way round. The former involves nontrivial logistics, while
the latter violates the aims of this chapter.

We have not done anything about the classical feedback from Bob to Alice. It
cannot be removed, because Alice needs to know if Bob correctly received her message.
On the other hand, one can consider a scenario where Alice and Bob are both senders,
in an alternating way. Then the feedback bit can be placed inside the next message,
resulting in a fully quantum conversation.

There is one drawback to the EQKR protocol described in this chapter. It is bad
at dealing with erasures. As the actual message (as opposed to a random string) is
encoded in the quantum state, absorption of qubits in the quantum channel has to be
compensated in the error-correcting code. The effect of erasures on the rate is severe.
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A solution as proposed in Section 3.5.2 would imply that the message is no longer
encoded directly in the qubits; instead Alice sends a random string to Bob, part of
which survives the channel and gets used to derive an OTP. Such a solution does not
satisfy the aims of this chapter.

4.8 Can full embedding add to the security of QKR?

The EQKR protocol achieves very efficient communication in terms of round com-
plexity, classical communication, rate and key expenditure, especially in the noiseless
case. This leaves little to be desired in terms of efficiency. Besides efficiency encoding
the message directly into the qubits can increase the security of the protocol in the
following sense. When Alice and Bob are certain that the qubits have not been at-
tacked, the qubits no longer exists after the protocol ends. This seems to imply that,
as in unclonable encryption as introduced by Gottesman [Got03], it is safe to leak the
key material after the protocol is finished. However, since the privacy amplification
step in EQKR happens in between rounds, a single qubit can leak one bit of plaintext
when the keys become public. Since Alice and Bob can in no way guarantee not a
single qubit is kept in Eve’s quantum memory, EQKR has no unclonable encryption.

Can a quantum key recycling protocol have unclonable encryption? Is it possible
to have an unclonable encryption protocol that does not use up key material? How
does modifying a QKR scheme to have unclonable encryption affect its efficiency?
These questions will be answered in the next chapter.



Chapter 5
Qubit-based Unclonable Encryption

with Key Recycling

A stronger notion of encryption
As Alice and Bob’s relationship matures, their desire for an unbreakable
encryption scheme becomes stronger. Having used quantum key distribu-
tion combined with one-time pad encryption and quantum key recycling
with and without classical side-information, they already communicate with
information-theoretical security. One crucial assumption for the security of
their messages is that the keys used for encryption never leak to the outside
world. Eve should never get to know them.
One day Bob reads an article that revises his anxiousness about secure com-
munication. There are many cases of governments, hospitals, schools, lawyers,
etc. not properly erasing sensitive data from their computers when throwing
them away [GS03]. If Alice or Bob fails to properly destroy the secret keys
used in their protocol, all their past communication could still fall into Eve’s
hands! The protocol is not the problem, they are the problem. Maybe there’s
a protocol that can help though. They need a protocol that protects their
messages from human errors. They want to communicate in such a way that
after the messages are read by Bob, nothing they do in the future (except leak
the message itself) will compromise the security of the message. They want
to be able to safely give Eve all the keys used in their protocol without conse-
quences. They want unclonable encryption. Of course they want to sacrifice
as little of their so recently gained communication efficiency as possible.

5.1 Introduction

5.1.1 Doing better than One-Time Pad encryption

Classically, the best confidentiality guarantee is provided by One-Time Pad (OTP)
encryption. If Alice and Bob share a uniform n-bit secret key, they can exchange an
n-bit message with information-theoretic security. In the classical setting Eve is able

This chapter is based on [LŠ20a].
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to save a copy of the ciphertext. For the message to remain secure in the future, two
conditions must be met:

1. The key is used only once.

2. The key is never revealed.

If a quantum channel is available, these conditions can both be relaxed. (i) Quantum
Key Recycling (QKR) [BBB82, FS17, LŠ19a, Lv21] schemes provide a way of re-using
encryption keys. (ii) Unclonable Encryption (UE) [Got03] guarantees that a message
remains secure even if the keys leak at some time in the future.

In this chapter we introduce a scheme that achieves both the key recycling and UE
properties, and we explicitly prove that this can be achieved with low communication
complexity. Our scheme acts only on individual qubits with simple prepare-and-
measure operations.

5.1.2 Quantum Key Recycling

Quantum key distribution allows Alice and Bob to extend a small key, used for au-
thentication, to a longer key in an information-theoretically secure way. Combined
with classical one-time pad encryption this lets Alice and Bob exchange messages
with information-theoretic security. The security of both QKD and the one-time pad
is composable. The security of the combination of the two schemes is guaranteed by
the security of both schemes separately. In quantum key recycling, a classical message
is encrypted into a quantum ‘cipherstate’ using basis choices that are a shared secret
between Alice and Bob, and allows for the re-use of this secret when no disturbance
is detected. QKD and QKR have a lot in common. (i) They both encode classical
data in quantum states, in a basis that is not a priori known to Eve. (ii) They rely
on the no-cloning theorem [WZ82] to guarantee that without disturbing the quantum
state, Eve can not gain information about the classical payload or about the basis.

The main advantage of QKR over QKD+OTP is reduced round complexity: QKR
needs only two rounds. After the communication from Alice to Bob, only a single bit
of authenticated information needs to be sent back from Bob to Alice. In the previous
chapters we showed that QKR over a noisy quantum channel can achieve the same
communication rate as QKD (Chapter 3) even if Alice sends only qubits (Chapter 4);
a further reduction of the total amount of communicated data.

5.1.3 Unclonable Encryption

In 2003, D.Gottesman introduced a scheme called Unclonable Encryption1 (UE)
[Got03] where the message remains secure even if the encryption keys leak at a later
time (provided that not too much disturbance is detected). His work was motivated
by the fact that on the one hand many protocols require keys to be deleted, but on the
other hand permanent deletion of data from nonvolatile memory is a nontrivial task.
In this light it is prudent to assume that all key material which is not immediately

1 This is different from the unclonability notion of Broadbent and Lord [BL20] which considers
two collaborating parties who both wish to recover the plaintext.
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discarded is in danger of becoming public in the future; hence the UE security notion
demands that the message stays safe even if all this key material is made public after
Alice and Bob decide that they didn’t detected too much disturbance. (In case too
much disturbance is detected, the keys have to remain secret forever or permanently
destroyed.)

It is interesting to note that Gottesman’s UE construction allows partial re-use of
keys. However, it still expends one bit of key material per qubit sent. In this chapter
we introduce qubit-based UE without key expenditure. Gottesman remarked on the
close relationship between UE and QKD, and in fact constructed a QKD variant
from UE. The revealing of the basis choices in QKD is equivalent to revealing keys
in UE.

Since QKR sends a message directly instead of establishing a key for later use,
QKR protocols are natural candidates to have the UE property. In the case of noiseless
quantum channels, the high-dimensional encryption scheme [DPS05] and the qubit-
based scheme [FS17] seem to have UE. The QKR protocol of Chapter 3 also seems to
have UE for noiseless channels as well as for noisy channels although the parameters
would need to be modified, i.e. more privacy amplification is needed, reducing the
efficiency. However, none of these conjectures have been explicitly stated or proven,
which is a shame since resilience against key leakage is an interesting security feature.
The QKR of Chapter 4 where Alice sends only qubits is clearly not unclonable, due
to the fact that single-use keys are stored at the end of each round.

5.2 Combining unclonable encryption and key recycling

We construct an Unclonable Encryption scheme with recyclable keys, while aiming
for low communication complexity and high rate. We consider the following setting.
Alice and Bob have a reservoir of shared key material. Alice sends data to Bob in
N chunks. Each chunk individually is tested by Bob for consistency (sufficiently low
noise and valid MAC). In case of reject they have to access new key material from
the reservoir. In case of accept, Alice and Bob re-use their key material; this may
be done either by keeping keys unchanged or by re-computing keys without accessing
the reservoir. If the N ’th round was an accept, all keys of round N are assumed to
become public.

• For our definitions of key recycling (Definition 2.7) and unclonable encryption
(Defnition 2.11) we show a relation between KR and UE: If a KR scheme re-uses
all its long-term secrets in unchanged form upon accept, then it also has the
UE property.

• We introduce KRUE, a qubit-based prepare-and-measure scheme that satisfies
KR and UE. Alice sends a single transmission, which consists entirely of qubits.
Bob responds with an authenticated classical feedback bit. We apply the proof
recipe of Section 2.5 and find that it reduces to the diamond distance found in
the proof of 6-state QKD (Section 2.6). In the case of a noiseless channel this
reduction is almost immediate, without involving any inequalities.

• KRUE by itself expends key material. To become ‘key neutral’, it relies on an
external mechanism to securely transport some key material for the key update.



98 Chapter 5. Unclonable Encryption with Key Recycling

We propose to employ the efficient EQKR scheme of Chapter 4 as the external
mechanism. The advantage of using a QKR scheme is that it can be combined
efficiently with KRUE to yield a two-pass protocol, i.e. its advantage is low
round complexity. We derive the asymptotic rate of the combined KRUE+EQKR
scheme for BB84 encoding and 6-state encoding. In the case of BB84 encoding
the asymptotic rate of KRUE+EQKR is [1−2h(β)]2

1−h(β) , Here h is the binary entropy
function, and β is the tolerated bit error rate in the quantum channel.2

We present a rate comparison between various constructions that achieve UE
and KR simultaneously. KRUE+EQKR has the highest rate.

5.3 Pairwise independent hashing with easy inversion

To achieve unclonable encryption, security of the message needs to be guaranteed by
output of the performed privacy amplification on the qubit payload. This is different
from Chapter 4 where the privacy amplification was done in between rounds. To
achieve this without the need for classical communication, we will need a privacy
amplification function that is easily computable in two directions. Unfortunately the
code-based construction due to Gottesman [Got03] does not work with the proof tech-
nique of Chapter 2 and [Ren05], which requires a family of universal hash functions.
We will be using a family of pairwise independent hash functions F : {0, 1}k → {0, 1}k
that are easy to invert. An easy way to construct such a family is to use an affine
function in GF (2k) [LW99]. Let u = (u1, u2) with u1, u2 ∈ GF (2k) randomly chosen
such that u1 is invertible. Define Fu(x) = u1 · x + u2, where the operations are in
GF (2k). Likewise F inv

u (z) = u−1
1 · (z + u2). A pairwise independent family of hash

functions Φ from {0, 1}k to {0, 1}`, with ` < k, can be obtained by taking the ` most
significant bits of Fu(x).3 We denote this as

Φu(x)
def
= Fu(x)[:`]. (5.1)

The inverse operation is as follows. Given c ∈ {0, 1}`, generate random r ∈ {0, 1}k−`
and output F inv

u (c||r). It obviously holds that Φu(F inv
u (c||r)) = c. Computing an

inverse in GF (2k) costs O(k log2 k) operations [Moe73].

5.4 Attacker model and security definitions

5.4.1 Attacker model of unclonable encryption

For the setting of unclonable encryption, the attacker model needs to be altered
compared to the attacker model of Section 2.1 used thus far. When Alice and Bob
need to store information, the attacker model of unclonable encryption considers the
difficulty of deleting this information.

2 For comparison, the key generation rate of 4-state QKD (BB84) is 1− 2h(β) see (2.65).
3 The proof is straightforward. Write Fu(x) = c‖r, with c ∈ {0, 1}`. Let x′ 6= x. Then

Pru[Φu(x) = c∧Φu(x′) = c′] =
∑
r,r′∈{0,1}k−` Pru[Fu(x) = c‖r ∧ Fu(x′) = c′‖r′]. By the pairwise

independence of F this gives
∑
r,r′∈{0,1}k−` 2−2k = 2−2`.
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We work in the same setting as Gottesman [Got03], as discussed in Section 5.1.3.
We distinguish between on the one hand long-term secrets and on the other hand
short-term secrets. A variable is considered short-term only if it is created4 and
immediately operated upon locally (without waiting for incoming communication),
and then deleted. All other variables are long-term. (An example of a short-term
variable is a nonce that is generated, immediately used in a function evaluation and
then deleted. On the other hand, all keys that are stored between protocol rounds
are long-term.)

We consider two world views.

• World1. All secrets can be kept confidential indefinitely or are destroyed.

• World2. Long-term secrets are in danger of leaking at some point in time.

There are several motivations for entertaining the second world view. (a) It is dif-
ficult to permanently erase data from nonvolatile memory. (b) Whereas everyone
understands the necessity of keeping message content confidential, it is not easy to
guarantee that protocol implementations (and users) handle the keys with the same
care as the messages.

QKR protocols are typically designed to be secure in world1. In this chapter we
prove security guarantees that additionally hold in world2. One way of phrasing this
is to say that we add ‘user-proofness’ to QKR.

Alice sends data to Bob in N chunks. We refer to the sending of one chunk as
a ‘round’.5 In each round Bob tells Alice if he noticed a disturbance (reject) or not
(accept). In case of reject they are alarmed and they know that they must take
special care to protect the keys of this round indefinitely (i.e. a fallback to World1
security). Crucially, we assume that a key theft occurring before the end of round N
is immediately noticed by Alice and/or Bob. Without this assumption it would be
impossible to do Key Recycling in a meaningful way. We allow all keys to become
public after round N .

The rest of the attacker model consists of the attacker model of Section 2.1: no
information, other than specified above, leaks from the labs of Alice and Bob; there
are no side-channel attacks; Eve has unlimited (quantum) resources; all noise on the
quantum channel is considered to be caused by Eve.

5.4.2 Security notions

The proof recipe laid out in Section 2.5 is general enough to handle the altered attack-
ing model relevant for unclonable encryption. A protocol that achieves unclonable
encryption as well as key recycling has four security requirements.

• Encryption: The message is confidential in the accept as well as in the reject
case. Recall from Definition 2.4 that we require a small norm ‖ρMCTE − ρM ⊗
ρCTE‖1.

4 Performing a measurement on a quantum state is also considered to ‘create’ a classical variable.
5 One data transmission will be called a pass. A round consists of multiple passes.
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• Unclonable encryption: The message is confidential in the accept case, even
when all key material leaks. Recall from Definition 2.11 that we require a small
norm ‖ρMKK̃CTE

accept − ρM ⊗ ρKK̃CTE
accept ‖1.

• Key recycling: The keys remain confidential in the accept and reject case, also
when the plaintext leaks. Recall from Definition 2.7 that we require a small
norm ‖ρMK̃CTE − ρK̃ ⊗ ρMCTE‖1.

• Correctness: Alice and Bob hold the same future keys and in the accept case
hold the same message.

Note that our KR and UE do not automatically imply ENC. The ENC property
has to be considered as a separate requirement. For the combination of ENC and
KR can be proven using Lemma 2.10. For protocols that re-use rather than recycle
keys, unclonable encryption is implied by encryption and key recycling. The following
lemma holds.

Lemma 5.1.

(K̃accept = K) ∧ ε1-ENC ∧ ε2-KR =⇒ (ε1 + ε2)-UE. (5.2)

Proof. With K̃accept = K we have ‖ρMKK̃CTE
accept −ρM ⊗ρKK̃CTEE

accept ‖1 ≤ ‖ρMKCTE
accept −

ρM ⊗ρK⊗ρCTE
accept‖1 +‖ρM ⊗ρK⊗ρCTE

accept−ρM ⊗ρKCTE
accept ‖1. The first term is bounded

by taking the trace over K and using ε1-ENC. For the second we take the trace over
M , yielding ‖ρKCTE

accept − ρK ⊗ ρCTE
accept‖1. This expression is bounded by ε2, which is

seen by taking the M -trace of (2.7). �

Lemma 5.1 is an important statement: any ENC scheme that upon accept re-uses
its keys in unmodified form and satisfies KR is automatically a UE scheme. It is in-
teresting to note that [FS17] has K̃accept = K but does not satisfy our KR definition,
whereas Chapters 3 and 4 satisfy our KR definition but do not have K̃accept = K.
By Theorem 4 in [DPS05] and Lemma 5.1, the high-dimensional scheme of Damgård
et al. [DPS05] has the UE property.

5.5 The proposed scheme

We propose a qubit-based prepare-and-measure scheme for Unclonable Encryption
with Key Recycling. It consists of two components: (i) a core part that we call
KRUE, which protects the message, and (ii) a quantum key recycling scheme EQKR
for refreshing some of the keys.

KRUE involves two passes: one from Alice to Bob, followed by a short feedback
message from Bob to Alice. We use the EQKR scheme of Chapter 4. A different QKR
scheme would also suffice as long as it is likewise a two-pass scheme. EQKR is chosen
because of its efficiency. The scheme of Chapter 3 will yield the same rate.

We denote the composition of KRUE and EQKR as “KRUE+EQKR”. This compo-
sition is a two-pass protocol, defined as follows.
1. Alice sends the first pass of KRUE and the first pass of EQKR together.
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2. Bob sends the second pass of KRUE and the second pass of EQKR together.
3. Alice and Bob both execute EQKR.Post and then KRUE.Post.

If KRUE has accept but EQKR has reject then EQKR is re-run again on its own
until it succeeds. This is safe since EQKR serves only to transport random keys for
the next round.

5.5.1 KRUE building blocks

KRUE consists of publicly known algorithms Gen, Enc, Dec and Post. It works with
bit-lengths λ, `, k, and n which are publicly known. KRUE needs the following
ingredients, which Alice and Bob have agreed on beforehand.

• A set B of measurement bases. In particular the BB84 set consisting of the
standard basis and the Hadamard basis, or the 6-state set consisting of the
bases in the ±x, ±y, ±z direction.

• An information-theoretically secure MAC function Γ : {0, 1}2λ × {0, 1}`−λ →
{0, 1}λ, outputting a tag τ of length λ, where λ is the security parameter. For
an adversary who does not know the key, the probability of forgery is 2−λ.

• The pairwise independent hash families {Fu} : {0, 1}κ → {0, 1}κ and {Φu} :
{0, 1}κ → {0, 1}` as discussed in Section 5.3. We use the {Φu} for privacy
amplification in the ‘standard’ way, except that Alice is now able to choose the
outcome of the hashing.

• A binary linear error correcting code which has encoding function Enc : {0, 1}κ →
{0, 1}n in systematic form and decoding function Dec : {0, 1}n → {0, 1}κ. The
code is built to correct bit error rate β with certainty. (The distance of the
code is 2βn.) Asymptotically the codeword length n as a function of κ and β
is given by n→ κ

1−h(β) .

• The channel monitoring procedure of Definition 2.18 that checks that the noise
does not exceed β seperatly for each basis.

5.5.2 KRUE protocol steps

In round j, Alice wants to send a message µj ∈ {0, 1}`−λ. We will often drop the
index j for notational brevity. The protocol steps are described below. We use the
notation ~0κ for the all zero’s string of length κ. Section 5.5.3 lists some of the con-
siderations that lie at the basis of this protocol design.

KRUE.Gen:
Alice and Bob generate the shared key material consisting of a mask z ∈ {0, 1}`,
a MAC key kMAC ∈ {0, 1}2λ, a basis sequence b ∈ Bn, keys ϕ0, ϕ1 ∈ {0, 1}λ for
authenticating the feedback bit, a key u ∈ {0, 1}2κ for universal hashing and a
key e ∈ {0, 1}n−κ to mask the redundancy bits. Alice and Bob furthermore share
a reservoir of spare key material (krej) from which to refresh key material in case
of reject.
Alice generates the plaintext µ ∈ {0, 1}`−λ and a random string r ∈ {0, 1}κ−`.
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She computes the authentication tag τ = Γ(kMAC, µ) and the augmented message
m = µ‖τ .

KRUE.Enc:
Alice computes the ciphertext c = z ⊕m, the reversed privacy amplification p =
F inv
u (c‖r) ∈ {0, 1}κ and the qubit payload x = Enc(p) ⊕ (~0κ‖e) ∈ {0, 1}n. She

deletes r. She prepares |Ψ〉 =
⊗n

i=1 |ψbixi〉 and sends it to Bob. Alice deletes
x, p, c, r.

KRUE.Meas:
Bob receives |Ψ〉′ and measures in the basis b, yielding x′ ∈ {0, 1}n.

KRUE.Post
Bob decodes p̂ = Dec(x′ ⊕ (~0κ‖e)). He computes ĉ = Φu(p̂), x̂ = Enc(p̂)⊕ (~0κ‖e)
and µ̂‖τ̂ = ĉ ⊕ z. He performs the channel monitoring and checks the MAC. He
computes ω = NoiseCheck(b, x̂, x′) ∧ Γ(kMAC, µ̂) == τ̂ . He sends ϕω to Alice.
Bob deletes x′, x̂, p̂, ĉ.
Alice deduces ω from Bob’s feedback, or aborts if she does not receive either ϕ0

or ϕ1.
Alice and Bob perform the following actions (a tilde denotes the key for the next
round):
— Re-use b, u, kMAC, ϕω.
— Refresh ϕω, e to entirely new ϕ̃ω, ẽ using an external mechanism.
— In case of accept re-use z. In case of reject take fresh z̃ from krej.

After round N , according to the attacker model, all keys from all rounds leak6

except for masks z associated with reject events. I.e. what leaks is: b, u, kMAC,
{ϕ(j)

0 , ϕ
(j)
1 , e(j)}Nj=1, and if round N was accept also z(N). Note that although r

is generated in KRUE.Gen and deleted in KRUE.Enc it is a short term variable as
Alice can perform these actions without waiting for Bob. The protocol is also shown
in Figure 5.1.

5.5.3 Design rationale

The rationale behind the various design choices in our scheme is as follows.

• The payload x ∈ {0, 1}n needs to be uniform (as seen by Eve), otherwise Eve
can get information about the basis b from the qubit states |ψbixi〉. Uniformity is
most difficult to achieve in the case of known plaintext µ. We make x uniform in
three steps. The z masks the ` bits of m ∈ {0, 1}`; then appending r increases
that to κ bits; finally the e masks the n−κ redundancy bits. Here we need that
the error-correcting code is in systematic form.

• The tag τ allows Bob to verify that the received string m has not been manip-
ulated.

• The UE property holds for the following reason. After the keys have been re-
vealed, Eve extracts partial information about x from her quantum system. If
x itself were a ciphertext, she would be able to perform decryption and thus

6 Optionally this leakage can be made part of the protocol, i.e. Alice and Bob publish the keys.
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<latexit sha1_base64="tky2/Fc5f+J9c/oUEDr5JmmvESk="></latexit>

Decode: p̂ = Dec(x0 � (~0kke))
Privacy amplification: ĉ = �u(p̂),
Recover µ̂k⌧̂ = ĉ� z, x̂ = Enc(p̂)� (~0kke)
! = NoiseCheck(b, x̂, x0) ^ �(kMAC, µ̂) == ⌧̂
Delete x0, x̂, p̂, ĉ

Re-use b, u, kMAC,'!.
Fresh '̃!, ẽ
If ! == 1:

z̃  z
Else refresh z̃

<latexit sha1_base64="tBFbyz/vcvTlQfYHgACLtxJNOpY="></latexit>

Measure | bi
xi
i0 in bi yielding x0

Alice

<latexit sha1_base64="NtlR0k7yQ0JknPkiC1PUV35HmXo="></latexit>

Bob

<latexit sha1_base64="c6t8LwmDBXgIkeKAlmnsaJ0LOjU="></latexit>

<latexit sha1_base64="BN0YqghzvLVg3aEbaqwUI6eyh1A="></latexit>Nn
i=1 | bi

xi
i

<latexit sha1_base64="/TLOq4OWNH8FsUiG9KeyZipiIiY="></latexit>

KRUE.Gen
<latexit sha1_base64="hAJxCgzUTgiZn0K9UTJUag3QgNE="></latexit>

z, u, b, e, kMAC,'0,'1, krej

<latexit sha1_base64="kIDdUf6KyAAhUQsNGWkiiGXVGXc="></latexit>

KRUE.Enc + KRUE.Meas

<latexit sha1_base64="sqSnJoQtsQoGU52C1Y9K+TrNI1M="></latexit>

KRUE.Post

<latexit sha1_base64="zWuVwqUogk6l2HzYF/+NagmNl6Y="></latexit>'!

<latexit sha1_base64="+7hTA30iSJtbPKGFIb2Z0VKXDh0="></latexit>

Ciphertext: c = z �m
inv. privacy ampl.: p = F inv

u (ckr)
Payload: x = Enc(p)� (~0kke)
Prepare n quantum states: | bi

xi
i

Delete x, p, c, r

<latexit sha1_base64="UZMuCS0gzeXn6l/Ot1hqCiv8BV8="></latexit>

Re-use b, u, kMAC,'!.
Fresh '̃!, ẽ
If ! == 1:

z̃  z
Else refresh z̃

Figure 5.1: A single round of KRUE.

obtain some non-negligible amount of information about the plaintext. How-
ever, the actual ciphertext c is obtained from x by a privacy amplification step
(similar to QKD), and hence Eve knows almost nothing about the ciphertext.

• The usual steps of information reconciliation (error correction Enc,Dec) and
privacy amplification (Φu) are performed. What is special here is that we do
not want the outcome of the hash Φu to be random, but equal to some target
value c. For this reason we are applying the construction of Section 5.3 with
the truncation of the invertible Fu.

• We want to re-use the basis b in unmodified form. Our definition of the KR
property (Definition 2.7) demands that Eve learns next to nothing about b, with
a formulation in terms of a trace distance, until we let b leak after round N .
This requirement is impossible to satisfy if Eve has access to the feedback bit
ω. She may make a guess for b in a small number of qubit positions, just small
enough to be on the edge of the ECC’s error-correction capability, measure those
qubits in the guessed bases and forward the resulting state to Bob. Observing ω
then yields non-negligible information about b. In order to avoid this problem
we encrypt ω temporarily. Bob’s feedback ϕω simultaneously encrypts and
authenticates ω. (Note that all ω’s are revealed after round N , because all
keys leak eventually.) The keys ϕ0, ϕ1 essentially form a single-use random
codebook.
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• It is always safe to re-use the key kMAC and the seed u. Intuitively this is
clear from the fact that z, e, r together entirely mask the relation between the
payload x and the augmented message m. Since the tag is part of m, the kMAC

can safely be re-used when m is secure.

• The reason for doing the refreshment of ϕω, e via an external mechanism is that
it would be inefficient to send them via Unclonable Encryption. These keys are
revealed after round N , so they do not need the extra level of protection. In
Section 5.8.5 we study the case where ϕ̃ω, ẽ are sent as part of µ; it turns out
that this causes a severe penalty on the rate.

Remark. It is possible to send the current-round e via QKR instead of the next-
round key ẽ. This would make e into a short-term variable instead of a long-term key,
and would make it possible to elegantly use Lemma 5.1 in the security proof of KRUE.
However, it would also complicate the security analysis of the combined scheme. We
will not pursue this possibility.

5.6 Proof structure

We prove the security properties laid out in Section 5.4.2. We distinguish between
secrecy and correctness. We apply the proof recipe of Section 2.5. We first describe
a modified protocol that simplifies the security proof (steps 1 and 2). Next we sys-
tematically obtain the CPTP maps describing the modified protocol (step 3). In step
4 we consider smooth states and find a bound on the diamond norms that directly
relates the the QKD bound of Section 2.6. Since the same qubit invariances are used,
steps 5 and 6 can follow identical steps to the QKD proof and yield very similar
bounds. Note that the UE and KR properties follow from slightly different maps
since in UE the key is assumed to leak while key recycling only makes sense as long
as the keys didn’t leak yet.

5.6.1 Secrecy

The notation E(ρABE) stands for the CPTP map KRUE.Post◦KRUE.Dec◦KRUE.Enc◦
KRUE.Gen acting on the AB part of ρABE. The output is E(ρABE) = ρMKM ′K̃TΩE.
The different nature of the KR and UE property forces us to introduce additional no-
tations. On the one hand, we write EUE = trM ′ ◦ E , so that EUE(ρABE) = ρMKK̃TΩE.
On the other hand we write EKR = trKM ′ ◦ E , with EKR(ρABE) = ρMK̃TΩE. Further-
more we introduce the notation EacceptUE for EUE followed by selecting the Ω = 1 part
of the state, and similarly ErejectUE .7

The ‘ideal’ version of E is denoted as F , with notations FUE, Faccept
UE and FKR

defined as for E . The F is 0-ENC, 0-KR and 0-UE. The F satisfies FKR(ρABE) =∑
m∈M Pr[M = m]

∑
k̃∈K

1
|K| |mk̃〉〈mk̃| ⊗ trMK̃EKR(ρABE), Freject

UE = ErejectUE , and
Faccept

UE (ρABE) =
∑
m∈M Pr[M = m]|m〉〈m| ⊗ trMEacceptUE (ρABE).8

7 Eaccept
UE and ErejectUE are not trace-preserving.

8 0-ENC and 0-KR follow from Lemma 2.10. Given 0-ENC the behavior of EUE in case of reject
is already ideal.
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We consider again the sequence of N chunks. The KR property must hold in the
first N−1 rounds. The ENC and UE property must hold in all rounds. The following
condition implies ε-KR and ε-UE properties hold

∀j∈{1,...,N}
∥∥∥E(j)

UE ◦ E
(j−1)
KR ◦ · · · ◦ E(1)

KR − F (j)
UE ◦ F

(j−1)
KR ◦ · · · ◦ F (1)

KR

∥∥∥
�
≤ ε, (5.3)

where the superscript is the round index.
Using Lemma 2.12 it is easily seen that the following condition implies (5.3),

(N − 1)‖EKR −FKR‖� + ‖EUE −FUE‖� ≤ ε. (5.4)

It is therefore sufficient to upper bound the single-round quantities ‖EKR−FKR‖�
and ‖EUE −FUE‖�,

‖EKR −FKR‖� =
1

2
sup
ρABE

∥∥∥EKR(ρABE)− E
mk̃

|mk̃〉〈mk̃| ⊗ trMK̃ EKR(ρABE)
∥∥∥

1
(5.5)

‖EUE −FUE‖� =
1

2
sup
ρABE

∥∥∥EacceptUE (ρABE)− E
m
|m〉〈m| ⊗ trM EacceptUE (ρABE)

∥∥∥
1
. (5.6)

5.6.2 Correctness

It is straightforward to see that KRUE satisfies Correctness. Bob only accepts (sets
ω = 1) when the reconstructed tag successfully authenticates the reconstructed plain-
text τ̂ == Γ(kMAC, µ̂). The property of the information-theoretically secure MAC
and Eve’s ignorance of kMAC then guarantees Pr[m 6= m̂|ω = 1] ≤ 2−λ. The future
keys are either fresh or re-used in unaltered form.

5.7 EPR version of KRUE (step 1 and 2)

The security proof (Section 5.8) will be based on the EPR variant of the scheme.
Here we first present the EPR version of KRUE and its description in terms of CPTP
maps.

5.7.1 Protocol steps in the EPR version

In the EPR version of the protocol n noisy singlet states are produced by an untrusted
source, e.g. Eve. One half of each EPR pair is sent to Alice, the other half to Bob.
Before Alice and Bob perform their measurements, they perform the same public
random permutation π on their qubits. On their ith qubit, they apply a random
Pauli operator σαi . The protocol is invariant to the random permutation since a
uniform string is encoded in a uniform basis9. A permutation re-arranges the noise in
the measured strings over the bit positions {1, . . . , n}, which could potentially break
the symmetry; however, the error correction step is insensitive to such a change.

9Even when Eve knows the plaintext, her ignorance of the hash seed u ensures the payload is
uniform from her perspective.
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Alice measures her halves of the EPR pairs in the basis b ∈ Bn, resulting in a
string s ∈ {0, 1}n. Bob too measures his qubits in basis b, which yields t ∈ {0, 1}n.10
After they compute x and x′ respectively, Alice and Bob delete s, t.

Alice computes x as specified in Section 5.5.2, then computes a = x⊕ s and sends
a to Bob over an authenticated classical channel. Bob receives a, computes x′ = t̄⊕a
and performs the decryption steps specified in Section 5.5.2. KRUE.Post is performed
as before. The protocol steps are shown in Figure 5.2. We ignore the fact that the
two authentication tags (τ and ϕω) can each be forged by Eve with probability 2−λ;
the price for this omission is paid elsewhere, namely a term 2 ·2−λ in the overall error
of the scheme.

<latexit sha1_base64="YAOwBJysz0V1I9DKVt4+5rbm83I="></latexit>

Decode: p̂ = Dec(x0 � (~0kke))
Ciphertext: ĉ = �u(p̂),
Payload: x̂ = Enc(p̂)� (~0kke)
Message: µ̂k⌧̂ = ĉ� z
! = NoiseCheck(b, x̂, x0)
Delete t, x0, x̂, p̂, ĉ,⇡,↵

Re-use b, u
Fresh ẽ
If ! == 1:

z̃  z
Else refesh z̃

Alice

<latexit sha1_base64="NtlR0k7yQ0JknPkiC1PUV35HmXo="></latexit>

Bob

<latexit sha1_base64="c6t8LwmDBXgIkeKAlmnsaJ0LOjU="></latexit>

<latexit sha1_base64="cU2OnjxfXA/Jtb4rsKEpGbozRkc="></latexit>

|e �i⌦n

<latexit sha1_base64="D9bnW1tmFesRgaLCrnEpz+pG2M4="></latexit>!

<latexit sha1_base64="fFB1/UOn26ryYWutzuMdJiJiyWs="></latexit>a,⇡,↵

<latexit sha1_base64="wRvI8O20wbmgLT97TrdSIOHLgEw="></latexit>

z, u, b, e, krej

<latexit sha1_base64="Rt8rB/NHSaHvEekGYzD6PHGXL5E="></latexit>

KRUE’.Gen
<latexit sha1_base64="S+kd8Hb0hwWKPBJhf+bB5i8aIq0="></latexit>

Generate:
Shared random: z 2 {0, 1}`, b 2 Bn

u 2 {0, 1}2, e 2 {0, 1}n�, krej

Local random: r 2 {0, 1}�`

↵ 2 {0, 1, 2, 3}n, permutation ⇡
Plaintext: µ 2 {0, 1}`��

Message: m = µk⌧

<latexit sha1_base64="7Qf6WxKgeQeLKScaQcvLm7j2/m0="></latexit>

Generate:
Shared random: z 2 {0, 1}`, b 2 Bn

u 2 {0, 1}2, e 2 {0, 1}n�, krej

<latexit sha1_base64="vsMQlt78JDo2/iBWE/qricWoB4c="></latexit>

KRUE’.Enc + KRUE’.Meas

<latexit sha1_base64="RGw30dcUdIb9jkfI4dlq3Ax4eTo="></latexit>

KRUE’.Post

<latexit sha1_base64="E7LTPBOd/iUt+keQJouMVcHWT6c="></latexit>

Re-use b, u,.
Fresh ẽ
If ! == 1:

z̃  z
Else refresh z̃

Figure 5.2: EPR version of KRUE. The dashed line represents a confidential channel.

10 If the EPR pairs are noiseless then t = s̄; the inversion occurs because we work with singlet
states.
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5.7.2 CPTP maps for the EPR version of KRUE (step 3)

We specify the CPTP maps which represent the actions of Alice and Bob executed
on the noisy EPR pairs in the modified protocol KRUE’. The EUE is defined as the
four consecutive maps

EUE = KRUE′.Post ◦ KRUE′.Meas ◦ KRUE′.Enc ◦ KRUE′.Gen. (5.7)

The generation step initializes the variables mbzuer,

KRUE′.Gen(ρABE) = E
mbzuer

|mbzuer〉〈mbzuer| ⊗ ρABE. (5.8)

Here b, z, u, e, r are uniform, but m is not necessarily. The measurements of Alice
and Bob described by KRUE′.Meas ◦KRUE′.Enc use the classical b-register and ρABE,
outputting the strings s, t and Eve’s state ρE

bst, which is correlated to the measurement
basis b and the outcomes s, t,

KRUE′.Meas ◦ KRUE′.Enc (|b〉〈b| ⊗ ρABE) = E
st|b
|bst〉〈bst| ⊗ ρE

bst. (5.9)

Here the distribution of s and t is governed by the precise details of the ρABE cre-
ated by Eve. Anticipating the post-selection and random-Paulis technique applied in
steps 5 and 6 we write the effect of Eve’s actions as i.i.d. noise with noise parame-
ter γ. The marginals of s and t are uniform, while for all j ∈ {1, . . . , n} it holds that
Pr[sj = tj ] = γ.

The flag ω is computed as a function of b, s and t, which we will denote as ω =
θbst = NoiseCheck(b, s, t̄). We will use the notation Pacc for the probability that
the noise check has a positive outcome θbst = 1. Recall that for the noise check of
Definition 2.18 it holds that

Pacc
def
= E

bst
θbst = E

nb:
∑
b nb=n

∏

b∈B

bnbβc∑

c=0

(
nb
c

)
γcb(1− γb)n−c. (5.10)

where nb denotes the number of times the basis b is used for encoding. Let the map
P describe the protocol before all variables are traced out.

P(ρABE) = E
mbzuest

|mbzuest〉〈mbzuest| ⊗ ρE
bst ⊗

∑

capxx′ωz̃

E
r
|capxx′ωz̃r〉〈capxx′ωz̃r|

δa,s⊕xδc,m⊕zδp,F inv
u (c‖r)δx,p‖[Red(p)⊕e]δx′,t̄⊕aδω,θbst

[
ωδz̃z +

ω

2`
]
. (5.11)

Here ‘Red(p)’ stands for the redundancy bits appended to p in the systematic-form
ECC encoding Enc(p). Finally we trace away all variables that are not part of the
transcript or the output: s, t, c, p, x, x′, r. These variables exist only temporarily and
can be quickly discarded by Alice and Bob; they are never stored in nonvolatile
memory. The a and ω are observed by Eve as part of the communication. (The ω
initially in encrypted form, but the keys ϕ0, ϕ1 are assumed to leak in the future.)
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The b, z, u, e are assumed to leak in the future and thus they have to be kept as part
of the state. We obtain11

EUE(ρABE) = E
mbzue

∑

az̃ω

|mbzueaz̃ω〉〈mbzueaz̃ω| ⊗ E
st|b

ρE
bst

∑

p

2`δΦu(p),m⊕z

2−kδs⊕a,p‖[Red(p)⊕e]δω,θbst
[
ωδz̃z + ω2−`

]
. (5.12)

As discussed in Section 5.6, only the accept part (the ω = 1 part) of the idealized
FUE is relevant. This is obtained as Faccept

UE (ρABE) = Em |m〉〈m|⊗ trMEaccept
UE (ρABE).

We get

Faccept
UE (ρABE) = E

mbzue

∑

az̃

|mbzueaz̃〉〈mbzueaz̃|δz̃z

⊗ E
st|b

ρE
bstθbst

∑

p

2`−kδs⊕a,p‖[Red(p)⊕e] E
m′
δΦu(p),m′⊕z. (5.13)

Note that this expression is sub-normalized; its trace equals Ebst θbst. We write

(Eaccept
UE −Faccept

UE )(ρABE) = E
mbzue

∑

az̃

|mbzueaz̃〉〈mbzueaz̃|δz̃z ⊗ E
st|b

ρE
bstθbst

∑

p

2`−kδs⊕a,p‖[Red(p)⊕e][δΦu(p),m⊕z − E
m′
δΦu(p),m′⊕z]. (5.14)

For the description of EKR we have to take (5.12) and trace out z, e, ω.

EKR(ρABE)= E
mbu

2−n
∑

az̃

|mbuaz̃〉〈· · · | ⊗ E
st|b

ρE
bst

[
θbstδΦu((s⊕a)[:κ]),m⊕z̃ + 2−`θbst

]
(5.15)

The ideal functionality FKR has m, b, u, z̃ decoupled from the rest of the system. We
have FKR(ρABE) = Embu 2−`

∑
z̃ |mbuz̃〉〈mbuz̃| ⊗ trMBUZ̃EKR(ρABE), which yields

FKR(ρABE) = E
mbu

2−n−`
∑

az̃

|mbuaz̃〉〈mbuaz̃| ⊗ E
stb′

ρE
b′st. (5.16)

Note that Estb′ ρE
b′st = ρE. From Lemma 2.20 we know that Est|b ρE

bst = ρE. This
allows us to write

(EKR−FKR)(ρABE) = E
mbu

2−n−`
∑

az̃

|mbuaz̃〉〈· · · |⊗ E
st|b

ρE
bstθbst[2

`δΦu((s⊕a)[:κ]),m⊕z̃−1].

(5.17)

5.8 Security proof

In our analysis we will use λ as the security parameter, i.e. we will strive to make
all diamond distances smaller than 2−λ. In the asymptotics this will not always be
explicitly visible, as λ drops out of the expressions for the asymptotic rate.

11 Note that tracing out u or zz̃ in (5.12) yields a state in which the M -subspace is completely
decoupled from the rest of the Hilbert space. This shows that the scheme, when merely viewed as
an encryption scheme, protects m unconditionally as soon as the adversary does not know u or zz̃.
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5.8.1 Intermezzo: QKD with protected syndrome

In Chapter 2 we considered a QKD protocol that sends the syndrome over a public
authenticated channel. If instead we protect the syndrome with a one-time pad, we
end up with the same rate. The output can be obtained by tracing out the syndrome
e from (2.36) so that the output of the modified map E ′QKD is

E ′QKD(ρABE) = E
mbu

2−n
∑

acω

|mbuacω〉〈mbuacω|⊗ E
st|b

ρE
bstδω,θbst [ωδc,m⊕Φu(a⊕s)+ωδc⊥].

(5.18)
The idealized output state is obtained as Em |m〉〈m| ⊗ trMEQKD(ρABE), which yields

F ′QKD(ρABE) = E
mbu

2−n
∑

acω

|mbuacω〉〈· · · | ⊗ E
st|b

ρE
bstδω,θbst [ω E

m′
δc,m′⊕Φu(a⊕s) +ωδc⊥].

(5.19)
The diamond difference is given by

‖E ′QKD−F ′QKD‖� = 1
2 E
mbu

1

2n+`

∑

ac

∥∥∥∥ E
st|b

ρE
bstθbst2

`[δc,m⊕Φu(a⊕s) − E
m′
δc,m′⊕Φu(a⊕s)]

∥∥∥∥
1

.

(5.20)
When considering smooth density matrices ε-close to the real states (step 4), we can
apply identical steps (expect for the Jensen of e) as from (2.39) till (2.45). We find

‖E ′QKD −F ′QKD‖� ≤ min
(

E
bst
θbst,

1

2
E
b

tr
√

2` E
ss′|b

δss′ ρ̄E
bsρ̄

E
bs′

)
, (5.21)

which is identical to (2.45) except for a factor 2n−κ which is the size of the extra key
used to protect the syndrome. The remainder of the proof of Section 2.6 holds so that
the well known asymptotic QKD rate is obtained: 1−2h(β) for BB84 (Equation 2.65)
and 1− h(1− 3β

2 ,
β
2 ,

β
2 ,

β
2 ) for 6-state QKD (Equation 2.64).

5.8.2 How many qubits are used by KRUE

We are interested in the asymptotic rate that the composed scheme KRUE+EQKR, as
defined in Section 5.5, can achieve. We first show that the fraction `/n in KRUE ap-
proaches the asymptotic key generation rate of QKD with one-way post-processing.12
In Section 5.1.2 we analyze the reduction of the rate due to the use of EQKR as
external mechanism.

Since our analysis focuses on the asymptotics, it is not necessary to specify security
parameters in detail. It suffices to state that KRUE has to satisfy the ENC, KR, and
UE properties with some arbitrary ‘epsilon’ error values that are small but constant,
i.e. do not increase when ` is sent to infinity. Similarly, for the composition with
EQKR we only have to show that the error of the combined scheme is still constant.
That being said, our results allow for a non-asymptotic analysis as well, but we leave
this for future work.

12 As opposed to QKD protocols with more passes that allow Alice and Bob to perform advantage
distillation, which yields a higher rate.
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In KRUE there are two authentication tags. Each of these has forgery probability
2−λ. In the diamond norm formalism we can say that we are at trace distance 2 · 2−λ
away from ideality. Thus we can pretend that the two tags cannot be forged and
simply add a constant penalty 2 · 2−λ to the error. The penalty term does not affect
the asymptotics. This procedure allows us to write the CPTP maps for the protocol
in a simplified form as in Section 5.7.2, i.e. not needing various case distinctions due
to accidentally successful forgeries.

Theorem 5.2. Asymptotically, the KRUE protocol can satisfy the ENC, KR and UE
properties as defined in Section 2.4 with any fixed security parameter while achieving
the following ratio r = `/n,

rKRUE4state = rQKD
4state = 1− 2h(β) ; rKRUE6state = rQKD

6state = 1− h(1− 3β
2 ,

β
2 ,

β
2 ,

β
2 ). (5.22)

Proof of Theorem 5.2: We denote the maximally achievable value of `, at given n and
security parameter, as `max. We need to determine `max for both the UE and the
KR property individually and take the smaller of the two. From (5.5) and (5.6) in
Section 5.6 we know the ENC, KR and UE properties follow from the upper bounds
on the diamond distances ‖EKR−FKR‖� and ‖EUE−FUE‖�. We bound UE-distance
starting from (5.14) (part 1) and the KR-distance starting from (5.17) (part 2).

Part 1. First we note that (5.14) is the difference of two sub-normalized states
that both have trace equal to Ebst θbst. This immediately yields the bound ‖EUE −
FUE‖� ≤ Ebst θbst. Furthermore, from (5.14) we get, by using the orthogonality of
the eigenspaces of the classical subsystems,

‖EUE −FUE‖� =

E
mbzuea

∥∥∥∥∥ E
st|b

ρE
bstθbst

∑

p

2`+n−κδs⊕a,p‖[Red(p)⊕e][δΦu(p),m⊕z − E
m′
δΦu(p),m′⊕z]

∥∥∥∥∥
1

(5.23)

which resembles (5.20). The main difference is the 2n−κ
∑
p δs⊕a,p‖[Red(p)⊕e]. In step 4

in the QKD derivation as shown in Section 2.6, upon doubling as in (2.41), applying
the Eu then yields instead of δss′ the following expression,
∑

pp′

δpp′δs⊕a,p||(e⊕Redp)δs′⊕a,p′||(e⊕Redp′) = δss′δe,(s⊕a)[κ+1:n]⊕Red((s⊕a)[:κ]). (5.24)

The factor (2n−κ)2δe,···, together with the Ee outside the trace norm, together have
the same effect as having the plaintext syndrome in the QKD derivation: a factor 2n−κ

under the square root in (5.21). Asymptotically this yields `UE,4state
max = n − 2nh(β)

and `UE,6state
max = n− nh(1− 3β

2 ,
β
2 ,

β
2 ,

β
2 ).

Part 2. First we note that (5.17) is the difference of two sub-normalized states
that both have trace equal to Ebst θbst. This immediately yields the bound ‖EKR −
FKR‖� ≤ Ebst θbst. Furthermore, from (5.17) we find

‖EKR −FKR‖� = 1
2 E
mbu

1

2n+`

∑

az̃

∥∥∥∥ E
st|b

ρE
bstθbst[2

`δΦu((s⊕a)[:κ]),m⊕z̃ − 1]

∥∥∥∥
1

. (5.25)

This expression very closely resembles (5.20), with z̃ precisely playing the role of c,
and the term Em′ δc,m′⊕Φu(a⊕s) replaced by the constant ‘1’. Carrying the ‘1’ through
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steps (2.41) and (2.42) yields the same result as the QKD derivation, except for one
important difference: the (s+a)[:κ] restriction to the first κ bits yields a modification
of δss′ to the first κ bits only. In the end result the parameter n is entirely replaced
by κ. Hence we obtain asymptotically `KR,4state

max = k − kh(β) = n(1 − h(β))2 and
`KR,6state
max = κ+κh(β)−κh(1− 3β

2 ,
β
2 ,

β
2 ,

β
2 ) = n[1−h(β)][1+h(β)−h(1− 3β

2 ,
β
2 ,

β
2 ,

β
2 )].

It is easily seen that `UE
max ≤ `KR

max. For brevity we use shorthand notation h = h(β)
and H = h(1 − 3β

2 ,
β
2 ,

β
2 ,

β
2 ), noting that H > h and H < 2h. For BB84 encoding

we see `KR
max/`

UE
max = (1−h)2

1−2h ≥ 1. For 6-state we see `KR
max/`

UE
max = (1−h)(1+h−H)

1−H
= 1−H+h(H−h)

1−H ≥ 1. �

Remark: In the zero-noise case (β = 0) there is no mask e. Then we have, without
the use of inequalities, ‖EUE − FUE‖� = ‖EKR − FKR‖� = ‖EQKD − FQKD‖� =

Emubza ‖Est θbstρE
bst

[
2`δΦu(s⊕a),m⊕z − 1

]
‖1, i.e. the KR and UE properties reduce to

QKD security.
Also note that for β = 0 we could invoke Lemma 5.1 to prove UE, by viewing the

constant-length keys ϕ0, ϕ1 as ‘external’ to the proof.
For β > 0 we are not allowed to invoke Lemma 5.1, since not all the key material

is carried to the next round in unmodified form: upon accept the e is updated. The
e plays an integral role in the bounding of the diamond norm (5.23) and cannot be
moved outside that part of the proof.

5.8.3 Security and rate of the composition KRUE+EQKR

We consider the composition of KRUE with the EQKR scheme of Chapter 4.EQKR is
a two-pass protocol with the following properties: (i) its asymptotic rate equals the
QKD rate; (ii) Alice’s pass comprises only qubits and no classical communication.

First we show that security-wise the effect of the composition is that the errors
simply add up or remain unchanged. Hence, the composition does not complicate the
asymptotic analysis.

Theorem 5.3. Let QKR be a ε1-KR scheme in which Alice makes one pass. Let P
be a ε2-KR, ε3-UE scheme in which Alice makes one pass. Let Q be the composition
of QKR and P such that Alice sends her messages in parallel, and the message of
QKR contains all key material for P . Then Q is (ε1 + ε2)-KR, and it is ε3-UE with
respect to the message of P .

Proof: See Appendix 5.A. �
Next, we determine the asymptotic rate of KRUE+EQKR. Due to the additional

qubits spent in EQKR, the rate is lower than the `
n fraction of KRUE (and therefore

lower than the QKD rate).

Theorem 5.4. The asymptotic rate of the composed scheme KRUE+EQKR in the
case of 4-state and 6-state encoding is given by

rKRUE+EQKR
4state =

[1− 2h(β)]2

1− h(β)
; rKRUE+QKR

6state =
[1− h(1− 3β

2 ,
β
2 ,

β
2 ,

β
2 )]2

1− h(1− 3β
2 ,

β
2 ,

β
2 ,

β
2 ) + h(β)

. (5.26)



112 Chapter 5. Unclonable Encryption with Key Recycling

Proof: Let µ ∈ {0, 1}L. Sending µ via KRUE needs n = L/rKRUE qubits. Asymptot-
ically, the size of k̃OTP and k̃fb is negligible compared to ẽ. The size of ẽ is nh(β).
Sending ẽ via EQKR takes nh(β)/rEQKR = Lh(β)/(rQKRrKRUE) qubits. The total
number of qubits spent is q = L/rKRUE +Lh(β)/(rEQKRrKRUE). Using rKRUE = rEQKD

and rEQKR = rQKD this can be written as q = L(rQKD + h(β))/(rQKD)2. Finally the
overall rate is L

q = (rQKD)2

rQKD+h(β) , with r
QKD as given in (5.22). �

Interestingly, the rate rKRUE+EQKR
4state that we achieve here is twice the rate of the com-

position {QKD followed by Gottesman’s Unclonable Encryption scheme [Got03]}.13

5.8.4 Combining KRUE with QKD

We briefly comment on the option of combining KRUE with a QKD scheme instead
of a QKR scheme as the external mechanism. QKD spends as many qubits as QKR;
hence KRUE combined with QKD achieves the rate given in Theorem 5.4. However,
the drawback of QKD is that it is not a two-pass protocol. When allowing more
passes, two-way post-processing techniques can increase the rate of QKD beyond the
proven rates in Chapter 2 [Ren05]. This would increase the rate of KRUE + QKD a
bit as well.

5.8.5 KRUE∗: sending key updates via KRUE itself

In order to get a more ‘self-contained’ scheme, we study the option of not using an
external mechanism to transport the next-round keys ϕ̃ω, ẽ. Instead we reserve space
in the message µ for this purpose. We refer to the resulting scheme as KRUE∗. The
security of KRUE∗ is the same as for KRUE. The ratio `/n, however, is seriously
reduced, since the effective message size is now smaller by an amount λ + n − κ,
which asymptotically goes to nh(β). This causes a reduction of `/n by an amount
h(β), i.e. rKRUE

∗
= rKRUE−h(β). Since ẽ is already refreshed, no external mechanism

is needed, the rate of KRUE∗ is 1− 3h(β).

5.9 Comparison to other schemes

We briefly comment on the round complexity and the asymptotic rate of the protocols
proposed in this chapter as compared to other schemes. The word ‘round complexity’
here is not to be confused with the N rounds in our protocol. For a given message
chunk µj we count the number of times Alice has to send something, and refer to this
number as Alice’s number of passes.

We compare against other information-theoretically secure schemes which also do
not use up14 key material,

13 The rate for that combination is obtained as follows. The UE step needs nUE = L/[1− 2h(β)]
qubits. Then nUE bits of key need to be refreshed using QKD; this takes nQKD = nUE/[1− 2h(β)]

qubits. The rate is L/(nUE + nQKD) = 1
2
· [1−2h(β)]2

1−h(β)
.

14 Our schemes use up key material, but this is amortised over N rounds. We neglect this
expenditure for the purpose of the comparison.
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• QKD+OTP. Key establishment using Quantum Key Distribution, followed by
One Time Pad classical encryption. We consider efficient QKD with negligible
waste of qubits [LCA05] and the smallest possible number of communication
rounds: only 2 passes by Alice.

• QKR. Qubit-wise prepare-and-measure Quantum Key Recycling as described
in Chapter 3 and 4. Only a single pass by Alice is needed, since Alice and Bob
already share key material.

• QKD+[Got03]. Key establishment using QKD, followed by Gottesman’s Un-
clonable Encryption [Got03]. At least two passes by Alice are needed.

• QKR+[Got03]. Key establishment using QKR, followed by Gottesman’s Un-
clonable Encryption. Only a single pass by Alice is needed when the two are
performed in parallel.15

Alice Asymptotic

Protocol #passes rate (4-state) Unclonability

QKD + OTP 2 1− 2h(β) no

QKR [LŠ19a, Lv21] 1 1− 2h(β) no

QKD + [Got03] 2 1
2
· [1−2h(β)]2

1−h(β)
yes

QKR + [Got03] 1 1
2
· [1−2h(β)]2

1−h(β)
yes

KRUE∗ 1 1− 3h(β) yes

KRUE+QKD 2 [1−2h(β)]2

1−h(β)
yes

KRUE+QKR 1 [1−2h(β)]2

1−h(β)
yes

Table 5.1: Comparison of schemes that have no net expenditure of key material upon
accept.

The scheme properties are summarised in Table 5.1, and the rates are plotted in
Figure 5.3. (We only show 4-state encoding. The comparison holds qualitatively for
6-state encoding as well, but with slightly higher rates.) QKR is an improvement over
QKD in terms of round complexity, while achieving the same rate. However, QKD
and QKR over a noisy channel do not have the Unclonable Encryption property.

To our knowledge, the only existing scheme with an explicit proof of the UE prop-
erty before our work was Gottesman’s construction [Got03]. (And thus “QKD/QKR
+ [Got03]” was the only known way to have UE without net expenditure of key ma-
terial.) Our best performing scheme is KRUE+EQKR, with one pass from Alice and
double the rate of QKR + [Got03]. Our sub-optimal scheme KRUE∗ has a better rate
than QKD/QKR + [Got03] at noise levels below β ≈ 0.052.

The above comparison does not contain the key recycling schemes [DPS05, FS17],
because [DPS05] is defined only for the noiseless case β = 0, while [FS17] has low

15 We don’t give a proof for this combination as [Got03] uses a different proof technique.
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Figure 5.3: Asymptotic communication rates (4-state) as a function of the noise
parameter β.

rate (≤ 1
3 ) and limited noise tolerance. Note that [DPS05] has the UE property by

Lemma 5.1, and we suspect that [FS17] satisfies a version of unclonability with a
somewhat modified definition that allows for a reduction of the min-entropy of some
of the keys. We believe that the QKR scheme QKR of Chapter 3 can be tweaked to
have the UE property by doing more privacy amplification; this would probably lead
to the same rate as KRUE∗.

We briefly comment on the key sizes as a function of the message length L. The
keys in KRUE are the OTP z ∈ {0, 1}`, the hash seed u ∈ {0, 1}2k, the basis choice B ∈
Bn, the redundancy mask e ∈ {0, 1}n−κ, the authentication key kMAC ∈ {0, 1}2λ and
the random codebook (ϕ0, ϕ1) ∈ {0, 1}2λ. Counting only contributions proportional
to n, the total size in bits is ` + k + n + n logB + O(1). With L ≈ `, ` ≈ rQKDn,
k ≈ n[1−h(β)], the key size of KRUE (in the case of 4-state encoding) is approximately
L 4−3h(β)

1−2h(β) ≥ 4L.
Furthermore, sending nh(β) bits via the QKR scheme EQKR takes a further

4 nh(β)
1−2h(β) key bits. This adds up to L 4−7h(β)+6[h(β)]2

[1−2h(β)]2 as the total key size for the
combination KRUE+EQKR.

The keys are expended over a block of N rounds (or ≤ N in case of reject). If
there are no rejects, the ‘amortized’ key expenditure per round equals the above key
size divided by N , which can be made much smaller than L.

Gottesman’s scheme has somewhat shorter keys, total length L 2−h(β)
1−2h(β) + O(1),

but it needs to refresh ≈ L/[1− 2h(β)] bits every round.

5.10 Discussion

We have proven, in the proof framework of Chapter 2, that quantum encryption over
noisy channels can have Unclonability (as defined by Gottesman) as well as Key Re-
cycling. The rate of KRUE, when disregarding the external mechanism, equals the
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QKD rate. The rate of KRUE+QKR is lower ( [1−2h(β)]2

1−h(β) in the case of 4-state encod-
ing), but (i) positive on the same β-interval as QKD and (ii) better than alternative
schemes that achieve both UE and KR. It is an open question whether the low rate
of UE schemes compared to QKD is unavoidable. The error-correction redundancy
data has to be somehow protected; this requirement does not exist in QKD. Yet, the
UE requirement makes it difficult to protect the redundancy, as long-term keys will
leak eventually. Perhaps an error-correcting scheme like [DS05], which was used in
[FS17], can help here.

One attempt to increase the rate of KRUE+EQKR is the following involving two
modifications. i) Send the current round e with EQKR; ii) choose x such that Φu(x) =
m⊕z. We remark in Section 5.5.3 that the current round error correction pad e could
be sent by the QKR protocol. This would make e a short term variable so that it
doesn’t leak entirely. This reduces the amount of privacy amplification needed to
achieve the UE property. The second modification is aimed to decrease the privacy
amplification needed for the key recycling property. When Alice can choose x such
that Bob’s privacy amplification step works on the entire string, i.e. Φu(x) = m⊕ z
instead of Φu(x[:κ]) = m ⊕ z, the rate for the KR property equals the QKD rate.
Unfortunately, computing such a qubit payload x is computationally infeasible for
Alice using the current way of performing privacy amplification and error correction.
How to make this operation feasible is an open question.

Our scheme was designed by starting from QKR and making the privacy ampli-
fication a step in the computation of the qubit payload. Gottesman’s construction
[Got03] does something very similar, and hence one might try to construct a variant
of KRUE that is closer to [Got03]. This would have the advantage that there is no
longer a seed u that needs to be stored as part of the keys, as [Got03] employs ECC-
based privacy amplification. In addition allows the entire payload to be an input to
the privacy amplification which seems to be a requirement to reach the QKD rate.
However, the proof technique that we use, with its reliance on hash families, does not
work for ECC-based privacy amplification.

Our protocols (temporarily) hide the accept/reject feedback bit ω. This is a
technicality that allows us to re-use b in un-altered form. The alternative would be
to send ω in the clear and then either (i) partially refresh b as in QKR and EQKR, or
(ii) find a way to cope with a reduced entropy of b as in [FS17]. Note that it is not
realistic to hide a large accumulation of ω-feedbacks from Eve. Alice and Bob would
have to act for a long time in a way that, to an external observer, does not depend
on the ω’s. For a small accumulation (e.g. size N) we expect that it is realistic to
hide the feedbacks temporarily.

It is of course possible to tweak KRUE in various ways to make it more efficient.
It may be possible to improve on the length of the hash seed, or the length of the
MAC key, or the entropy of b. We did not pursue such optimizations as our focus
was on the rate.

The downside associated with encoding a message directly into qubits, just as in
QKR and EQKR, is the vulnerability to erasures (particle loss) on the quantum chan-
nel. Whereas QKD can just ignore erasures, in QKR they have to be compensated
by the error-correcting code, which incurs a serious rate penalty.
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5.11 Beyond unclonable encryption

Having seen the properties of the protocol QKR in Chapter 3, one of the remaining
questions tackled in Chapter 4 was whether it is possible to improve the behavior
of the protocol in the reject case. It turned out the key re-use could be made more
efficient. In this chapter we have again constructed a protocol that has fine behavior
in the accept case, but is not very ambitious in the reject case. The key update is
as efficient as in Chapter 4, but the unclonable encryption property only improves
security in the accept case. In the reject case, we have the same confidentiality
guarantee the classical one-time pad provides. It might seem impossible to have any
guarantees on the security of the message when the quantum states don’t arrive at
Bob’s lab intact and the encryption keys leak. Nevertheless, the next chapter aims
to improve the reject behavior of unclonable encryption.



5.A. Proof of Theorem 5.3 117

Appendix

5.A Proof of Theorem 5.3

We consider the EPR version of Q. Eve creates a state that can be written as
ρA1B1A2B2E, where the labels ‘1’ and ‘2’ refer to the EPR pairs intended for QKR
and P respectively, and A,B refers to the EPR parts going to Alice and Bob. As in
Section 5.6 we introduce different notation for the same CPTP map depending on
the property that we are looking at (KR or UE). Thus we have CPTP maps Q1KR,
Q1UE, Q2KR, Q2UE, with

(Q2KR ◦ Q1KR)(ρA1B1A2B2E) = Q2KR(ρM1K̃1T1A2B2E) = ρK̃1T1M2K̃2T2E (5.27)

(Qacc
2UE ◦ Q1UE)(ρA1B1A2B2E) = Qacc

2UE(ρM1K1K̃1T1A2B2E)

= ρM1K1K̃1T1M2K2K̃2T2E
[Ω=1] . (5.28)

With respect to the KR property, the ideal functionality isQideal
2KR◦Qideal

1KR . With respect
to UE the ideal functionality is as follows. In case of reject there are no requirements.
In case of accept the M2 is protected by Qacc,ideal

2UE even if Q1UE does not behave
ideally; hence the ideal functionality is described by the mapping Qacc,ideal

2UE ◦ Q1UE.
We have

(Qideal
2KR ◦ Qideal

1KR)(ρA1B1A2B2E) = Qideal
2KR(ρM1K̃1 ⊗ ρT1A2B2E)

= ρK̃1M2K̃2 ⊗ ρT1T2E (5.29)

(Qacc,ideal
2UE ◦ Q1UE)(ρA1B1A2B2E) = Qacc,ideal

2UE (ρM1K1K̃1T1A2B2E)

= ρM2 ⊗ ρM1K1K̃1T1K2K̃2T2E
[Ω=1] . (5.30)

It is given that ‖Q1KR − Qideal
1KR‖� ≤ ε1, and ‖Q2KR − Qideal

2KR‖� ≤ ε2, and ‖Q2UE −
Qideal

2UE ‖� ≤ ε3. The KR property of Q follows trivially from
∥∥∥Q2KR ◦Q1KR −Qideal

2KR ◦Qideal
1KR

∥∥∥
�
≤
∥∥∥Q1KR −Qideal

1KR

∥∥∥
�

+
∥∥∥Q2KR −Qideal

2KR

∥∥∥
�
≤ ε1 + ε2.

(5.31)
Finally, the UE property with regard to M2 follows from

∥∥∥Q2UE ◦ Q1UE −Qideal
2UE ◦ Q1UE

∥∥∥
�
≤
∥∥∥Q2UE −Qideal

2UE

∥∥∥
�
≤ ε3. (5.32)





Chapter 6
Two-way Unclonable Encryption with

a vulnerable sender

Vulnerable Alice
Alice and Bob have been communicating for a long time. During this time,
their relationship has evolved. Things are now being said of which the confi-
dentiality is absolutely paramount. But a new thread to their confidentiality
is forming. The surroundings of Alice’s lab are changing. Robberies are at an
all time high and break-ins occur regularly. To combat the crime, the local
government is more inclined to confiscate communication devices of citizens
in the hope to catch criminals. Meanwhile Bob’s neighborhood is its boring,
safe self.
Thanks to the unclonable encryption scheme Alice and Bob use, the messages
that are successfully communicated will remain secure even if either Alice or
Bob somehow leaks the keys used in the protocol. In the reject case however,
it is crucial that the keys don’t fall into Eve’s hands.
With Alice’s increasingly unsafe environment, Alice and Bob would like some
sort of guarantee on the security of the messages sent by Alice, even when
they don’t arrive and her keys eventually leak. For this to be possible, only
Bob should hold the keys to perform the decryption. Bob could initialize the
communication so that qubits are sent both from Bob to Alice and from Alice
to Bob. However, this would means Eve will have two opportunities to learn
something about their qubits.
Unfortunately Alice and Bob can’t find a quantum protocol that achieves their
desired functionality. There do exist protocols that employ two-way use of a
quantum channel. Maybe a similar protocol will do the trick.

6.1 Introduction

6.1.1 Motivation

In unclonable encryption (UE) as introduced by Gottesman [Got03] and also achieved
in Chapter 5, Alice directly encodes the message into the quantum states. Bob

This chapter is based on [LŠ20b].
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responds with a feedback bit accepting or rejecting the communication depending on
how much disturbance he detects. UE provides information-theoretic security even
when all key material becomes public after an accept1. This relieves Alice and Bob
of the burden of eternal confidential storage or perfect deletion. In the reject case,
however, the burden is still there.

The combination of Quantum Key Recycling and UE was studied in Chapter 5.
Our aim in this chapter is to allow for even more leakage than Gottesman’s UE.
In particular, we want a scheme that allows one party to leak all its keys even in
the reject case. Here it is important to remark on a fundamental impossibility for a
prepare-and-measure scheme. The leaking party cannot be the receiver of the message
(Bob). Bob’s keys are by definition sufficient for decrypting the cipherstate; if the
reject was caused by Eve intercepting the complete cipherstate, and she gets Bob’s
keys, then she can decrypt. Hence, the most we can aim for is a scheme that allows
leakage at Alice’s side.2 Such a thing is possible only if Alice’s keys are not the same
as Bob’s.

We achieve the asymmetry between Alice and Bob by using a quantum channel in
two directions, in a way similar to Quantum Secure Direct Communication (QSDC)
and two-way QKD schemes [LM05, BF02, BLMR13]. Bob creates qubit states that
are not fully known to Alice and ‘bounces’ them off Alice, who modifies them in a
message-dependent way. Alice does not possess the secrets needed to read out the
qubit states.

By relieving Alice of the burden of protecting or wiping her keys after a protocol
run, we reduce the number of ways in which the security of an UE scheme can be
compromised by an attacker. A full break of the sender’s device may now be allowed
regardless of the accept/reject outcome. We will call this the Vulnerable-Sender (VS)
property, and refer to our scheme as a VSUE scheme. VSUE is useful especially in
scenarios where the sender is a resource-constrained device, or located in a hostile
environment.

An additional motivation for allowing more leakage than UE is that Alice and
Bob’s shared keys may have been derived via some mechanism that does not have the
UE property. Then the keys that are shared between them are more vulnerable than
keys that exist only at Alice’s or Bob’s side. In scenarios where Alice holds shared
keys only, the situation is equivalent to the Vulnerable Sender setting sketched above.

6.1.2 Two-way channels

The back-and-forth use of a quantum channel has been studied mainly because it
enables passive correction of polarization drift in fibers.3 Several schemes have been
proposed, most notably the ping-pong protocol [BF02] and LM05 [LM05]. Ping-pong
uses entanglement and a two-qubit measurement at Bob’s side. LM05 achieves the
same communication but with single-qubit operations. In LM05, Bob sends qubits to

1 An alternative definition of unclonable encryption exists [BL20], with two collaborating parties
who attempt to both recover the plaintext. We will not use this definition.

2 Of course it is then allowed for Bob to leak keys that Alice too possesses.
3 Another motivation is a reduction of the number of qubits that have to be discarded because of

basis mismatch between Alice and Bob in typical QKD. However, the gain is minor given that there
are highly efficient biased-basis QKD schemes [LCA05] that need to discard only O(logn) qubits.
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Alice in BB84 states (x-basis or z-basis on the Bloch sphere). Alice may choose to flip
the state independent of the encoding basis by applying the Pauli operation σy. Bob
measures in the correct basis to see if a flip occurred. This creates the communication
channel from Alice to Bob. The same channel will be used in our two-way protocol.

Variants of ping-pong and LM05 have been used to construct QKD protocols. A
QKD version of LM05 was proven secure against general attacks in [LFMC11]. A
proof technique based on an entropic uncertainty relation improved the communica-
tion rate [BLMR13].

6.1.3 Vulnerable-sender unclonable encryption

We propose and study a two-way protocol that achieves unclonable encryption with
improved reject behavior. The sender’s key material is allowed to leak independent
of the accept/reject outcome.

• We introduce a security notion for quantum protocols that we call Vulnerable-
Sender Unclonable Encryption (VSUE). Ordinary UE guarantees that all keys
may be leaked after an accept without jeopardizing the message. VSUE in
addition guarantees that all Alice’s keys are allowed to leak even upon reject.
We formulate VSUE in terms of trace distance as we did for the definitions in
Section 2.4.

• We introduce a protocol for the Vulnerable Sender setting. It makes two-way
use of the quantum channel, to make sure that Alice does not have to know
all of Bob’s keys. We prove that our protocol satisfies VSUE and furthermore
allows for partial key re-use.

• We prove the security of the protocol, including the VSUE property using the
recipe laid out in Chapter 2. Due to the bi-directional use of the quantum
channel, the EPR version of the protocol involves two Bell states rather than
one. The permutation invariance holds for permutation of pairs of qubits, the
two EPR pairs together, rather than permutation of single qubits. This allows
us the use of post-selection (step 5) to describe Eve’s optimal attack as an
attack on each pair of Bell states. Random Pauli operator equivalence of each
of the qubits is exploited for each EPR pair individually. In step 6, this results
in a four-qubit mixed state shared by Alice and Bob with only two degrees of
freedom in the accept case, namely the bit error probabilities in the individual
EPR pairs. Eve holds the purification of this state.

• Asymptotically our scheme achieves rate (1−2J)(1−J)/(1−J +h(2β−2β2)),
where β is the tolerable bit error rate on both quantum channels, h is the binary
entropy function and J stands for −(1− 3

2β) log(1− 3
2β)− 3 · β2 log β

2 .

• We present a side result of our work. From our protocol we construct a two-way
QKD variant. We show that it has a slightly higher key rate than [BLMR13]
in the case of identical channels with independent channel noise.
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6.2 Security notions

We are concerned with protocols in which a classically authenticated classical message
m is communicated over a quantum channel. Due to the asymmetry between Alice
and Bob our attacker model is different from the attacker model of Chapter 2 and
Chapter 5. We will consider the security notions of Chapter 2 in the vulnerable-
sender attacker model and in the context of two-way quantum protocols. We define
the vulnerable-sender unclonable encryption (VSUE) property.

6.2.1 Vulnerable-sender attacker model

Like in Chapter 5, we distinguish between two kinds of secret data. (i) Secrets which,
upon being generated or received, are used ‘on the fly’ and are immediately discarded.
They are needed for a short time, and in volatile memory only; thus they are easy to
delete entirely. We will refer to these secrets as volatile. (ii) Secrets which are kept,
at some point in time, in nonvolatile memory. We take a very conservative approach
and assume that the act of waiting for a communication to arrive causes such a long
delay that data gets stored in nonvolatile memory. We will refer to these secrets as
nonvolatile keys or simply keys.

We assume that volatile secrets will never leak to the adversary. Nonvolatile keys
are harder to protect, however, and we adopt a particular model that describes whose
keys can leak and when. The attacker model used for unclonable encryption with a
vulnerable sender differs from Section 5.4.1 in two ways.

1. Upon reject only Bob is able to permanently destroy nonvolatile secrets, Alice
is not.

2. The number of rounds Alice and Bob communicate is not fixed to N . Instead
key recycling is safe as long as Alice and Bob are confident no nonvolatile keys
leaked.

During a certain time window, which depends on the context, Alice and Bob are
confident that their keys have not yet leaked, and are re-using keys upon accept. The
assumption is that there is indeed no leakage during this time window. Apart from
Bob’s keys in the reject case, all nonvolatile keys are assumed to leak after the time
window.

The rest of the attacker model consists of the standard assumptions of Chapter 2:
No information, other than specified above, leaks from the labs of Alice and Bob; there
are no side-channels; Eve has unlimited quantum storage and computing resources;
all noise on the quantum channel is considered to be caused by Eve.

We do not consider automatic polarization drift correction by double use of the
channel. The noise in the two uses of the quantum channel is assumed to be entirely
independent.

We will not explicitly write out the message authentication steps. Instead we
give Alice and Bob access to an authenticated classical channel. It is understood
that every use of this classical channels adds an error term 2−λ to the final diamond
distance (with λ the security parameter of the MAC), and that Alice and Bob need
shared MAC keys.
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6.2.2 Security definitions for two-way schemes

Recall the definition of encryption of Chapter 2. For a quantum encryption scheme
QE, the output state of the scheme ρMM ′KCTE = (QE.Post ◦ QE.Meas ◦ A ◦ QE.Enc)
(
∑
mkr

Pr[M=m]
|K||R| |mkr0e〉〈mkr0e|) is defined for all adversarial actions A. In a two-

way scheme, the encoding (QE.Enc) is done by Alice and Bob together. Bob initially
prepares a state, sends it to Alice who does something two it and sends it back to
Bob. Compared to one-way protocols, Eve has an additional attacking opportunity
when the quantum state is sent from Bob to Alice. We therefore have two adversarial
actions A, A′. We view the encoding map as a shared operation by Alice, Bob and
Eve that depends on the Eve’s action A′. We denote the encoding in a two-way
quantum encryption scheme as QE.EncA′ . We adapt the definition of encryption
(Definition 2.4) to include the adversarial actions A′.
Definition 6.1. Let QE be a quantum encryption scheme according to Definition 2.3
with output state
ρMM ′KCTE = (QE.Post ◦ QE.Decr ◦ A ◦ QE.EncA′)(

∑
mkr

Pr[M=m]
|K||R| |mkr0e〉〈mkr0e|).

QE is called ε-encrypting (ε-ENC) if the output satisfies

‖ρMCTE − ρM ⊗ ρCTE‖1 ≤ ε (6.1)

for all adversarial actions A,A′ and all distributions of M .

(The ε is referred to as the error). Let Ω denote the success of the protocol
such that Ω = 1 when Bob outputs accept and Ω = 0 otherwise. The output state
of QE can be written as ρMM ′KCTE = ρMM ′KCTE

accept + ρMM ′KCTE
reject , where the two

states in the right hand side are sub-normalized, with tr ρMM ′KCTE
accept = Pr[Ω = 1]

and tr ρMM ′KCTE
reject = Pr[Ω = 0]. We adapt the definition of unclonable encryption

(Definition 2.11) to include all adversarial actions A′.
Definition 6.2. Let QE be a quantum key recycling scheme according to Defini-
tion 2.3 with output state
ρMM ′KCTE = (QE.Post ◦ QE.Meas ◦ A ◦ QE.EncA′)(

∑
mkr

Pr[M=m]
|K||R| |mkr0e〉〈mkr0e|).

QE is called ε-unclonable (ε-UE) if it satisfies

‖ρMKCTE
accept − ρM ⊗ ρKCTE

accept ‖1 ≤ ε (6.2)

for all adversarial actions A,A′ and all distributions of M .

In order to write down the definition of VSUE we need to distinguish between
shared keys ‘S’, which Alice and Bob both have, and keys that are uniquely in Bob’s
possession, ‘P ’. (Here we assume that Alice possesses shared keys only.)

Definition 6.3. Let QE be a quantum encryption scheme according to Definition 2.3
with output state
ρMM ′KCTE = (QE.Post ◦ QE.Meas ◦ A ◦ QE.EncA′)(

∑
mkr

Pr[M=m]
|K||R| |mkr0e〉〈mkr0e|),

where K = (S, P ), with S shared keys. QE is called Vulnerable-Sender Unclon-
able with error ε (ε-VSUE) if it is ε-UE and also satisfies

∥∥∥ρMSCTE
reject − ρM ⊗ ρSCTE

reject

∥∥∥
1
≤ ε (6.3)
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for all adversarial actions A, A′ and all distributions of M .

Definition 6.3 states that, on top of the UE property, M is secure also if the
shared keys leak after a reject. Since we will restrict ourselves to schemes where Alice
possesses shared keys only, this leak represents a full compromise of Alice’s keys. Note
that ε-VSUE implies ε-ENC and ε-UE.

Finally, we are also interested in (partial) key re-use. The P , the one-sided keys,
can be randomly re-generated ‘for free’ after each protocol run, because no communi-
cation is needed for such a refresh. Hence the question of key re-use is relevant only
for the shared keys S.

Definition 6.4. Let QE be a quantum encryption scheme according to Definition 2.3
with output state
ρMM ′KCTE = (QE.Post ◦ QE.Meas ◦ A ◦ QE.EncA′)(

∑
mkr

Pr[M=m]
|K||R| |mkr0e〉〈mkr0e|),

where K = (Sre, Sonce, P ), with Sre, Sonce shared keys. QE is called ε-Key-Reusing
(ε-KR) if ∥∥∥ρMSreSoncePCTE − ρSre ⊗ ρMSoncePCTE

∥∥∥
1
≤ ε (6.4)

for all adversarial actions A and all distributions of M .

Remark 1. In Definition 6.4 Eve potentially gets access to part of the key material.
Thus Definition 6.4 imposes requirements that are much more demanding than other
definitions of key recycling or key re-use.
Remark 2. In order for a scheme to satisfy VSUE, Eve must not have access to P .
The reject-case output state of a VSUE scheme is of the form ρMSreSoncePΩTE

reject =

ρP ⊗ ρMSreSonceΩTE
reject .

Correctness

For protocols like ours (Section 6.3), where the message is authenticated with a classi-
cal MAC and the re-used keys are unaltered, correctness of the message is guaranteed
except with probability 2−λ, the probability of forging the MAC. The correctness
of the next round keys that are not modified or obtained using a secure protocol is
obvious.

6.3 The protocol

6.3.1 Protocol intuition

As mentioned in Section 6.1.1, we create the knowledge asymmetry between Alice
and Bob by making use of a two-way protocol. Bob ‘bounces’ random qubit states off
Alice, which Alice is able to flip without knowing the states. A message from Alice
to Bob is encoded in these flips. Only Bob knows how to interpret the states coming
back from Alice.

Channel monitoring has to occur on both the Bob-to-Alice channel (‘Channel 1’)
and the Alice-to-Bob channel (‘Channel 2’). This monitoring is done by sending,
interspersed in between the ordinary states, test qubits whose states are known to the
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receiver; the locations and the states are part of the a priori shared key material. In
contrast to the data carrying qubits, which are in BB84 states (on the xz-circle on the
Bloch sphere), we let the test bit states cover both dimensions of the Bloch sphere
(by using the same six states as six-state QKD [BPG99, Bru98]). The advantage
of this larger test space is that the noise symmetrization technique of Renner et al.
[RGK05, Ren05] then yields a higher rate than BB84 test states would.

Alice is willing to send meaningful data to Bob only if Channel 1 is sufficiently
noiseless. However, she already has to send data before she can assess the noise level.
The solution is to first send a random string and later decide to use that string as an
encryption mask for useful data.

Error correction and privacy amplification are done in a fairly straightforward
way, except for one technicality: The privacy amplification must be computable in
both directions. We implement this with the hash functions discussed in Section 5.3.

The shared secret hash seed can be re-used as is the case in the QKR schemes of
Chapters 3 and 4 where it plays a similar role.

6.3.2 Preparation

Alice holds a classical message m ∈ {0, 1}` which contains an authentication tag
created with a one-time MAC. The security parameter of the MAC is a constant that
we will ignore in our analysis since we are mainly interested in the asymptotics.

There are n + ν qubits sent back and forth, n for communication and ν for
channel monitoring. ν = O(log n). Alice and Bob generate shared key material
k = (u, ksyn, ktest, Itest, b

1
test, b

2
test, ξ, η). Here u ∈ {0, 1}2n is the random seed used

for privacy amplification; the ksyn ∈ {0, 1}n−κ, ktest ∈ {0, 1}ν are used as one-time
pads protecting the syndrome and Alice’s test measurement outcome respectively;
Itest ⊂ {1, . . . , n + ν}, with |Itest| = ν, describes the positions of the test qubits;
b1,2test ∈ {0, 1, 2}ν are the bases in which the test qubits are prepared, and ξ, η ∈ {0, 1}ν
are the payloads of the test qubits in Channel 1 and 2 respectively. In addition, not
named explicitly, Alice and Bob share two authentication keys, one for the plaintext
message m and one for the classical channel.

Alice and Bob agree on a efficiently invertible paiwise independent hash Φu :
{0, 1}n → {0, 1}`, see Section 5.3. They agree on an error correcting code with syn-
drome function Syn: {0, 1}n → {0, 1}n−κ and decoding function SynDec: {0, 1}n−κ →
{0, 1}n. They agree on noise thresholds β∗, γ∗ for quantum Channels 1 and 2 respec-
tively. They adopt the channel monitoring procedure shown below, which accepts
only if the bit error rates in the test states are sufficiently low and independent of the
bases.

Definition 6.5. Let ξ′ be the noisy version of the test string ξ as received by Alice
through Channel 1, and likewise let η′ be the noisy version of η received by Bob. For
b ∈ {0, 1, 2} let ξ(b) denote the part of ξ that is encoded in basis b, and likewise for
ξ′, η, η′. Let 41(b) = ξ(b)⊕ ξ′(b) and 42(b) = η(b)⊕ η′(b) be error vectors. Let ν(b)
denote the number of test qubits encoded in basis b. For b, b′ ∈ {0, 1, 2} let ξ(b, b′)
denote ξ restricted to those positions where the encoding basis is b in Channel 1 and
b′ in Channel 2. Let d1(b, b′) = ξ(b, b′) ⊕ ξ′(b, b′) and d2(b, b′) = η(b, b′) ⊕ η′(b, b′) be
the corresponding error vectors. Let ν(b, b′) denote the number of positions where the
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qubit on Channel 1 is encoded in basis b and the qubit in Channel 2 in basis b′. The
channel monitoring consists of two verifications,

CheckA(b,41) =

{
1 if ∀b∈{0,1,2} Hamm(41(b))

ν(b) ≤ β∗
0 otherwise.

(6.5)

CheckB(b, b′,41,42, d1, d2) =





1 if ∀b,b′∈{0,1,2}
{

Hamm(d1(b,b′)∧d2(b,b′))
ν(b,b′) ≤ β∗γ∗

and Hamm(41(b))
ν(b) ≤ β∗

and Hamm(42(b′))
ν(b′) ≤ γ∗

}

0 otherwise.

(6.6)

Our motivation for including a separate test for each (b, b′) combination is that it
imposes symmetry, which simplifies the noise symmetrization step (Section 6.4.1).

6.3.3 Protocol steps

Let VSUE denote the vulnerable-sender unclonable encryption protocol. In our at-
tacker model it is crucial that Alice does not generate her private randomness at the
start of the protocol. We describe Alice and Bob’s actions chronologically by split-
ting up VSUE.Gen, VSUE.Enc and VSUE.Post. Alice and Bob perform the following
actions (See Figure 6.1).

Alice and Bob:
VSUE.Gen: Alice and Bob generate shared key material
k = (u, ksyn, ktest, Itest, b

1
test, b

2
test, ξ, η). The hash seed u can be re-used from the

previous round.
Bob:

VSUE.Gen: Bob generates random x, b ∈ {0, 1}n.
VSUE.Enc: Bob prepares n + ν qubits. At locations Itest he encodes ξ in basis
b1test. In the other positions he encodes x in basis b. He sends the qubits to Alice
and stores x, b as private keys.

Alice:
VSUE.Gen: Alice generates her authenticated message m ∈ {0, 1}`. She generates
local random strings t ∈ {0, 1}n and r ∈ {0, 1}n−`.
VSUE.Enc: At the i’th non-test position Alice applies the Pauli operation (σxσz)

ti

to the qubit,4 and sends the resulting state back to Bob. In the test positions,
she measures the qubits in basis b1test, yielding measurement outcomes that form
a string ξ′ ∈ {0, 1}ν . In the j’th test position she prepares state |ψb

2
test[j]

η[j] 〉 and
sends it to Bob.
VSUE.Post: Alice computes 41(0),41(1),41(2) from ξ, ξ′, b1test and performs
CheckA(b1test,41). If the result is 0 she sets µ = ⊥. Otherwise she {computes
z = F inv

u (m‖r), c = z ⊕ t and s = Syn z. She sets µ = (ξ′ ⊕ ktest, s⊕ ksyn, c) and
deletes z, c, s}. She sends µ over the authenticated classical channel and deletes
t, r.

4 This operation has the effect that a BB84 state |ψbx〉 is changed to |ψbx⊕ti 〉.
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<latexit sha1_base64="Xi7kVYfQ4EtJK1f3D1VHwoYT5K0="></latexit>

At positions /2 Itest

y  measure in basis b
At positions 2 Itest

⌘0  measure in basis b2
test

Alice

<latexit sha1_base64="NtlR0k7yQ0JknPkiC1PUV35HmXo="></latexit>

Bob

<latexit sha1_base64="c6t8LwmDBXgIkeKAlmnsaJ0LOjU="></latexit>

<latexit sha1_base64="1DotuGZBOZk6MBAnxvm1KXjjp6Y="></latexit>

u, ksyn, ktest

Itest, b
1
test, b

2
test, ⇠, ⌘

<latexit sha1_base64="Cs4MBJXyKvL7T52W55cJQ8tvsDs="></latexit>

VSUE.Gen

<latexit sha1_base64="wKLBNytlKAMWnVNMMdteaNH/RmM="></latexit>

| b
xi ⌦ | b1test

⇠ i <latexit sha1_base64="/7VTAJ/2UYBcc/GrPa5E3nsXf1o="></latexit>

Prepare | b
xi ⌦ | b1test

⇠ i
with ⇠ at positions Itest

<latexit sha1_base64="Cs4MBJXyKvL7T52W55cJQ8tvsDs="></latexit>

VSUE.Gen

<latexit sha1_base64="p2EHnlCCmqDfbnwNDzos23VfiuE="></latexit>

VSUE.Enc

<latexit sha1_base64="rqTIMyFI6OJ+yKVP7kVFDjPYVhU="></latexit>

VSUE.Meas

<latexit sha1_base64="p2EHnlCCmqDfbnwNDzos23VfiuE="></latexit>

VSUE.Enc
<latexit sha1_base64="KOV4T4RtA6FaM8knK7rKdGjOSHg="></latexit>

At positions /2 Itest:
act on ith qubit with (�z�x)ti

At positions 2 Itest:
⇠0  measure in basis b1

test

Prepare | b2test
⌘ i

<latexit sha1_base64="v4FvCbuSIUSm9KqCFgCGLOzvv8s="></latexit>

(�z�x)ti | b
xi ⌦ | b2test

⌘ i

<latexit sha1_base64="Vxzt78rX+qJkFvVyetzNpzjKKAU="></latexit>

VSUE.Post

<latexit sha1_base64="lii/xVYvB4K24DA29VilMcTUAeI="></latexit>µ

<latexit sha1_base64="pvfKmgZQmNGKg0A7vE03k0psXUM="></latexit>

Generate:
Shared: u, ksyn, ktest, Itest, b

1,2
test, ⇠, ⌘

Local random: b 2 {0, 1}n, x 2 {0, 1}n

<latexit sha1_base64="f8Zz4o+b4ZQxWFu5fTBNbKh5nH4="></latexit>

Generate:
Shared: u, ksyn, ktest, Itest, b

1,2
test, ⇠, ⌘

<latexit sha1_base64="wXG1Ypz2PBk9evV9YxuPEd3zHeM="></latexit>

If µ = ?: set ! = 0
Else:

Recover ⇠0, s
Compute �1,�2, d1, d2

! = CheckB(b1
test, b

2
test,�1,�2, d1, d2)

If ! = 0:
Protect x

Else:
Computes z0 = x� y � c
ẑ = z0 � SynDec(s� Syn z0)
m̂ = �u(ẑ)
Delete z0, ẑ, s, c

Delete y

<latexit sha1_base64="6SKxk6K2o4xE2abYGZxH7D/m5Lw="></latexit>

Compute �1 from ⇠, ⇠0, b1
test

If CheckA(b1
test,�1) = 0: µ = ?

Else:
z = F inv

u (mkr)
c = z � t ; s = Syn z
µ = (⇠0 � ktest, s� ksyn, c)
Delete z, c, s

Delete t, r

<latexit sha1_base64="roUGgfea03W1T13j4WIUb+id5I4="></latexit>

Authenticated message m 2 {0, 1}`
Local random: t 2 {0, 1}n, r 2 {0, 1}n�`

Figure 6.1: VSUE protocol steps.

Bob:

VSUE.Meas: At the non-test positions, Bob measures the qubits in basis b, yielding
y ∈ {0, 1}n. At the test positions, he measures in basis b2test, yielding η′ ∈ {0, 1}ν .
VSUE.Post: If Alice’s classical message is ⊥ he sets ω = 0. Otherwise he {recovers
ξ′ from ξ′⊕ktest and compute41,42, d1, d2 from ξ, ξ′η, η′, b1test, b

2
test. He performs

the channel monitoring ω =CheckB(b1test, b
2
test,41,42, d1, d2).} If ω = 0 he takes

effort to protect x. If ω = 1 he {computes z′ = x⊕ y⊕ c, recovers s from s⊕ ksyn,
performs error correction as ẑ = z′⊕SynDec(s⊕Syn z′), reconstructs the message
m̂ = Φu(ẑ) and deletes s, z′, ẑ, c.}
He deletes y. (Depending on the context he can send ω over the authenticated
channel.)

Alice’s nonvolatile keys are the shared keys. Her volatile secrets are t, r, z, c, s.
Bob’s nonvolatile keys are the shared keys and in addition b, x. His volatile secrets
are s, z′, ẑ, y. The deletion of volatile secrets is explicitly indicated in the protocol.
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6.4 Modified protocol for the security proof

6.4.1 List of modifications

We will prove the security using the proof recipe of Section 2.5. We introduce protocol
modifications step by step. At each step we indicate why the newly obtained scheme
is equivalent, security-wise, to the previous. Security of the modified scheme implies
security of the original scheme.

The main modifications are (i) EPR re-formulation of Bob’s state preparation
and Alice’s state manipulation; (ii) EPR re-formulation of the channel monitoring;
(iii) A random permutation of the EPR pairs, which makes the existing permutation
symmetry explicitly visible. Permutation symmetry is needed in order to apply Post-
selection (Lemma 2.16); (iv) Noise symmetrization using random Pauli operators.

Furthermore, the use of the one-time pads ktest and ksyn is replaced by a confi-
dential channel, invisible to Eve, through which ξ′ and s respectively are transported.
The length of ktest, ksyn is still taken into account when we compute communication
efficiency. Similarly, the existence of the shared keys ξ, η is replaced by a confidential
channel over which to transport data of the same size.

Note that the modified scheme requires Alice and Bob to have quantum memory.
This does not affect the practical implementability of the original scheme, since the
EPR-based scheme serves as a proof-technical construct only.

In Section 6.4.2 we give the full details of the modified scheme.

EPR variant of the ‘bounce’

We replace Alice’s operation (σxσz)
t on the qubit state |ψbx〉 (and Bob’s recovery of

t) by the following steps. Let A0 = {1, σy}, A1 = {σz, σx}. First Alice flips a coin
a ∈ {0, 1} which decides whether she will pick A0 or A1. Then she applies Aa[t] to
|ψbx〉.5 She sends the resulting qubit state and a to Bob. Bob measures in basis b,
yielding y ∈ {0, 1}. In case a = 0, Bob recovers t as t = y ⊕ x as before. In case
a = 1, a flip in basis b = 0 results from the σx while a flip in basis b = 1 results from
σz; hence t = x⊕ y ⊕ b. Overall t = x⊕ y ⊕ ab.

Note that Eve learns nothing about t by observing a. Obviously, if this protocol
variant with the additional parameter a is secure then the original protocol is secure.

Next we make one more change. Let |Φvw〉 be the Bell states on the two-qubit
space. Recall from Section 2.3.3 that we can write the Bell states and their relations
as: |Φ00〉 = |00〉+|11〉√

2
, |Φvw〉 = (1 ⊗ σvxσwz )|Φ00〉 = |0,v〉+(−1)w|1,v̄〉√

2
. We replace the

sending of a random bit t ∈ {0, 1} by the following steps. Eve prepares two (noisy)
EPR pairs, nominally in the state |Φ00〉, and sends one half to Alice, one half to Bob.
Alice measures her two qubits in the Bell basis |Φvw〉, yielding outcome (v, w) ∈
{0, 1}2. She sets t = v, a = v ⊕ w. She sends a. Bob generates random b ∈ {0, 1}
and measures both his qubits in basis b, yielding x, y ∈ {0, 1}. He recovers t as

5 I.e. (a, t) = (0, 0) corresponds to 1, (0, 1) to σy , (1, 0) to σz and (1, 1) to σx. Alice’s action
can be seen as a Quantum One Time Pad encryption σtxσ

a⊕t
z .
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t = x⊕ y ⊕ ab.6 Security of the EPR variant implies security of the protocol variant
described above. The same equivalence is used in [BLMR13].

EPR variant of the channel monitoring

The monitoring procedure of sending a state |ψbξ〉 (with shared b ∈ {0, 1, 2}, ξ ∈ {0, 1})
to the other side, where it is measured in basis b, is now replaced by the following
procedure. The basis b is still a shared secret. Eve prepares two (noisy) EPR pairs,
nominally in the state |Φ00〉, and sends one half to Alice, one half to Bob. Alice
measures her qubit in basis b, obtaining outcome ξA. Bob measures his qubit in
basis b, obtaining outcome ξB. One party sends its measurement outcome to the
other side, in plaintext. There the noise bit 4 is computed as 4 = ξA ⊕ ξB ⊕ δb2.
(The contribution δb2 comes from the fact that the |Φ00〉 state7 causes ξB = 1 − ξA

when b = 2.) This procedure is followed in all test positions Itest and allows for the
computation of the strings 41(b),42(b), d1(b, b′), d2(b, b′) as in the original protocol.

Random permutation

To make the permutation invariance of the modified protocol explicitly visible, we
introduce a permutation that is applied to the pairs of EPR states corresponding to
a qubit moving back and forth in the original protocol before anything else is done.
Of course we have to justify why this addition has no impact on the security analysis.
A permutation of the EPR positions re-distributes the noise. First, this has no
impact on the statistics of the error counts Hamm(41(b)), Hamm(42(b)), Hamm(d1(b, b′)),
Hamm(d2(b, b′)) (since Itest is random and unknown to Eve) and hence the monitoring
is not affected. Second, the error correction of z′ is not sensitive to permutation of
the bit flips.

Let Eperm denote the CPTP map describing the new protocol, which has the
random permutation as its first step. Permutation invariance is evident since we
have Eperm ◦ π = Eperm for any permutation π. This allows us to use post-selection
(Lemma 2.16) and focus on collective attacks. Crucially, this means that the noise
level caused by Eve is the same in the non-test locations as in the test locations, and
has to be such that the monitoring tests are passed.

Noise symmetrisation with random Pauli operators

We apply the noise symmetrization trick as introduced in [Ren05]. Alice and Bob
publicly draw random strings α1, α2 ∈ {0, 1, 2, 3}n+ν . Before they do any measure-
ment, they each apply the Pauli operation Σ(α1) =

⊗n+ν
i=1 σα1[i] on their own EPR

qubits in Channel 1, and Σ(α2) in Channel 2. Then they forget α1, α2. This results

6 This procedure can be interpreted as entanglement swapping by Alice, so that Bob’s qubits
become entangled, but with one difference: Bob receives only one classical bit (a = v ⊕ w) instead
of the two ‘key’ bits v, w. Alternatively, it can be viewed as an incomplete teleport. First, Bob’s
measurement in basis b, yielding x, is equivalent to sending |ψbx〉. Alice’s Bell measurement is a
teleport, turning the state of Bob’s second qubit into a random encryption σvxσ

w
z |ψbx〉. For a full

teleport Alice would send v and w.
7 If we had chosen the singlet state ∝ |01〉 − |10〉 there would be no asymmetry between the

bases.
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in a huge simplification of Alice and Bob’s state: only 15 global parameters are left
to describe the whole state.

Of course we have to justify why adding this operation does not affect the cor-
rectness and the security of the protocol. All measurements in the protocol (with
outcomes x, y, a, t) are done in either the x, y or z basis. For b ∈ {0, 1, 2} the effect
of a Pauli on a qubit state |ψbx〉 is at most a bit flip to |ψbx̄〉. Thus, the effect on
the outcomes x, y, a, t is at most a number of bit flips; but since Alice and Bob ap-
ply the same Paulis, the flips do not prevent Bob from reconstructing the correct t.
Furthermore, Eve knows α1, α2, so for her the statistics of x, y, a, t have not changed.

6.4.2 The modified protocol

Let VSUE’ be the modified protocol. The steps are shown in Figure 6.2 and listed
below. An untrusted source creates 2(n+ν) noisy EPR pairs in the |Φ̃00〉 state, sends
half of each pair to Alice and half to Bob. They perform the following actions:
Alice and Bob:

VSUE.Gen: Alice and Bob generate shared key material k = (u, Itest, b
1
test, b

2
test).

Bob:
VSUE.Gen: Bob generates random b ∈ {0, 1}n, a random permutation π and
random α1, α2 ∈ {0, 1, 2, 3}n+ν .
VSUE.Enc: He permutes the qubits according to π and applies Σ(α1) on his first
qubits and Σ(α2) on his second qubits. He measures the qubits of Channel 1. At
the test positions Itest, he measures in basis b1test. This yields outcome ξ ∈ {0, 1}ν .
At the non-test positions he measures in basis b, yielding outcome x ∈ {0, 1}n.
He sends ξ through the confidential channel and stores b, x as private keys.

Alice:
VSUE.Gen: Alice generates her authenticated message m ∈ {0, 1}`. She generates
local random string r ∈ {0, 1}n−`.
VSUE.Enc: She permutes the qubits according to π and applies Σ(α1) on her first
qubits and Σ(α2) on her second qubits. In the test positions Itest, she measures
the Channel 1 qubits in basis b1test, and the Channel 2 qubits in basis b2test. This
yields strings ξ′ and η respectively. In each non-test position she measures the pair
of qubits in the Bell basis (|Φtw〉)t,w∈{0,1}. This yields outcome t, w ∈ {0, 1}n. She
compute 41 from ξ, ξ′, b1test and perform CheckA(b1test,41). If the result is 0, she
sets µ = ⊥. Otherwise she {sets a = t ⊕ w, computes z = F inv

u (m‖r), s = Syn z,
c = t ⊕ z, µ = (a, c). She sends ξ′, η, s over the confidential channel; She deletes
r, z, s, c.} She sends µ over the authenticated channel and deletes t, w.

Bob:
VSUE.Meas: Bob measure the qubits of Channel 2. In the test positions Itest he
measures in basis b2test, yielding η′ ∈ {0, 1}ν . In the non-test positions he measures
in basis b, yielding y ∈ {0, 1}n.
VSUE.Post: If µ = ⊥ he sets ω = 0. Else he computes 41,42, d1, d2 from
ξ, ξ′, η, η′, b1test, b

2
test and sets ω = CheckB(b1test, b

2
test,41,42, d1, d2). If ω = 0 he

protects x. Otherwise he compute z′ = x⊕y⊕c⊕(b∧a), ẑ = z′⊕SynDec(s⊕Syn z′),
m̂ = Φu(ẑ) and deletes y, z′, ẑ.}

Depending on the context he sends ω to Alice.
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Alice

<latexit sha1_base64="NtlR0k7yQ0JknPkiC1PUV35HmXo="></latexit>

Bob

<latexit sha1_base64="c6t8LwmDBXgIkeKAlmnsaJ0LOjU="></latexit>

<latexit sha1_base64="Cs4MBJXyKvL7T52W55cJQ8tvsDs="></latexit>

VSUE.Gen
<latexit sha1_base64="Cs4MBJXyKvL7T52W55cJQ8tvsDs="></latexit>

VSUE.Gen

<latexit sha1_base64="BGjRiBk4miw3r7AM36hayJuE1A8="></latexit>↵1,↵2,⇡

<latexit sha1_base64="p2EHnlCCmqDfbnwNDzos23VfiuE="></latexit>

VSUE.Enc

<latexit sha1_base64="p2EHnlCCmqDfbnwNDzos23VfiuE="></latexit>

VSUE.Enc

<latexit sha1_base64="OzcVofoxDgkeKkm/xHktrqEByRw="></latexit>

Permute pairs according to ⇡
Apply ⌃(↵1), ⌃(↵2) to channel 1,2
Measure channel 1:

Positions 2 Itest: ⇠  in basis b1
test

Positions /2 Itest: x in basis b
<latexit sha1_base64="rqTIMyFI6OJ+yKVP7kVFDjPYVhU="></latexit>

VSUE.Meas

<latexit sha1_base64="AXVqf52HjjblDgwo52CrlfHvATo="></latexit>

|e�00in+⌫

<latexit sha1_base64="AXVqf52HjjblDgwo52CrlfHvATo="></latexit>

|e�00in+⌫

<latexit sha1_base64="G7hcGvYKnagV1Xofri6hbxr3yeg="></latexit>

Measure channel 2:
Positions 2 Itest: ⌘

0  in b2
test

Positions /2 Itest: y  in b

<latexit sha1_base64="mkedkdz6x9wFttwxldOmym5EBo4="></latexit>

Permute pairs according to ⇡
Apply ⌃(↵1), ⌃(↵2) to channel 1,2
Measure both channels:
Positions 2 Itest: (⇠0, ⌘) in b1,2

test

Positions /2 Itest: (t, w) in Bell

<latexit sha1_base64="Vxzt78rX+qJkFvVyetzNpzjKKAU="></latexit>

VSUE.Post

<latexit sha1_base64="lii/xVYvB4K24DA29VilMcTUAeI="></latexit>µ
<latexit sha1_base64="O5OvW8zHoNFmF3GoedZBB9nGnv8="></latexit>

If µ = ?: set ! = 0
Else:

Compute �1,�2, d1, d2

! = CheckB(b1
test, b

2
test,�1,�2, d1, d2)

If ! == 0: protect x
If ! == 1:

Computes z0 = x� y � c
ẑ = z0 � SynDec(s� Syn z0)
m̂ = �u(ẑ)
Delete z0, ẑ, s, c

Delete y

<latexit sha1_base64="FJlAOpurFxg9NGrCXqbKvdBTsus="></latexit>

⇠

<latexit sha1_base64="DSDxK4U/G24z9Et7PHtXBmiuqfE="></latexit>

⇠0, ⌘, s

Figure 6.2: VSUE’ protocol steps. A dashed arrow represents a confidential classical
channel.

6.5 Eve’s state

In step 6 of the proof recipe we will need a simplified form of the factorized state held
by Eve. Here we derive that simple form. This will be used at the end of Section 6.6.3.

6.5.1 Effect of symmetrisation

We consider the (noisy) state of the EPR particles received by Alice and Bob. Without
post-selection we would have had to consider a general 24(n+ν)-dimensional state.
Post-selection instead allows us to restrict the analysis to collective attacks, which
lead to a factorised state which we write as (σA1B1A2B2)⊗(n+ν). Here ‘A’ and ‘B’
denote the subsystems of Alice and Bob, and the indices 1,2 denote the channel.
Note that σA1B1A2B2 is 16-dimensional.
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Next we look at the effect of the noise symmetrization as discussed in Section 6.4.1.
Averaging over the random Pauli operators yields a new state σ̃ given by

σ̃A1B1A2B2 =
1

16

3∑

α1,α2=0

(σα1
⊗σα1

⊗σα2
⊗σα2

)σA1B1A2B2(σα1
⊗σα1

⊗σα2
⊗σα2

). (6.7)

Lemma 6.6. σ̃A1B1A2B2 is diagonal in the basis
(
|Φa1b1〉 ⊗ |Φa2b2〉

)
a1,b1,a2,b2∈{0,1}

,

where |Φab〉 stands for the Bell states as defined in Section 2.3.3.

Proof: For a general 16-dimensional mixed state we can write

σA1B1A2B2 =
∑

a1b1a2b2

∑

a′1b
′
1a
′
2b
′
2

νa1b1a2b2a′1b
′
1a
′
2b
′
2
|Φa1b1〉〈Φa′1b′1 | ⊗ |Φa2b2〉〈Φa′2b′2 |. (6.8)

The randomization happens in each channel separately. The effect of the random-
ization is 1

4

∑
α(σα ⊗ σα)|Φab〉〈Φa′b′ |(σα ⊗ σα) = δaa′δbb′ |Φab〉〈Φa′b′ |. This yields

σ̃A1B1A2B2 =
∑
a1b1a2b2

νa1b1a2b2a1b1a2b2
|Φa1b1〉〈Φa1b1 | ⊗ |Φa2b2〉〈Φa2b2 |. �

We denote the diagonal elements of σ̃A1B1A2B2 as νa1b1a2b2
with a1, b1, a2, b2 ∈ {0, 1}.

Eve holds the purification of σ̃A1B1A2B2 . The joint state of Alice Bob and Eve is
described by a pure state |ψABE〉,

|ψABE〉 =
∑

a1b1a2b2

√
νa1b1a2b2

|Φa1b1〉 ⊗ |Φa2b2〉 ⊗ |ea1b1a2b2
〉. (6.9)

Here |ea1b1a2b2
〉 is an orthonormal basis in Eve’s 16-dimensional Hilbert space.

6.5.2 Effect of channel monitoring

There are 15 degrees of freedom in σ̃A1B1A2B2 . However, the channel monitoring
CheckA, CheckB imposes a large number of constraints. For the bit error probability
in Channel i, as a function of the monitoring basis b ∈ {0, 1, 2}, we write

ri(b)
def
=

∑

x∈{0,1}
〈ψbx| ⊗ 〈ψbx⊕δb2 |σ̃AiBi |ψbx〉 ⊗ |ψbx⊕δb2〉 (6.10)

where the δb2 occurs because the |Φ00〉 Bell state has a bit flip in the b = 2 basis
(y basis). Similarly, by s(b, b′) we denote the probability that a flip is detected both
Channels, as a function of the monitoring basis b in Channel 1 and b′ in Channel 2,

s(b, b′)
def
=

∑

p,q∈{0,1}
〈ψbp|〈ψbp⊕δb2 |〈ψb

′
q |〈ψb

′
q⊕δb′2 |σ̃

A1B1A2B2 |ψbp〉|ψbp⊕δb2〉|ψb
′
q 〉|ψb

′
q⊕δb′2〉.

(6.11)
If only CheckA is passed, the monitoring imposes that ∀b∈{0,1,2} r1(b) ≤ β∗. If
CheckB is passed, the channel monitoring imposes 15 constraints,

∀b,b′∈{0,1,2} r1(b) ≤ β∗ ∧ r2(b′) ≤ γ∗ ∧ s(b, b′) ≤ β∗γ∗. (6.12)
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Since we give Eve access to the purification of the state shared by Alice and Bob,
it is always to her advantage to have more noise on Alice and Bob’s state so that
the purification holds more information. We therefore set the noise she causes (β, γ)
asymptotically equal to the noise thresholds β∗, γ∗ if the checks are passed.

Lemma 6.7. If CheckA = 1 then it holds that
∑
a2b2

νa1b1a2b2
= β

2 + δa1,0δb1,0(1− 2β).

Proof: We have σ̃A1B1 = trA2B2
σ̃A1B1A2B2 =

∑
a1b1

(
∑
a2b2

νa1b1a2b2
)|Φa1b1〉〈Φa1b1 |. We

introduce abbreviated notation ca1b1 =
∑
a2b2

νa1b1a2b2
. The b = 0 constraint (6.12) in

Channel 1 gives
∑
b1
c1,b1 = β. Similarly, the b = 1 constraint gives

∑
a1
ca1,1 = β,

and the b = 2 constraint gives
∑
a1
ca1a1 = β. Furthermore, normalisation of σ̃

requires
∑
a1b1

ca1b1 = 1. Together this uniquely fixes ca1b1 = β
2 + a1b1(1− 2β). �

Lemma 6.8. If CheckB = 1 then νa1b1a2b2
=
[
β
2 + δa1b10,0 (1− 2β)

][
γ
2 + δa2b20,0 (1− 2γ)

]
.

Proof: CheckB comprises CheckA. Hence we can use the result of Lemma 6.7. Also,
we get the equivalent of Lemma 6.7 for Channel 2,

∑
a1b1

νa1b1a2b2
= γ

2 + δa2b20,0 (1− 2γ).
The s(b, b′) constraints in (6.12) yield

∑
a1a2

νa11
a21 =

∑
a1a2

νa11
a2ā2 =

∑
a1b2

νa11
1b2

=∑
a1a2

νa1ā1a21 =
∑
a1a2

νa1ā1a2ā2 =
∑
a1b2

νa1ā11b2
=
∑
b1a2

ν1b1
a21 =

∑
b1a2

ν1b1
a2ā2 =

∑
b1b2

ν1b1
1b2

=
βγ. Solving this system of equations yields the claim. �

Lemma 6.8 tells us that in the accept case (ω = CheckB = 1), Alice and Bob’s
state reduces to the tensor product of two states known from the 6-state analysis in
Chapter 2 and in [Ren05]. The state depends only on the noise parameters β and γ.

σ̃A1B1A2B2
accept =

[
(1− 3

2
β)|Φ00〉〈Φ00|+

β

2

(
|Φ01〉〈Φ01|+ |Φ10〉〈Φ10|+ |Φ11〉〈Φ11|

)]
⊗

[
(1− 3

2
γ)|Φ00〉〈Φ00|+

γ

2

(
|Φ01〉〈Φ01|+ |Φ10〉〈Φ10|+ |Φ11〉〈Φ11|

)]
. (6.13)

6.5.3 Conditioning on measurement outcomes

Next we look at the effect of Alice and Bob’s measurements in the non-test positions.
Alice performs a Bell measurement and Bob measures both his qubits in basis b.
Using the definition of the Bell states |Φt,a⊕t〉A1A2

=
∑
p∈{0,1} |p〉A1

σtxσ
a⊕t
z |p〉A2

the
measurements of Alice and Bob can be described by a single POVM. At given b ∈
{0, 1} the joint measurement yields x, y, a, t ∈ {0, 1},

Mb
xyat = |φbxyat〉〈φbxyat| (6.14)

|φbxyat〉 =
1√
2

∑

p

|p〉|ψbx〉σtxσa⊕tz |p〉|ψby〉. (6.15)

Here ∀b
∑
xyatMb

xyat = 1. Having a description of |ψABE〉 and |φbxyat〉 allows us
to write down Eve’s state after the A and B subsystems have been measured, i.e.
conditioned on the measurement outcomes. At fixed b ∈ {0, 1} we write

Pxyat|b
def
= Pr[xyat|b] (6.16)

Pxyat|b · σE
bxyat = trAB

(
|ΨABE〉〈ΨABE|Mb

xyat

)
= |ψ̄E

bxyat〉〈ψ̄E
bxyat| (6.17)

|ψ̄E
bxyat〉

def
= 〈φbxyat|ΨABE〉. (6.18)
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Here |ψ̄E
bxyat〉 is a sub-normalized state with squared norm Pxyat|b. We will write

|ψ̄E
bxyat〉 =

√
Pxyat|b|ψE

bxyat〉.

Lemma 6.9. Eve’s (sub-normalized) pure state conditioned on Alice and Bob’s mea-
surement outcomes is given by

|ψ̄E
bxyat〉 =

1

2
√

2

∑

a1b1a2b2

√
νa1b1a2b2

(−1)b2t
[
b̄δx⊕y⊕t,a1⊕a2(−1)(b1+b2+a+t)(a1+x) +

b(−1)xa1+y(t+a2)δb1⊕b2,x⊕y⊕a⊕t
]
|ea1b1a2b2

〉 (6.19)

Proof: see Appendix 6.A. �

From Lemma 6.9 we obtain

Pxyat|b = 〈ψ̄E
bxyat|ψ̄E

bxyat〉 =
1

8

(
b̄
∑

a1b1b2

νa1b1a1⊕x⊕y⊕t,b2 + b
∑

a1b1a2

νa1b1a2,b1⊕x⊕y⊕a⊕t

)
. (6.20)

Note: substituting the ν’s corresponding to an accept (Lemma 6.8) gives

P
[ω=1]
xyat|b =

1

8

[
δx⊕y⊕t⊕ab,0(1− β ? γ) + δx⊕y⊕t⊕ab,1β ? γ

]
(6.21)

with the ‘?’ notation defined as β ?γ = β(1−γ) + (1−β)γ. This is as expected, since
the bit error probability between x and y results from the concatenation of Channels
1 and 2.

Corollary 6.10. It holds that Pxat|b = 1
8 .

Proof: Pxat|b =
∑
y Pxyat|b. In (6.20) the summation over y gives rise to a full

summation over all 16 components of ν. The Corollary follows from the normalization∑
a1b1a2b2

νa1b1a2b2
= 1. �

The 16 states |ψE
bxyat〉 (at fixed b) are not all mutually orthogonal, though a subset

is.

Lemma 6.11.

〈ψE
bxyat|ψE

bxyat〉 = 〈ψE
bxyat|ψE

bxyat〉 = 〈ψE
bxyat|ψE

bxyat〉 = 〈ψE
bxyat|ψE

bx yat〉 = 0. (6.22)

Proof: We take the inner product of two states of the form (6.19). The cross terms
contain bb̄ and vanish. The Kronecker deltas ensure that the inner product vanishes
when an odd number out of the variables {x, y, t} flip. �

Remark. Eve’s overall state σE
b = Exyat|b σE

bxyat (at fixed b) is the purifica-
tion of σ̃A1B1A2B2 and is therefore diagonal in the basis |ea1b1a2b2

〉 and has eigenval-
ues νa1b1a2b2

. By way of consistency check we verify this by expanding Exyat|b σE
bxyat =∑

xyat Pxyat|b|ψE
bxyat〉〈ψE

bxyat|=
∑
xyat trAB|ψABE〉〈ψABE|Mb

xyat = trAB|ψABE〉〈ψABE|
(
∑
xyatMb

xyat) = trAB|ψABE〉〈ψABE|, which indeed produces the correct result.
Eve’s state conditioned on the measurement outcomes and acceptance is denoted

as σE
bxyat,ω=1.
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Lemma 6.12. Consider σE
bxat,ω=1 = Ey|bxat,ω=1 σ

E
bxyat,ω=1. The eigenvalues of

σE
bxat,ω=1 are β ? γ, 1− β ? γ and fourteen times zero.

Proof: We have σE
bxat,ω=1 =

∑
y

Pr[xyat|b,ω=1]
Pr[xat|b,ω=1] σ

E
bxyat,ω=1 =

∑
y 8P

[ω=1]
xyat|bσ

E
bxyat,ω=1.

Here we have used (6.21). From Lemma 6.11 we know that σE
bxyat,ω=1σ

E
bxyat,ω=1 = 0.

Thus σE
bxat,ω=1 is the weighted sum of two orthogonal projectors, with weights β ? γ

and 1− β ? γ. �

Lemma 6.13. Consider σE
bat = Exy|bat σE

bxyat. The spectral decomposition of σE
bat is

σE
bat =

∑

u,v∈{0,1}
Λuv|V atuv 〉〈V atuv | (6.23)

Λuv =
∑

k,`∈{0,1}
νk,`k⊕u,`⊕v (6.24)

|V atuv 〉 =
∑

k,`∈{0,1}

√
λk`k⊕u,`⊕v|ek`k⊕u,`⊕v〉(−1)(a+v)k̄(−1)t(k+`). (6.25)

It holds that 〈V atuv |V atu′v′〉 = δuu′δvv′ .

Proof: See Appendix 6.B. �

6.6 Security proof

We prove the security of the modified protocol as presented in Section 6.4.2. We
show that the protocol is ε-VSUE (Definition 6.3) and ε-KR (Definition 6.4), where
ε decreases exponentially in n if the message length ` is chosen appropriately. In
Section 6.6.4 we derive an expression for the asymptotic rate. We first describe the
CPTP maps related to the ideal protocol and the security definitions (step 3). We
consider smooth states (step 4) and use the post-selection technique (step 5) to allow
the use of the simplified state of Section 6.5 in step 6.

6.6.1 CPTP maps

We have the following identification between the abstract quantities in the security
definitions on the one hand and the protocol variables on the other hand.
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Definitions EPR protocol

Section 6.2.2 Section 6.4.2

m,ω m,ω

transcript t b, s, a, c, α1, α2

Sre u

Sonce Itest, b
1,2
test

P x

Here b and s are counted as part of the transcript because they eventually leak.8
The random Paulis α1, α2 will not appear explicitly in the analysis below because
their symmetrising effect has already been accounted for. Similarly, the Itest, b

1,2
test do

not feature in the analysis because the channel monitoring has been accounted for in
Section 6.5.2.

We denote the overall action of Alice and Bob running the whole protocol as a
CPTP map EVSUE acting on the ‘AB’ subsystem of the noisy EPR state ρABE. We
have

EVSUE = VSUE′.Post ◦ VSUE′.Meas ◦ VSUE′.Enc ◦ VSUE′.Enc (6.26)

Note that this order of maps commutes with the order of maps in the protocol de-
scription 6.4.2. It holds that

EVSUE(ρABE) = ρXMUBSACE
accept + ρX ⊗ ρMUBSACE

reject . (6.27)

In the ‘output’ state we have traced out all variables except those in the table above.
Note that we have isolated ρX in the Reject case, since the attacker model states that
x does not leak upon reject. The coupling between Eve’s subsystem ‘E’ and all the
other variables occurs through the measurement variables b, x, y, a, t ∈ {0, 1}n. We
write ρE

bxyat for Eve’s state conditioned on b, x, y, a, t.
We derive an expression for (6.27) starting from the state that additionally con-

tains the variables r, ω, t, y and the channel monitoring variables ‘D’, which we then
trace out. We have ρXMUBSACRDΩTY E = Emubr Exyat|b Ed

∑
scω |xmubsacrdωty〉〈· · · |

⊗ρE
bxyat δs,Syn(c⊕t) δc,t⊕F inv

u (m||r) δω,CheckB(d). Here the u, b, r are uniform. The dis-
tribution of x, y, a, t, d is determined by the noise that Eve is causing. We trace out
r, t, y, d. The expectation Ed then acts only on the Kronecker delta that contains d,
which yields a factor Ed δω,CheckB(d) = Pr[Ω = ω]; similarly, from Er we get a factor
Er δc,t⊕F inv

u (m||r) = 2`−nδm,Φu(c⊕t). The expectation Ey|bxat acting on ρE
bxyat gives

8 s leaks because its one-time pad eventually leaks.
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ρE
bxat by definition. The result is

ρXMUBSACE
accept = Pr[Ω = 1] E

mubxa

∑

sc

|xmubsacω=1〉〈xmubsacω=1|

⊗ E
t|bxa

ρE
bxatδs,Syn(c⊕t)2

`−nδm,Φu(c⊕t) (6.28)

ρMUBSACE
reject = Pr[Ω = 0] E

muba

∑

sc

|mubsacω=0〉〈mubsacω=0|

⊗ E
t|ba

ρE
batδs,Syn(c⊕t)2

`−nδm,Φu(c⊕t) (6.29)

Next we determine the CPTP map FVSUE that corresponds to the ‘ideal’ function-
ality. First, in order to achieve 0-KR according to Def. 6.4 the re-used key u must
decouple from all the other variables. I.e. FVSUE must be such that FVSUE(ρABE) =
ρU ⊗ trU E(ρABE). If we apply trU to (6.28,6.29) we see the expression Eu δm,Φu(c⊕t)
appearing, which evaluates to 2−` due to the fact that Φ is a pairwise independent
hash. This causes Em |m〉〈m| to decouple from the rest of the state; hence 0-VSUE
(Definition 6.3) is also satisfied. We get

FVSUE(ρABE) = ρMU ⊗ (ρXBSACE
accept + ρX ⊗ ρBSACE

reject ) (6.30)

ρXBSACE
accept = Pr[Ω = 1] E

bxa

∑

sc

2−n|xbsacω = 1〉〈xbsacω = 1|

⊗ E
t|bxa

ρE
bxatδs,Syn(c⊕t) (6.31)

ρBSACE
reject = Pr[Ω = 0] E

ba

∑

sc

2−n|bsacω = 0〉〈bsacω = 0|

⊗ E
t|ba

ρE
batδs,Syn(c⊕t). (6.32)

Finally we obtain an expression for ‖EVSUE − FVSUE‖� by taking the trace distance
between (6.27) and (6.30). Using the triangle inequality to separate the accept and
reject contribution, we get

‖EVSUE −FVSUE‖� ≤ Dacc +Drej (6.33)

Dacc = Pr[Ω = 1] E
mu

E
bxa

∑

sc

2−n
∥∥∥ E
t|bxa

ρE
bxatδs,Syn(c⊕t)(2

`δm,Φu(c⊕t) − 1)
∥∥∥

1
(6.34)

Drej = Pr[Ω = 0] E
mu

E
ba

∑

sc

2−n
∥∥∥ E
t|ba

ρE
batδs,Syn(c⊕t)(2

`δm,Φu(c⊕t) − 1)
∥∥∥

1
. (6.35)

Note that a bound ‖EVSUE −FVSUE‖� ≤ ε implies ε-VSUE and ε-KR.

6.6.2 Main result: distance to ideal

Theorem 6.14. Let EVSUE be the CPTP map according to the protocol of Sec-
tion 6.4.2, and let FVSUE be its idealized version that satisfies 0-VSUE and 0-KR
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as defined in Defs. 6.3 and 6.4. It holds asymptotically that

‖EVSUE −FVSUE‖� ≤ εacc + εrej (6.36)

εacc = Pr[Ω = 1] ·min
[
1,

√
2`−n+nh(1− 3

2β
∗, β
∗
2 ,

β∗
2 ,

β∗
2 )+nh(1− 3

2γ
∗, γ
∗
2 ,

γ∗
2 ,

γ∗
2 )+O(

√
n)
]

εrej = Pr[Ω = 0] ·min
[
(1,

√
2`−n+nh(1− 3

2β
∗, β
∗
2 ,

β∗
2 ,

β∗
2 )+nh(β∗?γ∗)+O(

√
n)
]
.

Note that Pr[Ω = 1] is exponentially small in n when β > β∗ and/or γ > γ∗.
(This follows from e.g. Hoeffding’s inequality).

6.6.3 Proof of Theorem 6.14

We start from (6.33) and apply steps 4 till 6 of the proof recipe of Section 2.5. Since
Dacc and Drej are both defined as a distance between sub-normalized states, we have
Dacc ≤ Pr[Ω = 1] and Drej ≤ Pr[Ω = 0]. We note that Dacc and Drej are very similar
expressions. In order to treat them in one go we introduce the notation ‘q’ which
stands for (b, x, a) in the accept case and for (b, a) in the reject case.

Step 4: we introduce smoothing as in [Ren05], i.e. we consider states ρ̄ that are√
ε-close to ρ in terms of trace distance. Doing this incurs a penalty ∝ √ε in the

diamond norm, but this penalty vanishes asymptotically. After these steps we can
write the smoothened version of Dacc,Drej both in the form Pr[Ω = 0/1]D̄.

D̄
def
= E

muscq
2n−κ

∥∥∥ E
t|q
ρ̄E
qtδs,Syn(c⊕t)(2

`δm,Φu(c⊕t) − 1)
∥∥∥

1
. (6.37)

Here we have written, in slight abuse of notation, Es(· · · ) = 2κ−n
∑
s(· · · ) and

Ec(· · · ) = 2−n
∑
c(· · · ). We derive an upper bound on D̄ using steps that are very

similar to the derivation in 6-state QKD of Section 2.6 and the Leftover Hash Lemma
[TSSR11]. We rewrite the 1-norm as the trace over a square root. Then we use
Jensen’s inequality to ‘pull’ the Eu, Eq and Es expectation into the square root. Next
we exploit the pairwise independence property of the hash function Φ, yielding a
result that can be formulated in terms of smooth Rényi entropies Sε0 and Sε2 using
Lemma 2.19. Finally we substitute the factorised form of Eve’s state due to Posts-
election (step 5) and make use of the limiting behavior of Lemma 2.1 to obtain von
Neumann entropies.
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D̄ = E
muscq

2n−κtr
{

E
t|q

E
t′|q

ρ̄E
qtρ̄

E
qt′δs,Syn(c⊕t)δs,Syn(c⊕t′) (6.38)

(2`δm,Φu(c⊕t)−1)(2`δm,Φu(c⊕t′)−1)
} 1

2

Jensen
≤ E

mcq
2n−κtr

{
E
us

E
tt′|q

ρ̄E
qtρ̄

E
qt′δs,Syn(c⊕t)δs,Syn(c⊕t′) (6.39)

[
22`δm,Φu(c⊕t)δm,Φu(c⊕t′) − 2`δm,Φu(c⊕t) − 2`δm,Φu(c⊕t′) + 1

]} 1
2

pair.indep.
= E

mcq
2n−κtr

√
E
tt′|q

ρ̄qtρ̄qt′ [E
s
δs,Syn(c⊕t)δs,Syn(c⊕t′)]2`δtt′ (6.40)

=
√

2n−κ E
q

tr
√

E
tt′|q

ρ̄E
qtρ̄

E
qt′2

`δtt′ (6.41)

Jensen
≤

√
|Q| 2n−κ+` E

qq′tt′
δqq′δtt′ ρ̄E

qtρ̄
E
q′t′ (6.42)

Lemma 2.19
≤

√
|Q| 2n−κ+`2S

ε
0(ρE)−Sε2(ρQTE) (6.43)

postselection
=

√
|Q| 2n−κ+`2S

ε
0([σE]⊗n)−Sε2([σQTE]⊗n) (6.44)

Lemma 2.1→
√
|Q| 2n−κ+` 2nS(σE)−nS(σQTE)+O(

√
n). (6.45)

In (6.40) we used Eu δm,Φu(··· ) = 2−` and Eu 22`δm,Φu(c⊕t)δm,Φu(c⊕t′) = 2`δtt′ + (1 −
δtt′). We used Lemma 2.19 with X = Q. In (6.45) the σE and σQTE are given by

σE = E
bxyat

σE
bxyat ; σQTE = E

qt
|qt〉〈qt| ⊗ σE

qt, (6.46)

with σE
bxat = Ey|bxat σE

bxyat and σ
E
bat = Exy|bat σE

bxyat. We have S(σQTE) = H(QT ) +

Eqt S(σE
qt). Step 6: we use the simple form of Eve’s state discussed in Section 6.5 to

compute the relevant entropies. From Lemma 6.12 we know that the eigenvalues of
σE
bxat do not depend on bxat in the accept case (which is exactly the case at hand).

Similarly, from Lemma 6.13 we see that the eigenvalues of σE
bat do not depend on

bat. Hence we can write Eqt S(σE
qt) = S(σE

qt) where in the last expression the q and t
have arbitrary values. Furthermore, from Corollary 6.10 we get H(BXAT ) = 4 and
H(BAT ) = 3. Asymptotically it holds that n − κ → nh(β∗ ? γ∗), since the error
correcting code is designed to deal with bit error rate β∗ ? γ∗, which results from the
serial concatenation of noisy channels with error probability β∗ and γ∗. Substitution
into (6.45) gives the following asymptotic result

Dacc ≤ Pr[Ω = 1]

√
2`−n+nh(β∗?γ∗)2nS(σE

ω=1)−nS(σE
bxat,ω=1)+O(

√
n) (6.47)

Drej ≤ Pr[Ω = 0]
√

2`−n+nh(β∗?γ∗)2nS(σE)−nS(σE
bat)+O(

√
n). (6.48)

Accept case. From Lemma 6.8 it follows that S(σE
ω=1) = h(1 − 3

2β,
β
2 ,

β
2 ,

β
2 ) + h(1 −

3
2γ,

γ
2 ,

γ
2 ,

γ
2 ). From Lemma 6.12 we get S(σE

bxat,ω=1) = h(β ?γ). In the accept case we
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know that β ≤ β∗, γ ≤ γ∗. Substitution of these von Neumann entropies into (6.47)
yields (6.37).
Reject case. From Lemma 6.13 we have

S(σE)− S(σE
bat) =

∑

a1b1a2b2

νa1b1a2b2
log

1

νa1b1a2b2

+
∑

uv

Λuv log Λuv. (6.49)

We need to upper bound this expression under the four constraints specified in
Lemma 6.7. We use Lagrange optimization, with constraint multipliers µa1b1 . The
Lagrangian is

L =
∑

a1b1
a2b2

νa1b1a2b2
ln

1

νa1b1a2b2

+
∑

uv

Λuv ln Λuv +
∑

a1b1

µa1b1
(∑

a2b2

νa1b1a2b2
− β

2
− δa1,b10,0 (1− 2β)

)
.

(6.50)
Computing the derivatives with respect to the ν-parameters, and setting these deriva-
tives to zero yields, after some algebra,

νa1b1a2b2
= Λa1⊕a2,b1⊕b2 expµa1b1 . (6.51)

Summing (6.51) over a2, b2 and using the constraints of Lemma 6.7 we solve for µa1b1
and find expµa1b1 = β

2 + δa1,b10,0 (1− 2β). Substituting this back into (6.51) and using
the definition of Λ (6.24) we get a system of linear equations,

νa1b1a2b2
=

[
β

2
+ δa1,b10,0 (1− 2β)

]∑

k`

νk`k⊕a1⊕a2,`⊕b1⊕b2 . (6.52)

The solution is ν01
uv̄ = ν10

ūv = ν11
ūv̄ = ν00

uv
β/2

1−3β/2 ∧
∑
uv ν

00
uv = 1 − 3

2β. Then the
simple relation Λuv = (1− 3

2β)−1ν00
uv holds. This solution does not entirely fix all the

parameters (three degrees of freedom are still open), but it does entirely fix (6.49),

S(σE)− S(σE
bat) ≤ h(1− 3

2
β,
β

2
,
β

2
,
β

2
). (6.53)

Because of the succeeded CheckA we have β ≤ β∗. Finally, substitution of (6.53) with
β ≤ β∗ into (6.48) yields (6.37). �

Remark: An alternative way of deriving the reject case result (6.53) would have been
to consider a modification to the original protocol where Eve receives the basis choice
b just before Alice sends qubits. Eve can then measure y = x⊕t with perfect accuracy.
What remains for Eve is get information about x from her 4-dimensional ancilla state.
This is exactly the six-state QKD analysis.

6.6.4 Achievable asymptotic rate

Theorem 6.14 tells us how the length ` must be set so as to ensure an exponentially
small diamond distance ‖EVSUE −FVSUE‖�,

` ≤ n−nh(1− 3

2
β∗,

β∗

2
,
β∗

2
,
β∗

2
)−nmax

(
h(β∗?γ∗), h(1− 3

2
γ∗,

γ∗

2
,
γ∗

2
,
γ∗

2
)
)
. (6.54)
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When γ∗ is close to β∗, the second term in the max() is dominant. From this point
on we set γ∗ = β∗. The requirement on ` becomes

In case γ∗ = β∗ : ` ≤ n− 2nh(1− 3

2
β∗,

β∗

2
,
β∗

2
,
β∗

2
). (6.55)

The rate of a scheme is the length of the actual message sent, divided by the expended
number of qubits. Our scheme transmits a string of length ` while expending n + ν
qubits, with ν � n. However, that is not the whole story, since the single-use keys
ksyn, ktest, Itest, b

1,2
test, ξ, η need to be refreshed somehow. Of these keys, ksyn has length

nh(β∗ ? β∗) while the others are at most of order log n. One way of refreshing the
keys is to send them as part of the message m. This reduces the actual message size
from ` to `− nh(β∗ ? β∗), which results in the following rate,

Refresh through VSUE : rate = 1− 2h(1− 3

2
β∗,

β∗

2
,
β∗

2
,
β∗

2
)− h(β∗ ? β∗). (6.56)

As we saw in Chapter 5, using an unclonable scheme like VSUE to transport the
single-use keys is overkill, since they are assumed to leak afterward. It is much
more efficient to do the refresh via QKD (or QKR). The rate of six-state QKD is
RQKD = 1 − h(1 − 3

2β
∗, β

∗

2 ,
β∗

2 ,
β∗

2 ); the number of qubits spent on transporting
nh(β∗ ? β∗) bits is NQKD = nh(β∗ ? β∗)/RQKD; the rate is `/(n+NQKD),

Refresh by 6-state QKD : rate =
(1− 2J)(1− J)

1− J + h(β∗ ? β∗)
, J

def
= h(1− 3

2
β∗,

β∗

2
,
β∗

2
,
β∗

2
).

(6.57)
The rates (6.56,6.57) are plotted in Figure 6.3. Key update via QKD is clearly the
best option. Note that these rates are significantly lower than what can be achieved
with a UE scheme that uses the quantum channel in a single direction (see Chapter 5).
In UE a positive rate is possible up to β ≈ 0.12.
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<latexit sha1_base64="TRQko72Z5/K/kvJ1x8RSvoSbDX0=">AAAB8nicbVBNS8NAEN3Ur1q/qh69LBbBU0mKoseCCB4rmraQhrLZbNqlm92wOxFK6c/w4kERr/4ab/4bt20O2vpg4PHeDDPzokxwA6777ZTW1jc2t8rblZ3dvf2D6uFR26hcU+ZTJZTuRsQwwSXzgYNg3UwzkkaCdaLRzczvPDFtuJKPMM5YmJKB5AmnBKwUtB/8W5xnMQHWr9bcujsHXiVeQWqoQKtf/erFiuYpk0AFMSbw3AzCCdHAqWDTSi83LCN0RAYssFSSlJlwMj95is+sEuNEaVsS8Fz9PTEhqTHjNLKdKYGhWfZm4n9ekENyHU64zHJgki4WJbnAoPDsfxxzzSiIsSWEam5vxXRINKFgU6rYELzll1dJu1H3LuvufaPWvCjiKKMTdIrOkYeuUBPdoRbyEUUKPaNX9OaA8+K8Ox+L1pJTzByjP3A+fwCZFZDC</latexit>

VSUE update

Figure 6.3: Communication rate of our scheme with two different ways to update the
single-use keys: through VSUE itself and via 6-state QKD. The bit error rate on all
channels is taken to be β.
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6.7 Two-way Quantum Key Distribution

Our VSUE scheme can be modified such that it becomes a QKD scheme with two-
way use of the quantum channel, like [BLMR13]. The modifications with respect to
Section 6.3.3 are as follows.
(i) The message m is replaced by a uniform random string, which serves as the QKD
key.
(ii) Alice chooses u. (It is no longer a shared key). Bob confirms that he has received
qubits. Then Alice reveals u.
(iii) The syndrome s is sent in the clear, together with u. ksyn does not exist.
(iv) The keys b, ktest, Itest, b

1
test, b

2
test, ξ, η are kept secret forever.

The quantity to be upperbounded is DQKD = ‖ρMUSACE
accept −ρM ⊗ρUSACE

accept ‖1, since
only the message needs to be kept safe, and it is only endangered in case of accept.
Following the same steps as in Section 6.6.3 we find

DQKD = Pr[Ω = 1]2−n E
mua

∑

sc

∥∥∥ E
t|a
ρE
atδs,syn(c⊕t)(2

`δm,Φu(c⊕t) − 1)
∥∥∥

1
(6.58)

≤ Pr[Ω = 1] ·min
(

1,
√

2`−n+nh(β?γ)2nS(σE
ω=1)−nS(σE

at,ω=1)+O(
√
n)
)
.(6.59)

From Lemma 6.8 we get S(σE
ω=1) = Jβ + Jγ , where we use shorthand notation Jβ

def
=

h(1− 3
2β,

β
2 ,

β
2 ,

β
2 ). Furthermore, substitution of Lemma 6.8 into Lemma 6.13 shows

that the eigenvalues of σE
at,ω=1 are Λ01 = Λ10 = Λ11 = 1

2β ? γ and Λ00 = 1− 3
2β ? γ,

which yields S(σE
at,ω=1) = Jβ?γ . Hence we obtain

DQKD ≤ Pr[Ω = 1] ·min
(

1,
√

2`−n+nh(β?γ)2nJβ+nJγ−nJβ?γ+O(
√
n)
)
. (6.60)

From (6.60) we see that ` has to be chosen as ` ≤ n−nh(β ? γ)−nJβ −nJγ +nJβ?γ .
The corresponding rate is

Key rate = 1− h(β ? γ)− Jβ − Jγ + Jβ?γ . (6.61)

Note that now there is no additional penalty from a syndrome mask, since the syn-
drome is sent in the clear.

The authors of [BLMR13] used an entropic uncertainty relation to prove achievable
rate 1−h(β?γ)−min

(
h(β), h(γ)

)
for LM05, in the case of independent channel noise.

To our knowledge that is the best known rate so far for a two-way version of QKD. Our
proof yields a higher rate (6.61) when γ is close to β. Figure 6.4 shows a comparison
of the rates for β = γ. This rate improvement could be due to the 6-state channel
monitoring in combination with a proof technique similar to [Ren05] which is able to
exploit that kind of monitoring.

6.8 Discussion

We have constructed an Unclonable Encryption scheme with the additional property
that even after a reject Alice is allowed to leak all her keys. The price we pay for
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Our QKD protocol
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<latexit sha1_base64="CX0RsZ0pgcePHoSEiP19eSPyFXg=">AAAB63icbVBNS8NAEJ3Ur1q/qh69LBbBU0kKoicpePFYwX5AG8pmO2mX7m7C7kYooX/BiwdFvPqHvPlvTNoctPXBwOO9GWbmBbHgxrrut1Pa2Nza3invVvb2Dw6PqscnHRMlmmGbRSLSvYAaFFxh23IrsBdrpDIQ2A2md7nffUJteKQe7SxGX9Kx4iFn1OaSphaH1Zpbdxcg68QrSA0KtIbVr8EoYolEZZmgxvQ9N7Z+SrXlTOC8MkgMxpRN6Rj7GVVUovHTxa1zcpEpIxJGOitlyUL9PZFSacxMBlmnpHZiVr1c/M/rJza88VOu4sSiYstFYSKIjUj+OBlxjcyKWUYo0zy7lbAJ1ZTZLJ5KFoK3+vI66TTq3lXdfWjUmrdFHGU4g3O4BA+uoQn30II2MJjAM7zCmyOdF+fd+Vi2lpxi5hT+wPn8ASnyjkw=</latexit>

rate

Figure 6.4: Asymptotic key rate of two-way QKD as a function of the bit error rate
β on the quantum channels. (The error rate of the two channels is set to be equal.)
Upper curve: our result (6.61). Lower curve: [BLMR13].

having VSUE, as compared to merely UE, is a lower rate when there is channel noise;
this is due to the accumulation of noise from two channel uses instead of one.

The size of the shared keys is 2n + nh(β ? γ) + O(log n), where u ∈ {0, 1}2n is
re-usable and all the other keys have to be refreshed. The optimal way to refresh is to
use 6-state QKD. The key ksyn ∈ {0, 1}nh(β?γ) causes the main burden here. It would
be interesting to see if alternative ways of handling the leakage from error correction,
such as [DPS05], can help to improve the rate. This is left for future work.

We have used a proof technique with post-selection and random Pauli operators
because this technique allows us to prove a higher rate than techniques based on en-
tropic inequalities. A slight disadvantage of this technique is that three-basis channel
monitoring must become part of the protocol.

Our attacker model assumes that the noise on Channels 1 and 2 is independent. In
some circumstances it may be argued that the noise is dependent [BLMR13], making
it possible to achieve higher rates. This is left as a topic for future work.

Finally we mention that schemes in which a message is encoded directly into qubits
are very sensitive to particle loss (erasures). In our protocol, erasures in Channel 1 are
harmless since Alice can ignore the erased positions. Erasures in Channel 2 however
are problematic; they force Alice and Bob to adapt their error-correcting code to
cope with erasures, which is costly. A naive attempt to fix the problem would be to
let Bob report erasure locations before Alice computes µ. However, that would force
Alice as well as Bob to wait for a response from the other party. According to the
attacker model, some of their variables would then become long-term secrets and the
VSUE property would be lost.

6.9 From qubits to qudits

In this chapter we have seen that two passes over a quantum channel allows security
in the scenario where one of the two communicating parties is in a sense vulnerable
compared to the other. Due to the double-pass of the qubits involved, Eve has a
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stronger attack compared to single-pass protocols. This causes us to pay a price in
the rate of the protocol as a function of noise compared to single-pass protocols, see
Chapters 2 till 5. If the noise exceeds a threshold, these protocols no longer have a
positive rate, i.e. it becomes impossible to use them.

In the next chapter we will consider a protocol that is particularly useful for
communication over very noisy channels. So far we have been using qubits, i.e. 2-
dimensional quantum states. We will see that by sending higher dimensional quantum
states, called qudits, it becomes harder for Eve to learn all the details of the quantum
state. This increased difficulty can be exploited to construct QKD schemes that have
a positive rate over a larger interval of the noise parameter β.
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Appendix

6.A Proof of Lemma 6.9: Eve’s sub-normalized pure state

We write out |ψ̄E
bxyat〉 as follows,

|ψ̄E
bxyat〉 = 〈φbxyat|ψABE〉 (6.62)

=
1√
2

∑

pa1b1a2b2

〈p|〈ψbx|〈p|〈ψby|(12 ⊗ σa1x σb1z ⊗ σt⊕az σtx ⊗ σa2x σb2z ⊗ 116)

√
νa1b1a2b2

|Φ00〉|Φ00〉|ea1b1a2b2
〉 (6.63)

=
1

2
√

2

∑

pqa1b1a2b2

√
νa1b1a2b2

〈ψbx|σa1x σb1z |p〉〈p|σt⊕az σtx|q〉〈ψby|σa2x σb2z |q〉|ea1b1a2b2
〉 (6.64)

=
1

2
√

2

∑

a1b1a2b2
pq

√
νa1b1a2b2

(−1)b1p+b2q
[
δb0δx,p⊕a1δy,q⊕a2 +

δb1
2

(−1)x(p⊕a1)+y(q⊕a2)
][
δp0δtq + (−1)a⊕tδtq̄δp1

]
|ea1b1a2b2

〉 (6.65)

=
1

2
√

2

∑

a1b1a2b2

√
νa1b1a2b2

(−1)b2t
[
δb0
(
δxa1δy⊕t,a2 + (−1)b1+b2+a+tδxā1δy⊕t,ā2

)

+
δb1
2

(−1)xa1+y(t+a2)
(
1 + (−1)b1+b2+x+y+a+t

)]
|ea1b1a2b2

〉 (6.66)

=
1

2
√

2

∑

a1b1a2b2

√
νa1b1a2b2

(−1)b2t
[
b̄δx⊕y⊕t,a1⊕a2

(−1)(b1+b2+a+t)(a1+x) + b(−1)xa1+y(t+a2)δb1⊕b2,x⊕y⊕a⊕t
]
|ea1b1a2b2

〉 (6.67)

where the last line is the claim. �

6.B Proof of Lemma 6.13

We have σE
bat =

∑
xy Pr[xy|bat]σE

bxyat =
∑
xy

Pr[xyat|b]
Pr[at|b] σ

E
bxyat = 4

∑
xy |ψ̄E

bxyat〉〈ψ̄E
bxyat|.

Next we check that the given |V atuv 〉 are indeed eigenvectors. Keeping track of the
phases we get:

〈ψ̄Ebxyat|V atuv 〉 =
1

2
√

2

∑

k`

νk,`k⊕u,`⊕v(−1)(a+v)k̄+(k+v)t (6.68)

[
b̄δx⊕y⊕t,u(−1)(v+a+t)(k+x) + bδx⊕y⊕a⊕t,v(−1)xk+(t+k+u)y

]
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σEbat|V atuv 〉=
1

2

∑

xyk`

∑

a1b1a2b2

νk,`k⊕u,`⊕v

√
νa1b1a2b2

|ea1b1a2b2
〉(−1)(a+v)k̄+(k+v+b2)t

[
b̄δx⊕y⊕t,uδu,a1⊕a2(−1)(v+a+t)(k+x)+(b1+b2+a+t)(a1+x)

+bδx⊕y⊕a⊕t,vδv,b1⊕b2(−1)xk+(t+k+u)y+xa1+(t+a2)y
]

(6.69)

=
1

2

∑

k`

∑

a1b1a2b2

νk,`k⊕u,`⊕v

√
νa1b1a2b2

|ea1b1a2b2
〉(−1)(a+v)k̄+(k+v+b2)t

[
b̄δu,a1⊕a2(−1)(v+a+t)k+(b1+b2+a+t)a1

∑

x

(−1)(v+b1+b2)x

+bδv,b1⊕b2(−1)(a+t+v)k+(a+t+v)a1
∑

y

(−1)(a1+a2+u)y
]

(6.70)

=
∑

k`

∑

a1b1

νk,`k⊕u,`⊕v

√
νa1b1a1⊕u,b1⊕v|e

a1b1
a1⊕u,b1⊕v〉(−1)(a+v)k̄+(k+b1)t

[
b̄(−1)(v+a+t)k+(v+a+t)a1 + b(−1)(a+t+v)k+(a+t+v)a1

]
(6.71)

=
∑

k`

νk,`k⊕u,`⊕v
∑

a1b1

√
νa1b1a1⊕u,b1⊕v|e

a1b1
a1⊕u,b1⊕v〉(−1)(a+v)ā1+(a1+b1)t.(6.72)

We recognize Λuv|V atuv 〉 with renamed summation variables.



Chapter 7
Round robin differential phase shift

quantum key distribution

Dealing with more noise
Luckily for Alice, things start to cool down in the neighborhood of her lab. The
two-way vulnerable sender unclonable encryption scheme gave them confidence
in their confidential communication during a tough time. For some reason
though, after all the unrest, the amount of noise Alice and Bob detect on their
quantum channel has increased. They decide that they need a protocol that
can deal with more noise than the protocols used up to this point. Luckily
such a scheme already exists. Round robin differential phase shift quantum key
distribution uses higher dimensional quantum states than the qubits Alice and
Bob used up to this point to make it harder for Eve to learn anything relevant
from the state. In fact, the protocol does not even require channel monitoring.
But Alice and Bob are interested in efficient communication. Can the rate of
the protocol be increased by adding channel monitoring to the protocol and
taking this into account in the security proof?

7.1 Introduction

7.1.1 Round robin differential phase shift quantum key
distribution

In 2014, Sasaki, Yamamoto and Koashi introduced Round-Robin Differential Phase-
Shift (RRDPS) [SYK14], a QKD scheme based on d-dimensional qudits. It has the
advantage that it is very noise resilient while being easy to implement using photon
pulse trains and interference measurements. One of the interesting aspects of RRDPS
is that it is possible to omit the monitoring of signal disturbance. Even at high
disturbance, Eve can obtain little information IAE about Alice’s secret bit. The
value of IAE determines how much privacy amplification is needed. The maximum
possible QKD rate (the number of actual key bits conveyed per quantum state) is

This chapter is based on [LŠ19c]. A factor 2 omission in the paper, regarding the post-selection
penalty, has been corrected (Figures 7.6 and 7.7).
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1 − h(β) − IAE, where the binary entropy function is due to the error correction.
Monitoring of signal disturbance induces a small penalty on the QKD rate. However,
the number of qubits that needs to be discarded is only logarithmic in the length of
the derived key [Lo05].

7.1.2 Prior work on the security of RRDPS

The security of RRDPS has been discussed in a number of papers [SYK14, ZYCM17,
SK17, Ško17]. The original RRDPS paper gives an asymptotic upper bound for the
leakage,

IAE ≤ h(
1

d− 1
) (7.1)

(Eq. 5 in [SYK14] with photon number set to 1). The security analysis in [SYK14] is
based on the Shor-Preskill proof technique [SP00] and an estimate of the phase error.
It is not known how tight the bound (7.1) is. Reference [ZYCM17] follows [SYK14]
and does a more accurate computation of phase error rate, tightening the 1/(d − 1)
in (7.1) to 1/d. In [SK17] Sasaki and Koashi add noise-dependence to their analysis
and claim a bound

IAE ≤ h(
2β

d− 2
) for β ≤ 1

2
· d− 2

d− 1
(7.2)

and IAE ≤ h( 1
d−1 ) for β ∈ [ 1

2 · d−2
d−1 ,

1
2 ]. (See Section 7.14.2). The analysis in [Ško17]

considers only intercept-resend attacks, and hence puts a lower bound on Eve’s po-
tential knowledge, IAE ≥ 1− h( 1

2 + 1
d ) = O(1/d2).1

7.1.3 Contributions to round robin differential phase shift QKD

Using the proof method of Chapter 2, we will give a bound on the leakage IAE, which
leads to a bound on the achievable rate as a function of β. The result is composable,
since the proof technique is based on the diamond norm. We consider the case where
Alice and Bob do monitor the channel (i.e. they are able to tune the amount of privacy
amplification as a function of the observed bit error rate) as well as the saturated
regime where the leakage does not depend on the amount of noise.

• We describe a version of RRDPS that contains channel monitoring.

• We show that the RRDPS protocol is equivalent to a protocol that contains an
additional randomisation step by Alice and Bob. The randomization consists of
phase flips, a permutation of the basis states and permutation of the qudits. We
construct an EPR variant of RRDPS-with-randomization. Different from the
qubit case, Alice measures half of a d2-dimensional quantum system, which is
equivalent to preparing a d-dimensional qudit. The effect of the randomization
is that Alice and Bob’s entangled state is symmetrized and can be described
using just three real degrees of freedom. Eve holds the purification of this state.

1 Ref. [Ško17] gives a min-entropy of − log( 1
2

+ 1
d

), which translates to Shannon entropy h( 1
2

+ 1
d

).
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• We derive the required amount of privacy amplification in the finite size regime.
Additionally we compute the relevant von Neumann entropies following from
step 6 of the proof recipe of Chapter 2. This provides a bound on the leakage in
the asymptotic (long key) regime. Our asymptotic result is tighter than [SYK14]
for all values of d and β. Our non-asymptotic result is tighter than [SYK14] for
low d.

• We provide a number of additional results by way of supplementary information.
(i) We show that Eve’s ancilla coupling can be written as a unitary operation
on the Bob-Eve system. This shows how Eve’s optimal attack can be executed
even if she has no access to Alice’s qudit. (ii) We compute the min-entropy of
one secret bit given the corresponding ancilla. (iii) We compute the accessible
information (mutual Shannon entropy) of one secret bit given the corresponding
ancilla. The min-entropy and accessible-information results are relevant for
collective attacks.

7.2 RRDPS QKD description and security intuition

7.2.1 The RRDPS scheme in a nutshell

The dimension of the qudit space is d. The basis states2 are denoted as |t〉, with time
indices t ∈ {0, . . . , d−1}. Whenever we use notation “t1 + t2” it should be understood
that the addition of time indices is modulo d. The RRDPS scheme consists of the
following steps.

1. Alice generates a random bitstring a ∈ {0, 1}d. She prepares the single-photon
state

|µa〉 def
=

1√
d

d−1∑

t=0

(−1)at |t〉 (7.3)

and sends it to Bob.

2. Bob chooses a random integer r ∈ {1, . . . , d − 1}. Bob performs a POVM
measurementM(r) described by a set of 2d operators (M

(r)
ks )k∈{0,...,d−1},s∈{0,1},

M
(r)
ks =

1

2
|Ψ(r)
ks 〉〈Ψ

(r)
ks | |Ψ(r)

ks 〉 =
|k〉+ (−1)s|k + r〉√

2
. (7.4)

The result of the measurementM(r) on |µa〉 is an random integer k ∈ {0, . . . , d−
1} and a bit s = ak ⊕ ak+r.3

3. Bob announces k and r over a public but authenticated channel. Alice computes
s = ak ⊕ ak+r. Alice and Bob now have a shared secret bit s.

2 The physical implementation [SYK14] is a pulse train: a photon is split into d coherent pieces
which are released at different, equally spaced, points in time.

3 The phase (−1)ak⊕ak+r is the phase of the field oscillation in the (k + r)’th pulse relative to
the k’th. The measurement M(r) is an interference measurement where one path is delayed by r
time units.
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This procedure is repeated multiple times. Finally, on the remaining bits Alice and
Bob carry out the standard procedures of information reconciliation and privacy
amplification.

In the original scheme [SYK14], Alice and Bob do not monitor the noise on the
channel. Instead they perform the amount of privacy amplification corresponding to
the maximum noise on the channel (β = 1

2 ). Note that Alice and Bob do require some
bound on the channel noise in order to perform error correction. We will consider
a modified version of the original RRDPS QKD scheme that includes channel noise
monitoring. This allows us to give a relatively simple description of the d2 dimensional
state held by Eve.

7.2.2 Security intuition

The security of RRDPS is intuitively understood as follows. A measurement in a
d-dimensional space cannot extract more than log d bits of information. The state
|µa〉, however, contains d− 1 bits of information, which is a lot more than log d. Eve
can learn only a fraction of the string a embedded in the qudit. Furthermore, what
information she has is of limited use, because she cannot force Bob to select specific
phases. (i) She cannot force Bob to choose a specific r value. (ii) Even if she feeds
Bob a state of the form |Ψ(r)

`u 〉, where r accidentally equals Bob’s r, then there is a 1
2

probability that Bob’s measurementM(r) yields k 6= ` with random s.

7.2.3 Attacker model

The attacker model is the basic attacker model introduced in Section 2.1. We allow
Eve to attack the qudits in any way allowed by the laws of quantum physics, e.g. using
unbounded quantum memory, entanglement, lossless operations, arbitrary POVMs,
arbitrary unitary operators etc. All bit errors observed by Alice and Bob are assumed
to be caused by Eve. Eve has no access to the labs of Alice and Bob, i.e. there are no
side-channel attacks. In a quantum key distribution scheme, the final result is long-
term key shared by Alice and Bob. Hence the attacker model relevant for unclonable
encryption is not feasible for any QKD scheme. Alice and Bob are able to destroy
classical variables. For simplicity we do not describe the classical authentication
performed by Alice and Bob. Instead we give Alice and Bob access to an authenticated
classical channel.

7.3 The RRDPS QKD protocol with channel monitoring

7.3.1 Protocol description

Alice and Bob have agreed on a noise threshold β, the number of qudits n, a family of
pairwise independent hash functions Φu : {0, 1}n → {0, 1}` with u ∈ U and a linear
error-correcting code with syndrome function Syn : {0, 1}n → {0, 1}n−κ and decoder
SynDec: {0, 1}n−κ → {0, 1}n. Let x(i) denote the value of x in the ith qudit. The
vector consisting of n strings a(i) is denoted in bold font: a = (a(i))ni=1. The notation
ak ∈ {0, 1}n denotes the string (a

(i)
ki

)ni=1. Similarly ak+r stands for (a
(i)
ki+ri

)ni=1. Alice
and Bob adopt the channel monitoring procedure shown below.
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Definition 7.1. Let s′ be a noisy version of s.

NoiseCheck(s, s′) =

{
1 if Hamm(s⊕s′)

n ≤ β
0 otherwise.

(7.5)

Definition 7.1 states that the channel noise should not exceed the threshold β.
As we did for six-state QKD, we describe the RRDPS QKD protocol with channel

monitoring followed by a one-time pad encryption. This ensures that it is a quantum
encryption protocol according to Definition 2.3.
RR.Gen:

Alice generates n local random bitstrings of length d: a = (a(i) ∈ {0, 1}d)ni=1, a
random hash seed u ∈ U and a message m ∈ {0, 1}`.
Bob generates a local random string r ∈ {1, . . . , d− 1}n.

RR.Enc
Alice prepares n qudits in a joint state that we write as |µa〉 =

⊗n
i=1 |µa(i)〉 with

|µa(i)〉 = 1√
d

∑d−1
t=0 (−1)a

(i)
t |t〉.

RR.Meas
For all qudits i ∈ [n], Bob applies the POVMM(r(i)), which yields measurement
outcomes k ∈ {0, . . . , d− 1}n and s ∈ {0, 1}n.

RR.Post
Bob sends r, k to Alice.
Alice computes s′ = ak ⊕ ak+r. She sends e = Syn s′ to Bob.
Bob performs the error correction ŝ′ = s ⊕ SynDec(Syn s ⊕ e) and the channel
monitoring ω = NoiseCheck(s, ŝ′). He sends ω to Alice.
If ω == 1, Alice computes z = Φu(s′) and c = z ⊕m and sends u, c to Bob. If
ω == 0 she sends ⊥.
Bob computes ẑ = Φu(ŝ′) and m̂ = c⊕ ẑ.

7.4 Proof structure

We prove the secrecy of the message after an instance of the protocol. We bound
the leakage for a finite number of qudits as well as for asymptotically many qudits.
We apply the proof recipe of Section 2.5 to the RRDPS QKD scheme with channel
monitoring. We start by formulating an EPR version of the protocol (step 1). In
the EPR version, Eve prepares a d2-dimensional noisy EPR state. Alice performs a
measurements that ensures the state |µa〉 is held by Bob. In step 2 we show the EPR
version is invariant to random permutations of qubit positions as well as permutations
of time indices within a qudit. We also show an invariance to random phase flips.
In step 3, we systematically describe the completely positive trace preserving maps
that describe modified protocol E and its ideal counterpart F in which the message
is completely decoupled from the state held by Eve. For the asymptotic result, we
introduce smooth states in step 4. Finally in step 5 and 6 we exploit the symmetrized
form of Eve’s state and compute bounds on the leakage. The correctness of the
message is guaranteed by the authenticated classical channels.
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7.5 Symmetrized EPR version of the protocol

We construct an EPR version of the protocol. We show that the security of the EPR
version is unaffected by permutation of the qudit positions as well as in the time
indices within a qudit. In addition we show the protocol is security-equivalent to a
protocol with added random phase flips within the qudits.

7.5.1 EPR version

Consider the following modifications to the protocol of Section 7.3. Alice does not
generate the random string a in RR.Gen. We replace the map RR.Enc by the following.
Alice prepares (|α0〉)⊗n with

|α0〉 def
=

1√
d

d−1∑

t=0

|tt〉 (7.6)

She sends half of each pair to Bob. Alice performs the POVM Q = (Qz)z∈{0,1}d on
each qudit, where

Qz =
d

2d
|µz〉〈µz|. (7.7)

This results in n measured strings a(i) ∈ {0, 1}d. This procedure is equivalent to
generating a random a and sending |µa〉 to Bob. The rest of the protocol remains
unchanged.

Lemma 7.2. The hermitian matrices Qz as defined in (7.7) form a POVM, i.e.∑
z∈{0,1}d Qz = 1.

Proof:∑
z |µz〉〈µz| =

∑
z

1
d

∑d−1
t,t′=0(−1)zt′+zt |t〉〈t′| = 1

d

∑d−1
t,t′=0 |t〉〈t′|

∑
z(−1)zt′+zt .

Using
∑
z(−1)zt′+zt = 2dδtt′ we get

∑
z |µz〉〈µz| = 2d

d

∑
t |t〉〈t| = 2d

d 1. �
It is not important whether Q is practical or not; it is a theoretical construct which
allows us to build an EPR version of RRDPS.

7.5.2 Random permutation of qudits

We show the security of the protocol is not changed if random permutation of the qu-
dits is added. Consider the following modifications to RR.Gen, RR.Enc and RR.Meas.

In RR.Gen, Alice generates a random permutation πq of the n qudits. In RR.Enc
she applies the permutation to the received qubits before measuring withQ. She sends
πq to Bob. In RR.Meas Bob permutes his qubits according to πq before measuring
withM(r). The remainder of the protocol remains unchanged.

The effect of the random permutation on Alice’s side is a random permutation of
her measurement results a(i) which were and stay uniform. At Bob’s side his mea-
surement outcomes are permuted. The potential non-uniformity of k caused by Eve
occurs at different positions, causing an alteration of s, s′ but with the same proba-
bility distribution as before. The noise on s is permuted as well, but this alteration is
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undone by the error correction step which is indifferent to the noise positions. Over-
all, Alice and Bob’s output variables have the same probability distributions with or
without the random permutation. The only difference in output is a permutation
of the indices of k. The permutation invariance of the protocol, in accordance with
Lemma 2.16, allows for the use of post-selection.

7.5.3 Random permutation of time indices

We show the security of the protocol is unchanged under permutations of the or-
thonormal basis states |t〉, t ∈ {0, . . . , d−1} within each qudit. Consider the following
modifications to the maps RR.Gen, RR.Enc and RR.Meas. In RR.Gen, Alice generates
n random permutation of the d temporal positions: πT =

⊗n
i=1 π

(i)
T . In RR.Enc Alice

permutes the time indices of the ith qudit according to π(i)
T before performing her

measurement Q. Alice sends πT to Bob. In RR.Meas, before measuring with M(r),
Bob applies the same permutation π(i)

T to his ith qudit. The remainder of the protocol
is unchanged.

The security equivalence is seen as follows. Since a was already uniform, its statis-
tics are unaffected by the permutation. Bob’s measurement outcome k is modified
according to the permutation. The statistics of s are unaffected since the distributions
of a and r are unchanged. The permutation of the time indices by Alice and Bob
has the same effect as a permutation of the classical string a by Alice and changing
the value of k accordingly by Bob. Permuting these random classical strings does not
affect the state held by Eve. The security of the protocol is not impacted.

7.5.4 Random phase flips

We show that the security of the protocol is unchanged when random phase flips are
added as an extra step to the protocol. Consider the following modifications to the
maps RR.Gen, RR.Enc and RR.Meas. In RR.Gen Alice generates n uniform random bit
strings: p = (p(i) ∈ {0, 1}d)ni=1. In RR.Enc, before measuring with Q, Alice performs
phase flips on her ith qudit according to the rule |t〉 → (−1)p

(i)
t |t〉. She sends p

to Bob. This random phase flip replaces Alice’s check on the uniformity of a. In
RR.Meas Bob performs the same phase flips according to p before measuring with
M(r). The remainder of the protocol remains unchanged.

Alice’s measurement outcome a is randomized by the random phase flip. However,
a was already uniform. Bob’s measurement result s is changed according to the
change in Alice’s a, but the correlation with s′ and noise distribution is unaffected.
The measurement outcome k is unaffected. Alice and Bob’s output variables which
are a function of s′, s are altered but have the same probability distribution as before.
The phase flips on the qudits are equivalent to Alice and Bob flipping their classical
strings a, s according to p and performing RR.Post as before.

Since the random phase flip guarantees Alice’s measurement result is uniform, we
allow Eve to create the EPR pairs. Giving Eve access to Alice’s part of the state can
never decrease her attacking possibilities. Security of the symmetrized EPR version
implies security of the original protocol.
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7.6 CPTP mappings

Let RR’ be the modified protocol described in Section 7.5. Eve creates some d4n-
dimensional state ρABE. Just as in the qubit analysis of the previous chapters, we
don’t explicitly write down the randomizations πq, πT ,p but instead consider their
effects on Eve’s state. This is allowed since none of the further actions depend on
πq, πT ,p.

LetMRR be shorthand notation for RR′.Meas◦RR′.Enc◦RR′.Gen. The generated
random variables arem,u, r wherem is not necessarily uniform. The measurements of
Alice and Bob introduce the vector of strings a and the strings k, s. The measurements
introduce a coupling between Eve’s state and the measurement variables a, k, s, r.

MRR(ρABE) = E
muraks

|muraks〉〈muraks| ⊗ ρE
aksr. (7.8)

The variables u, r and a are uniform. The distributions of k and s depend on ρE
aksr.

In RR’.Post Alice and Bob compute the variables s′, ω, z, e, c. Let PRR denote the
RR′ protocol up to the point where the variables are deleted (and therefore traced
out). We introduce the notation θss′ = NoiseCheck(s, s′).

PRR(ρABE) = E
muraks

∑

s′ωzec

|umrakss′ωzec〉〈umrakss′ωzec|δs′,ak⊕ak+rδω,θss′
[
ωδz,Φu(s′)δe,Syn s′δc,m⊕z + ω̄δz‖e‖c,⊥

]
⊗ ρE

aksr. (7.9)

The map that describes the entire protocol ERR follows by tracing out the variables
ass′z that are not part of the output m or the transcript k, r, c, e, u, ω. The result is
the state ρMURKECΩE.

ERR(ρABE) = ρMURKECΩE (7.10)

= E
murk

∑

ωec

|murkecω〉〈· · · | E
as|rk

δω,θs,ak⊕ak+r

[
ωδc,m⊕Φu(ak⊕ak+r)δe,Syn(ak⊕ak+r) + ω̄δc‖e,⊥

]
⊗ ρE

aksr. (7.11)

The ideal behavior decouples the message M from the rest of Eve’s state. We can
obtain the ideal map FRR by tracing the message out of the output of ERR. Notice
that the reject part of ρMURKECΩE is independent of m. Hence the output of ERR

and FRR will only differ in the accept part.

FRR(ρABE) = ρM ⊗ ρURKECΩE (7.12)

= E
murk

∑

ωec

|murkecω〉〈· · · | E
as|rk

δω,θs,ak⊕ak+r

[
ω E
m′
δc,m′⊕Φu(ak⊕ak+r)δe,Syn(ak⊕ak+r) + ω̄δc‖e,⊥

]
⊗ ρE

aksr.(7.13)

A small diamond norm between ERR and FRR implies that our definition of en-
cryption is satisfied (Definition 2.4).
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‖ERR −FRR‖� =
1

2

∥∥∥ρMURKECΩ=1E − ρM ⊗ ρURKECΩ=1E
∥∥∥

1

def
= D. (7.14)

Equation 7.14 is the difference between two sub-normalized states with trace
Eakrs θs,ak⊕ak+r . It immediately follows that D ≤ Eakrs θs,ak⊕ak+r .

7.7 Smooth states

We allow states ρ̄ that are
√
ε-close to ρ in order to apply Lemma 2.19. We define

D̄
def
= 1

2‖ρ̄MURKECΩE − ρM ⊗ ρ̄URKECΩE‖1. For the 1-norm in (7.14) it then holds
that D ≤ D̄ + 2

√
ε. Writing Ec(·) = 2−`

∑
c(·) and Ee(·) = 2κ−n

∑
e(·) and using

Jensen’s inequality on u, e,m we get

D̄ = E
murkec

∥∥∥2`+n−κ E
as|rk

θs,ak⊕ak+rδe,Syn(ak⊕ak+r)

[
δΦu(ak⊕ak+r),m⊕c − E

m′
δΦu(ak⊕ak+r),m′⊕c

]
ρ̄E
aksr

∥∥∥
1

(7.15)

Jensen
≤ E

rkc
tr
{

22`+2n−2κ E
mue

E
aa′ss′|rk

θs,ak⊕ak+rθs′,a′k⊕a′k+rδe,Syn(ak⊕ak+r)

δe,Syn(a′k⊕a′k+r)

[
δΦu(ak⊕ak+r),m⊕c − E

m′
δΦu(ak⊕ak+r),m′⊕c

]
(7.16)

[
δΦu(a′k⊕a′k+r),m⊕c − E

m′′
δΦu(a′k⊕a′k+r),m′′⊕c

]
ρ̄E
aksrρ̄

E
a′ks′r

} 1
2

.

Using the defining property of the pairwise-independent hash function Φu and
introducing the shorthand notation x def

= ak ⊕ ak+r and x′ def
= a′k ⊕ a′k+r we write

22` E
mu

[δΦu(x),m⊕c − E
m′
δΦu(x),m′⊕c][δΦu(x′),m⊕c − E

m′′
δΦu(x′),m′′⊕c]

= 2`δxx′(1− E
mm′

δmm′) < 2`δxx′ . (7.17)

Substituting (7.17) into (7.16) we get a factor δxx′δSyn(x),Syn(x′) = δxx′ . We use
the simple bound θs,ak⊕ak+r ≤ 1 and write

D̄ ≤ E
kr

tr
√

2`+n−κ E
xx′|rk

δxx′ ρ̄E
xkrρ̄

E
x′kr (7.18)

where ρ̄E
xkr is averaged over s and over a except for the degree of freedom ak ⊕ak+r.

Equation 7.18 has the appropriate form to use Lemma 2.19. This yields

D̄ ≤
√

2`+n−κ E
kr

√
2S

ε
0(ρEkr)−Sε2(ρXE

kr ). (7.19)
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7.8 Post-selection

As argued in Section 7.5.2 the protocol is invariant to qudit permutations except for
a permutation of the transcript variable k. The post-selection step of Lemma 2.16
is applicable when there exists a Kπq that undoes the permutation of k. Which in
this case is simply π−1

q applied to k. We use the post-selection technique to consider
factorized states of the form ρE =

⊗n
i=1 σ

E
i . This replacement introduces a penalty

factor to the final diamond norm of size (n + 1)d
4−1, which becomes significant for

large d and finite size n. Asymptotically for fixed d and n → ∞ the penalty is
negligible.

Recall the bound D ≤ Eakrs θs,ak⊕ak+r . The factorization allows us to interpret
this as the probability of passing the noise check when attacking each qudit in the
same manner (with the same noise γ). We get a simple expression for Pr[s|akr] so
we can write Es|akr(·) =

∑
s(γ

Hamm(s⊕ak⊕ak+r)(1 − γ)Hamm(s̄⊕ak⊕ak+r))(·). The accept
probability is then

Pacc
def
= E

akrs
θs,ak⊕ak+r =

bβnc∑

c=0

(
n

c

)
γc(1− γ)n−c. (7.20)

For the bound (7.19), the factorized state allows us to use Lemma 2.1 in the asymp-
totic regime and express our bound in terms of von Neumann entropies. The two
bounds together give

‖ERR−FRR‖�
asymp.

≤ (n+1)d
4−1 min

(
Pacc,

√
ε+
√

2`+n−κ E
kr

√
2nS(σE

kr)−nS(σXE
kr )+O(

√
n)
)
.

(7.21)
For our finite size result we don’t perform smoothing. The relevant expression is

(7.18) with ρE factorized and ε set to zero.

‖ERR −FRR‖� ≤ (n+ 1)d
4−1 min

(
Pacc, E

rk
tr

√√√√2`+n−κ
n⊗

i=1

E
xi|riki

(σE
xikiri

)2
)
. (7.22)

7.9 Eve’s factorized state

7.9.1 Effect of the random transforms: state symmetrization

The random permutation of the qudits allows us to use the post-selection technique
[CKR09] to prove security against general attacks by only considering collective at-
tacks. Let ρAB denote the mixed state Alice and Bob receive from Eve at a single
qudit position. We write

ρAB =
∑

t,t′,τ,τ ′∈{0,...,d−1}
ρtt
′

ττ ′ |t, t′〉〈τ, τ ′|, (7.23)
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with ρττ
′

tt′ = (ρtt
′

ττ ′)
∗ and

∑
tt′ ρ

tt′
tt′ = 1. The effect of the random permutations of

time indices is that the AB state gets averaged over all permutations, i.e. we get the
following mapping

ρAB 7→ ρ̃AB def
=

1

d!

∑

π

∑

t,t′,τ,τ ′

ρ
π(t),π(t′)
π(τ),π(τ ′)|t, t′〉〈τ, τ ′| (7.24)

def
=

∑

t,t′,τ,τ ′

ρ̃tt
′

ττ ′ |t, t′〉〈τ, τ ′|. (7.25)

Here the parameters ρ̃tt
′

ττ ′ are invariant under simultaneous permutation of the four
indices, i.e. ρ̃π(t),π(t′)

π(τ),π(τ ′) = ρ̃tt
′

ττ ′ for all π,t,t
′,τ ,τ ′. The consequence is that ρ̃AB contains

only a few degrees of freedom, namely the constants ρ̃ssss, ρ̃ssst , ρ̃ssts , ρ̃sstt , ρ̃stst, ρ̃stts, ρ̃sstu,
ρ̃stsu, ρ̃tsus, ρ̃stus, ρ̃stuv, where s, t, u, v are mutually distinct.

Next, the random phase flips reduce the degrees of freedom even further. Let Fp
be the phase flip operator.

ρ̂AB def
= E

p∈{0,1}d
Fpρ̃

ABF †p (7.26)

= E
p

∑

tt′ττ ′

ρ̃tt
′

ττ ′(−1)pt+pt′+pτ+pτ′ |t, t′〉〈τ, τ ′| (7.27)

=
∑

tt′ττ ′

|t, t′〉〈τ, τ ′|ρ̃tt′ττ ′ E
p
(−1)pt+pt′+pτ+pτ′ (7.28)

def
=

∑

tt′ττ ′

|t, t′〉〈τ, τ ′|ρ̂tt′ττ ′ . (7.29)

From (7.28) we see that any time index that occurs an odd number of times will be
wiped out, i.e. Ec(−1)ct = 0. The only surviving degrees of freedom are the four
constants ρ̂••••, ρ̂••◦◦, ρ̂•◦•◦, ρ̂•◦◦•, where • and ◦ denote distinct arbitrary indices. Note
that these constants are real-valued. We can now write

ρ̂AB = ρ̂••••
∑

t

|tt〉〈tt|+ ρ̂••◦◦
∑

[tτ ]

|tt〉〈ττ |+ ρ̂•◦•◦
∑

[tt′]

|tt′〉〈tt′|+ ρ̂•◦◦•
∑

[tt′]

|tt′〉〈t′t|. (7.30)

Furthermore, the requirement tr ρ̂AB = 1 imposes the constraint dρ̂•••• + d(d −
1)ρ̂•◦•◦ = 1, reducing the number of degrees of freedom to three.

7.9.2 Imposing the noise constraint

The channel monitoring restricts the ways in which Eve can alter the AB state. We
will determine the most general allowed ρ̂AB that is compatible with bit error rate γ.
We introduce the notation Paks|r = Pr[A = a,K = k, S = s|R = r].

Lemma 7.3. Let Alice and Bob’s bipartite state be ρ̂AB, and let them perform the
measurements Q and M(r) respectively. At given r, the joint probability of the out-
comes a, k, s is given by

Paks|r =
1

2d2d
+

1

2 · 2d (ρ̂••◦◦ + ρ̂•◦◦•)(−1)s+ak+ak+r . (7.31)
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Proof: Paks|r = tr (Qa ⊗M (r)
ks )ρ̂AB

= tr ( 1
2d

∑
``′(−1)a`+a`′ |`〉〈`′|⊗ 1

2
|k〉+(−1)s|k+r〉√

2

〈k|+(−1)s〈k+r|√
2

)
∑
tt′ττ ′ ρ̂

tt′
ττ ′ |t〉〈τ |⊗|t′〉〈τ ′|

= 1
2d4

∑
tt′ττ ′ ρ̂

tt′
ττ ′(−1)at+aτ [δt′k + (−1)sδt′,k+r][δτ ′k + (−1)sδτ ′,k+r]

= 1
2d4

∑
tτ (−1)at+aτ [ρ̂tkτk+ρ̂t,k+r

τ,k+r+(−1)sρ̂tkτ,k+r+(−1)sρ̂t,k+r
τk ]. We use ρ̂t`τ` = δt`δτ`ρ̂

••
••

+δτt(1− δt`)ρ̂•◦•◦ for the first two terms, setting ` = k and ` = k + r. Since k + r 6= k

we write ρ̂tkτ,k+r = δtkδτ,k+rρ̂
••
◦◦+ δt,k+rδτkρ̂

•◦
◦•, and similarly for ρ̂t,k+r

τk . Finally we use
ρ̂•••• + (d− 1)ρ̂•◦•◦ = 1/d. (See end of Section 7.9.1.) �

We now impose the constraint that a bit error occurs with probability γ,

Pr[S = AK ⊕AK+R] = 1− γ. (7.32)

Here the random variables are A, R, K, and S.

Theorem 7.4. Let |α0〉 be defined by (7.6). The constraint (7.32) can only be satisfied
by a density function of the form

ρ̂AB = (1− 2γ − V )|α0〉〈α0|+ V
1

d

∑

tt′

|tt′〉〈t′t|+ (2γ − µ)
1
d2

+ µ
1

d

∑

t

|tt〉〈tt| (7.33)

with µ, V ∈ R. Written componentwise,

ρ̂tt
′

ττ ′ =
1− 2γ − V

d
δt′tδτ ′τ +

V

d
δτt′δτ ′t +

2γ − µ
d2

δτtδτ ′t′ +
µ

d
δt′tδτtδτ ′t. (7.34)

Proof: We write Pr[S = AK⊕AK+R] =
∑
akrs

1
d−1Paks|rδs,ak⊕ak+r and use Lemma 7.3.

This yields Pr[S = AK ⊕ AK+R] = 1
2 + d

2 (ρ̂••◦◦ + ρ̂•◦◦•). The constraint (7.32) can
only be satisfied by setting ρ̂••◦◦ + ρ̂•◦◦• = 1−2γ

d . We choose ρ̂••◦◦, ρ̂•◦•◦ as the two inde-
pendent degrees of freedom and re-parametrise them as ρ̂••◦◦ = (1 − 2γ − V )/d and
ρ̂•◦•◦ = (2γ − µ)/d2, where µ, V ∈ R are the new independent degrees of freedom.
Substitution into (7.30) yields (7.33). �

Theorem 7.4 shows that (at fixed γ) there are only two degrees of freedom, µ and
V , in Eve’s manipulation of the EPR pair.

7.9.3 Purification

According to the attacker model we have to assume that Eve has the purification of
the state ρ̂AB. The purification contains all information that exists outside the AB
system.

We introduce the following notation,

|αj〉 def
=

1√
d

∑

t

ei
2π
d jt|tt〉, j ∈ {0, . . . , d− 1} (7.35)

|D±tt′〉
def
=

|tt′〉 ± |t′t〉√
2

t < t′. (7.36)
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Lemma 7.5. The ρ̂AB given in (7.33) has the following orthonormal eigensystem,

|α0〉 with eigenvalue λ0
def
=

2γ − µ
d2

+
µ+ V

d
+ 1− 2γ − V

|αj〉 j ∈ {1, . . . , d− 1} with eigenvalue λ1
def
=

2γ − µ
d2

+
µ+ V

d
. (7.37)

|D±tt′〉 (t < t′) with eigenvalue λ±
def
=

2γ − µ
d2

± V

d

Proof: The term proportional to 1 in (7.33) yields a contribution (2γ − µ)/d2 to
each eigenvalue. First we look at |αj〉. We have 〈α0|αj〉 = δj0. Furthermore
〈t′t|αj〉 = δt′te

i 2πd jt/
√
d, which gives (

∑
tt′ |tt′〉〈t′t|)|αj〉 = |αj〉. Similarly we have

(
∑
t |tt〉〈tt|)|αj〉 = |αj〉. Next we look at |D±tt′〉. We have 〈α0|D±tt′〉 = 0 and

〈uu|D±tt′〉 = 0. Hence the (1 − 2γ − V )-term and the µ-term in (7.33) yield zero
when acting on |D±tt′〉. Furthermore

∑
uu′ |uu′〉〈u′u|D+

tt′〉 =
∑
uu′ |uu′〉

δutδu′t′+δut′δu′t√
2

= |D+
tt′〉. Similarly,

∑
uu′ |uu′〉〈u′u|D−tt′〉 =

∑
uu′ |uu′〉

δutδu′t′−δut′δu′t√
2

sgn(u − u′) =

−|D−tt′〉. �

In diagonalized form the ρ̂AB is given by

ρ̂AB = λ0|α0〉〈α0|+ λ1

d−1∑

j=1

|αj〉〈αj |+ λ+

∑

tt′:t<t′

|D+
tt′〉〈D+

tt′ |+ λ−
∑

tt′:t<t′

|D−tt′〉〈D−tt′ |.

(7.38)
The purification is

|ΨABE〉 =
√
λ0|α0〉 ⊗ |E0〉+

√
λ1

d−1∑

j=1

|αj〉 ⊗ |Ej〉

+
√
λ+

∑

tt′:t<t′

|D+
tt′〉 ⊗ |E+

tt′〉+
√
λ−

∑

tt′:t<t′

|D−tt′〉 ⊗ |E−tt′〉. (7.39)

where we have introduced orthonormal basis states |Ej〉, |E±tt′〉 in Eve’s Hilbert space.
In Appendix 7.A we give more details on Eve’s unitary operation.

7.9.4 Eve’s state

Eve waits for Alice and Bob to perform their measurements and reveal k and r.

Lemma 7.6. After Alice has measured a ∈ {0, 1}d and Bob has measured k ∈
{0, . . . , d− 1}, s ∈ {0, 1}, Eve’s state is given by

σrkas = trAB

[
|ΨABE〉〈ΨABE|Qa ⊗M

(r)
ks ⊗ 1

Paks|r

]
. (7.40)

Proof: The POVM elements Qa and M (r)
ks are proportional to projection operators.

Hence the tripartite ABE pure state after the measurement is proportional to (Qa ⊗
M

(r)
ks ⊗1)|ΨABE〉. It is easily verified that the normalisation in (7.40) is correct: taking
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the trace in E-space yields trABtrE|ΨABE〉〈ΨABE|Qa⊗M (r)
ks ⊗1 = trAB ρ̂ABQa⊗M (r)

ks

= Paks|r. �

Lemma 7.7. It holds that

d

2d

∑

a0···ad−1

without ak,ak+r

|µa〉〈µa| =
1

4
1 +

1

4
(−1)ak+ak+r

(
|k〉〈k + r|+ |k + r〉〈k|

)
(7.41)

= M
(r)
k,ak⊕ak+r +

1

4

∑

t: t6=k,k+r

|t〉〈t|. (7.42)

Proof: We have |µa〉〈µa| = 1
d1 + 1

d

∑
tτ :t6=τ |t〉〈τ |(−1)at+aτ . Summation of the 1

d1
term is trivial and yields 2d−2 · 1

d1. In the summation of the factor (−1)at+aτ in the
second term, any summation

∑
at

(−1)at yields zero. The only nonzero contribution
arises when t = k, τ = k+ r or t = k+ r, τ = k; the a-summation then yields a factor
2d−2. �

Lemma 7.8. It holds that

E
a:ak⊕ak+r=s′

|µa〉〈µa| =
1
d

+ (−1)s
′ |k〉〈k + r|+ |k + r〉〈k|

d
. (7.43)

Proof: We have Ea:ak⊕ak+r=s′ |µa〉〈µa| = 2−(d−1)
∑
ak

∑
ak+r

δak⊕ak+r,s′ ·∑
awithout ak,ak+r

|µa〉〈µa|. For the rightmost summation we use Lemma 7.7. Per-
forming the

∑
ak

and
∑
ak+r

summations yields (7.43). �

The relevant states of Eve from (7.21) and (7.22) are σE
kr and σE

ak⊕ak+r,kr. Eve’s
task is to guess Alice’s bit4 s′ = ak ⊕ ak+r from the mixed state σrkas , where Eve does
not know a and s. We define

σrks′ = E
s,a:ak⊕ak+r=s′

[σE
aksr]. (7.44)

This represents Eve’s ancilla state given some value of Alice’s bit s′. Next we introduce
notations that are useful for understanding the structure of σrks′ . We define, for
t, t′ ∈ {0, . . . , d− 1}, non-normalised vectors |wtt′〉 in Eve’s Hilbert space as

|wtt′〉 def
= 〈tt′|ΨABE〉. (7.45)

Furthermore we define angles α and ϕ as

cos 2α
def
=
〈wkk|wk+r,k+r〉
〈wkk|wkk〉

, cos 2ϕ
def
=
〈wk,k+r|wk+r,k〉
〈wk,k+r|wk,k+r〉

(7.46)

4In (7.21) and (7.22) we used the notation x for s′.
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and vectors |A〉, |B〉, |C〉, |D〉
|wkk〉√
〈wkk|wkk〉

= cosα|A〉+ sinα|B〉 (7.47)

|wk+r,k+r〉√
〈wk+r,k+r|wk+r,k+r〉

= cosα|A〉 − sinα|B〉 (7.48)

|wk,k+r〉√
〈wk,k+r|wk,k+r〉

= cosϕ|C〉+ sinϕ|D〉 (7.49)

|wk+r,k〉√
〈wk+r,k|wk+r,k〉

= cosϕ|C〉 − sinϕ|D〉. (7.50)

The |A〉, |B〉, |C〉, |D〉 are mutually orthogonal, and also orthogonal to any vector
|wtt′〉 (t′ 6= t) with {t, t′} 6= {k, k + r}.
Theorem 7.9. The eigenvalues of σrks′ are given by

ξ0
def
=

d

2
· λ+ + λ−

2
(7.51)

ξ1
def
= d

2 (λ1 + λ−) = γ − d
2 (d2 − 1)(λ+ + λ−) (7.52)

ξ2
def
= d

2 (λ1 + 2
λ0 − λ1

d
+ λ+) = 1− γ − d

2 (d2 − 1)(λ+ + λ−) (7.53)

and the diagonal representation of σrks′ is

σrks′ = ξ0
∑

t∈{0,...,d−1}
t 6=k,t 6=k+r

( |wtk〉〈wtk|
〈wtk|wtk〉

+
|wt,k+r〉〈wt,k+r|
〈wt,k+r|wt,k+r〉

)

+ξ2
[
√
ξ2 − d

2λ+|A〉+ (−1)s
′
√

d
2λ+|C〉][· · · ]†

ξ2

+ξ1
[
√
ξ1 − d

2λ−|B〉 − (−1)s
′
√

d
2λ−|D〉][· · · ]†

ξ1
(7.54)

Proof: We have

σrks′ = trAB|ΨABE〉〈ΨABE| E
a:ak⊕ak+r=s′

Qa ⊗ E
s|s′

M
(r)
ks

Paks|r
⊗ 1

= d2d trAB|ΨABE〉〈ΨABE|[ E
a:ak⊕ak+r=s′

Qa]⊗ [
∑

s

M
(r)
ks ]⊗ 1. (7.55)

We use Lemma 7.8 to evaluate the Ea factor. We use
∑
sM

(r)
ks = 1

2 |k〉〈k| + 1
2 |k +

r〉〈k + r|. This allows us to write everything in terms of |wtt′〉 states. For t = t′ we
have

|wtt〉 =
√
λ0/d|E0〉+

√
λ1/d

d−1∑

j=1

(ei
2π
d )jt|Ej〉 (7.56)

〈wtt|wtt〉 = λ1 +
λ0 − λ1

d
, (7.57)
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and for t 6= t′ we have

|wtt′〉 =
√
λ+/2|E+

(tt′)〉+ sgn(t′ − t)
√
λ−/2|E−(tt′)〉 (7.58)

〈wtt′ |wtt′〉 = (λ+ + λ−)/2. (7.59)

The following properties hold (t 6= t′)

〈wtt|wtt′〉 = 0 , 〈wtt|wt′t〉 = 0 (7.60)

〈wtt|wt′t′〉 =
λ0 − λ1

d
, 〈wtt′ |wt′t〉 =

λ+ − λ−
2

. (7.61)

We get

cos 2α = 1− dλ1

λ0 + (d− 1)λ1
, cos 2ϕ = 1− 2λ−

λ+ + λ−
(7.62)

After some tedious algebra the result (7.54) follows. �
Note that the σrk0 and σrk1 have the same set of eigenvalues: 2(d − 2) times ξ0,

and once ξ1 and ξ2.

Corollary 7.10. It holds that

σrk0 + σrk1

2
=

∑

t∈{0,...,d−1}
t6=k,t 6=k+r

ξ0 ·
( |wtk〉〈wtk|
〈wtk|wtk〉

+
|wt,k+r〉〈wt,k+r|
〈wt,k+r|wt,k+r〉

)

+(ξ2 − d
2λ+)|A〉〈A|+ d

2λ+|C〉〈C|+ (ξ1 − d
2λ−)|B〉〈B|+ d

2λ−|D〉〈D|.

Proof: Follows directly from Theorem 7.9 by discarding the terms in (7.54) that
contain (−1)s

′
(the AC and BD crossterms). �

Corollary 7.11. The difference between σrk0 and σrk1 can be written as

σrk0 − σrk1

2
=

1

2

√
dλ+

√
dλ− + 2(1− γ)− d2

2
(λ+ + λ−)

(
|A〉〈C|+ |C〉〈A|

)

−1

2

√
dλ−

√
dλ+ + 2γ − d2

2
(λ+ + λ−)

(
|B〉〈D|+ |D〉〈B|

)
. (7.63)

Proof: Using Theorem 7.9, we see everything except the AC and BD crossterms cancel
from (7.54). �

7.10 Main results

Our first result is a non-asymptotic bound on the secrecy of the message in the
protocol described in Section 7.3.

Theorem 7.12. Consider the RRDPS QKD protocol with channel monitoring as
described in Section 7.3. Let γ ∈ [0, 1

2 ] be the noise parameter, let β be the noise
threshold, let d be the dimensionality of the qudits and let Pacc be defined by (7.20).
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The distance between the real protocol described by ERR and the ideal protocol FRR

(Section 7.6) is bounded as follows

‖ERR −FRR‖� < (n+ 1)d
4−1 min

(
Pacc ,

√
2`+n−κ−n(1−2 log T )

)
(7.64)

where T is given by

γ ≤ γ∗ : T = 2γ +
√

1− 2γ
[√

1− 2γ
d− 1

d− 2
+

√
2γ√
d− 2

]
(7.65)

γ ≥ γ∗ : T = 2γ∗ +
√

1− 2γ∗
[√

1− 2γ∗
d− 1

d− 2
+

√
2γ∗√
d− 2

]
(7.66)

and γ∗ is a saturation value that depends on d as

γ∗ =
xd/2

1 + xd
, (7.67)

where xd is the solution on (0, 1) of the equation

(1− x

d− 2
)

1
2 + (1 +

1

d− 2
)(1− x

d− 2
)−

1
2 +

1√
d− 2

(
√
x− 1√

x
)− 2 = 0. (7.68)

For γ > β, Pacc is exponentially small, by e.g. Hoeffding’s inequality. For γ ≤ β
the second term in the min(·) can be made exponentially small by tuning `. The
upper bound on the amount of information that Eve has about S′ is 2 log T . This is
a concave function of γ (see Figure 7.1). This confirms there is no advantage for Eve
to cause different error rates in different qudit positions.

Our second result holds for asympotically large n.

Theorem 7.13. Consider the RRDPS QKD protocol with channel monitoring of
Section 7.3. Let γ ∈ [0, 1

2 ] be the noise parameter, let β be the noise threshold, let
d be the dimensionality of the qudits and let Pacc be defined by (7.20). The distance
between the real protocol described by ERR and the ideal protocol FRR (Section 7.6) is
bounded as follows

‖ERR −FRR‖� < (n+ 1)d
4−1 min

(
Pacc ,

√
2`+n−κ−n(1−IAE)+O(

√
n)
)

(7.69)

γ ≤ γ0 : IAE = (1− 2γ)h(
1

d− 2
· 2γ

1− 2γ
) (7.70)

γ ≥ γ0 : IAE = (1− 2γ0)h(
1

d− 2
· 2γ0

1− 2γ0
). (7.71)

Here γ0 is a saturation value (different from γ∗) given by

γ0 =
1

2

[
1 +

1

(d− 2)(1− yd)
]−1

(7.72)

where yd is the unique positive root of the polynomial yd−1 + y − 1.

The theorems are proven in Sections 7.11 and 7.12. In Section 7.12 we will see
that Theorem 7.13 is sharper than (7.2) and hence allows for a higher QKD rate `/n.
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7.11 Proof of Theorem 7.12

We start from (7.22). The open problem is to bound tr
√

(Ex|rk
(
σE
xkr)

2
)⊗n.

Lemma 7.14. It holds that

(σrk0 )2 + (σrk1 )2

2
=

∑

t∈{0,...,d−1}
t 6=k,t 6=`

ξ2
0

( |wtk〉〈wtk|
〈wtk|wtk〉

+
|wt,k+r〉〈wt,k+r|
〈wt,k+r|wt,k+r〉

)
+ ξ1(ξ1 − d

2λ−)|B〉〈B|

+ξ1
d
2λ−|D〉〈D|+ ξ2(ξ2 − d

2λ+)|A〉〈A|+ ξ2
d
2λ+|C〉〈C|.

Proof: Follows directly from Theorem 7.9. �

Lemma 7.15.

tr
√

( E
x|rk

(
σE
xkr)

2
)⊗n

< Tn (7.73)

T
def
= 2(d− 2)ξ0 +

√
ξ2(ξ2 − d

2λ+) +
√
ξ2
d
2λ+ +

√
ξ1(ξ1 − d

2λ−) +
√
ξ1
d
2λ−. (7.74)

Proof: It holds that tr
√

(Ex|rk
(
σE
xkr)

2
)⊗n

=
(
tr

√
(σrk0 )2+(σrk1 )2

2

)n where the factor 1
2

is due to the uniformity of a. We define T = tr
√

(σrk0 )2 + (σrk1 )2/
√

2 for arbitrary
r, k. From Lemma 7.14 we obtain (7.74). �

Since Eve is still free to choose the parameters µ and V (or, equivalently, λ+ and
λ−) she can choose them such that ‖ERR −FRR‖� is maximized.

Theorem 7.16. Eve’s choice of T that maximizes ‖ERR −FRR‖� is given by

γ ≤ γ∗ : T = 2γ +
√

1− 2γ
[√

1− 2γ
d− 1

d− 2
+

√
2γ√
d− 2

]
(7.75)

at λ− = 0, λ+ =
4γ

d(d− 2)
(7.76)

γ ≥ γ∗ : T = 2γ∗ +
√

1− 2γ∗
[√

1− 2γ∗
d− 1

d− 2
+

√
2γ∗√
d− 2

]
(7.77)

at λ− =
4γ∗(γ − γ∗)

d(d− 2)(1− 2γ∗)
, λ+ =

4γ∗(1− γ − γ∗)
d(d− 2)(1− 2γ∗)

. (7.78)

Here γ∗ is a saturation value that depends on d as follows,

γ∗ =
xd/2

1 + xd
, (7.79)

where xd is the solution on (0, 1) of the equation

(1− x

d− 2
)

1
2 +

d− 1

d− 2
(1− x

d− 2
)−

1
2 +

1√
d− 2

(
√
x− 1√

x
)− 2 = 0. (7.80)
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Proof: We start from (7.74). At γ = 1
2 the expression for T is symmetric in λ+ and

λ−. Hence the overall maximum achievable at any γ lies at λ+ = λ− = q
d(d−2) for

some as yet unknown q. We have

T
γ=

1
2

max = ζ(q, d)
def
= q +

√
1− q

(√
1− d− 1

d− 2
q +

√
q√

d− 2

)
. (7.81)

On the other hand, we note that substitution of (7.76) into (7.74) yields (7.75), which
is precisely of the form ζ(q, d) if we identify 2γ ≡ q. Hence, at some γ < 1

2 it is
already possible to achieve T = T

γ=1/2
max , i.e. we have saturation. We note that substi-

tution of (7.78) into (7.74) yields (7.77). The saturation value γ∗ is found by solving
∂ζ(2γ, d)/∂γ = 0; after some simplification, this equation can be rewritten as (7.80)
by setting x = 2γ/(1− 2γ).5 �

This concludes the proof of Theorem 7.12.

The optimal λ+,λ− are plotted in Figure 7.3 (Section 7.13).
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Figure 7.1: Upper bound on the information leakage in the finite size regime as a
function of the bit error rate for d = 5, d = 10 and d = 15 (Theorem 7.12). A dot
indicates the saturation point γ∗.

Lemma 7.17. The large-d asymptotics of the saturation value γ∗ is given by

γ∗ =
1

4
− 1

8
√
d− 2

−O(
1

(d− 2)3/2
), (7.82)

which yields

T = 1 +
1

2
√
d− 2

−O(
1

d− 2
). (7.83)

5 After some rewriting it can be seen that (7.80) is equivalent to a complicated 6th order poly-
nomial equation. We have not yet been able to prove that the solution on (0, 1) is unique. Our
numerical solutions however indicate that this is the case.
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Proof: We set xd = 1− 1/
√
d− 2 + a/(d− 2), where a is supposedly of order 1, and

substitute this into (7.80). This yields a = 1
2 + O(1/

√
d− 2), which is indeed of

order 1. Substitution of xd into (7.79) gives (7.82), and substitution of γ∗ into (7.77)
gives (7.83). �

7.12 Proof of Theorem 7.13

Here we prove Theorem 7.13. We inspect expression (7.21) and write the leakage
from Alice to Eve, in terms of von Neumann entropy IAE = S(σE

kr) − S(σXE
kr ). It is

given by

IAE = S
(σrk0 + σrk1

2

)
− S(σrk0 ) + S(σrk1 )

2
r, k arbitrary. (7.84)

The eigenvalues of σrkx and σrk0 + σrk1 do not actually depend on r and k. Again λ+

and λ− can be optimized to Eve’s advantage.

Theorem 7.18. Eve’s choice that maximizes the von Neumann leakage is given by

γ ≤ γ0 : IAE = (1− 2γ)h(
1

d− 2
· 2γ

1− 2γ
) (7.85)

at λ− = 0, λ+ =
4γ

d(d− 2)
(7.86)

γ ≥ γ0 : IAE = (1− 2γ0)h(
1

d− 2
· 2γ0

1− 2γ0
) (7.87)

at λ− =
4γ0(γ − γ0)

d(d− 2)(1− 2γ0)
, λ+ =

4γ0(1− γ − γ0)

d(d− 2)(1− 2γ0)
. (7.88)

Here γ0 is a saturation value that depends on d as follows,

γ0 =
1

2

[
1 +

1

(d− 2)(1− yd)
]−1

(7.89)

where yd is the unique positive root of the polynomial yd−1 + y − 1.

Proof: We start from (7.84). We note that the eigenvalue set of (σrk0 +σrk1 )/2 largely
coincides with that of σrk0 and σrk1 (Theorem 7.9 and Corollary 7.10). What remains
of (7.84) comes entirely from the |A〉, |B〉, |C〉, |D〉 subspace,

IAE = ξ1 log ξ1 + ξ2 log ξ2 − (ξ2 − d
2λ+) log(ξ2 − d

2λ+)− d
2λ+ log(d2λ+)

−(ξ1 − d
2λ−) log(ξ1 − d

2λ−)− d
2λ− log(d2λ−)

= ξ1h(
d

2
· λ−
ξ1

) + ξ2h(
d

2
· λ+

ξ2
). (7.90)

We note that (7.90) is invariant under the transformation (γ → 1− γ;λ+ ↔ λ−). At
γ = 1/2 we must hence have λ+ = λ− = λ.

I
γ=

1
2

AE = g(d, λ)
def
= [1− d(d− 2)λ] · h

( dλ

1− d(d− 2)λ

)
. (7.91)
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At γ = 1
2 , the largest leakage that Eve can cause is maxλ g(d, λ) = g(d, λ∗).6 Next

we note that substitution of (7.88) into (7.90) yields (7.87); this has the same form
as g(d, λ) (7.91) if we make the identification λd(d− 2) = 2γ0. Moreover, by setting
γ0 = 1

2λ∗d(d − 2), Eve achieves the overall maximum leakage g(d, λ∗) already at
a value of γ smaller than 1

2 . Since the maximum leakage cannot decrease with γ,
this implies that the maximum leakage saturates at γ = γ0 and stays constant at
Imax
AE (γ) = g(d, λ∗) on the interval γ ∈ [γ0,

1
2 ]. The value g(d, λ∗) precisely equals

(7.87). Next we determine the value of γ0. Demanding ∂g(d, λ)/∂λ = 0 at λ = λ∗
yields

log
[1− d(d− 1)λ∗]d−1

[1− d(d− 2)λ∗]d−2λ∗d
= 0. (7.92)

This is equivalent to the polynomial equation yd−1 + y − 1 = 0 with y ∈ [0, 1] if
we make the identification y = 1 − λ∗d

1−λ∗d(d−2) = 1−λ∗d(d−1)
1−λ∗d(d−2) . (It is readily seen

that λ∗ ∈ [0, 1
d(d−1) ] implies y ∈ [0, 1].) This precisely matches (7.89), because of the

optimal choice γ0 = 1
2λ∗d(d−2). By Descartes’ rule of signs, the function yd−1 +y−1

has exactly one positive root.
When γ is decreased below γ0, the location (λ−, λ+) of the maximum of the

stationary point of IAE leaves the ‘allowed’ triangular region; this happens at a corner
of the triangle, λ− = 0, λ+ = 4γ

d(d−2) . For γ < γ0 this corner yields the highest
achievable leakage. Substitution of (7.86) into (7.90) yields (7.85). �
This concludes the proof of theorem 7.13.

Note that the leakage IAE is again a concave function of γ.

Remark. From y > 0 and (7.89) it follows that γ0 <
1
2 · d−2

d−1 .
Figure 7.2 shows the von Neumann mutual information for three values of d. The

optimal λ+,λ− are plotted in Figure 7.3 (Section 7.13).

Lemma 7.19. The large-d asymptotics of the IAE is given by

γ ≤ γ0 : IAE =
2γ

d− 2
log

(d− 2)(1− 2γ)e

2γ
+O(d−2) (7.93)

γ ≥ γ0 : IAE =
log d

d
+O(

log log d

d
). (7.94)

Proof: The result for γ < γ0 follows by doing a series expansion of (7.85) in the
small parameter 1/(d − 2). For γ > γ0 we study the equation yd−1 = 1 − y. Let
us try a solution of the form y = 1 − ln[(d−1)/α]

d−1 for some unknown α. This yields
α · {(1− ln[(d−1)/α]

d−1 )d−1 d−1
α } = ln d−1

α . Using the fact that limn→∞(1− x/n)n = e−x

we see that the expression {· · · } is close to 1 if it holds that ln d−1
α � d − 1, and

that the equation is then satisfied by α = O(ln d), which is indeed consistent with
ln d−1

α � d − 1. Substituting α = O(ln d) into the expression for y and then into
(7.89) gives 1− 2γ0 = 1

ln d +O( ln ln d
[ln d]2 ). Substituting this result for 1− 2γ0 into (7.87)

finally yields (7.94). �

6 ∂2g(d,λ)

∂λ2 = − d
λ

[1 − d(d − 2)λ]−1[1 − d(d − 1)λ]−1, hence g is a concave function of λ on the
interval λ ∈ [0, 1

d(d−1)
], which interval coincides with the region allowed by the constraints on µ, V .

The function g has a single maximum at some point λ∗.
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Figure 7.2: Mutual information between Alice and Eve in terms of von Neumann
entropy as a function of the bit error rate, for d = 5, d = 10 and d = 15 (Theorem
7.13). A dot indicates the saturation point γ0.

7.13 Collective attacks

By way of supplementary information we present a number of results about collective
attacks. These are attacks on individual qudits where Eve performs the same mea-
surement on every individual ancilla that she holds. First, this teaches us which kind
of measurement is informative for Eve. Second, it quantifies the gap between what
is provable for general attacks and what is provable for more restricted attacks. We
compute leakage in terms of min-entropy loss and in terms of accessible (Shannon)
information. Since min-entropy is a very conservative measure we will see that the
min-entropy loss exceeds the leakage found in Theorems 7.12 and 7.13. The main
interest is in Eve’s measurement itself. The accessible information is the relevant
quantity when Eve’s quantum memory is short-lived, forcing her to perform a mea-
surement on her ancillas before she has observed Alice and Bob’s usage of the QKD
key. As expected, the accessible information will turn out to be smaller than the
leakage of Theorems 7.12 and 7.13.

7.13.1 Min-entropy

Eve’s ability to distinguish between the cases s′ = 0 and s′ = 1 depends on the
distance between σrk0 and σrk1 (see Section 2.3.8). Eq. (2.12) with p0 = 1

2 , p1 = 1
2 tells

us that the relevant quantity is ‖σrk0 − σrk1 ‖1. For notational convenience we define
the value γsat,

γsat
def
=

1

4
· d− 2

d− 1
. (7.95)

Again we optimize λ+ and λ−.
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Lemma 7.20. For all r, k the choice for λ+ and λ− that maximizes the trace distance
1
2

∥∥σrk0 − σrk1

∥∥
1
is

λ+ = 4γ
d(d−2) λ− = 0 for γ < γsat (7.96)

λ+ = 4γsat
d(d−2) −

2(γ−γsat)
d2 λ− = 2(γ−γsat)

d2 for γ ≥ γsat. (7.97)

which gives

1

2

∥∥σrk0 − σrk1

∥∥
1

=





1√
d−1

√
β

γsat

√
2γsat − β for γ < γsat

1√
d−1

for γ ≥ γsat.

(7.98)

Proof: From Corollary 7.11 it is easy to see that

1

2

∥∥σrk0 − σrk1

∥∥
1

=
√
dλ−

√
dλ+ + 2γ − d2

2
(λ+ + λ−)

+
√
dλ+

√
dλ− + 2(1− γ)− d2

2
(λ+ + λ−). (7.99)

In Appendix 7.B we derive the λ+, λ− that maximize (7.99) while keeping all eigen-
values non-negative. �

Remark. The optimal choice for λ+,λ− has the same form for all three optimiza-
tions that we have performed. The only difference is the saturation value. Although
(7.97) is shown in a simplified form one can manipulate it to the same form as (7.78)
and (7.88) with γsat instead of γ∗ or γ0.

Figure 7.3 shows the optimal λ+ and λ− together with the constraints on the λ
parameters for all three optimizations. The lower dots in the figure correspond to
γ = 1

2 . For all three information measures the optimum moves towards the top corner
of the triangle for decreasing γ. For γ values below the saturation point the optimum
is the top corner, with λ− = 0 and λ1 = 0.

Knowing the optimal values for λ+ and λ−, we compute the min-entropy leakage.

Theorem 7.21. The min-entropy of the bit S′ given R,K and the state σRKS′ is

γ < γsat : Hmin(S′|σrkS′ ) = − log

(
1

2
+

1

2
√
d− 1

√
β

γsat

√
2γsat − β

)
(7.100)

γ ≥ γsat : Hmin(S′|σrkS′ ) = − log

(
1

2
+

1

2
√
d− 1

)
. (7.101)

Proof: Eq. (2.12) with X uniform becomes

Hmin(S′|σrks′ ) = − log

(
1

2
+

1

2
E
rk

∥∥∥1

2
σrk0 −

1

2
σrk1

∥∥∥
1

)

= − log

(
1

2
+

1

4

∥∥σrk0 − σrk1

∥∥
1

)
(r, k arbitrary). (7.102)
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Figure 7.3: Optimal choice of λ+ and λ− at d = 10 for the finite size leakage (left line),
min-entropy (middle line) and von Neumann entropy (right line). The dashed triangle
represents the region for which the eigenvalues λ+, λ− and λ1 are non-negative. The
black dots indicate the optimum at β = 1

2 (dots inside the triangle) and γ ≤ γ∗, γsat, γ0

(upper corner of the triangle). Not shown in this plot is the λ0 ≥ 0 constraint which
cuts off the upper left corner of the triangle for γ > 2γsat.

In the last step we omitted the expectation over r and k since the trace distance does
not depend on r, k. Substitution of (7.98) into (7.102) gives the end result. �

Corollary 7.22. Eve’s optimal POVM T rk = (T rk0 , T rk1 ) for maximising the min-
entropy leakage is given by

T rk0 =
1

2

(
1 + |A〉〈C|+ |C〉〈A| − |B〉〈D| − |D〉〈B|

)
; T rk1 = 1− T rk0 . (7.103)

Proof: The trace distance in Lemma 7.20 is the sum of the positive eigenvalues of
σrk0 − σrk1 . In the space spanned by |A〉, |B〉, |C〉, |D〉, the optimal T0 consists of the
projection onto the space spanned by the eigenvectors corresponding to the positive
eigenvalues. These eigenvectors are |v1〉 = |A〉+|C〉√

2
and |v2〉 = |D〉−|B〉√

2
. The matrix

that projects onto them is |v1〉〈v1|+|v2〉〈v2| = 1
2 |A〉〈A|+ 1

2 |B〉〈B|+ 1
2 |C〉〈C|+ 1

2 |D〉〈D|
+|A〉〈C|+ |C〉〈A| − |B〉〈D| − |D〉〈B|. In order to satisfy the constraint T0 + T1 = 1
and symmetry, half the identity matrix in the remaining d2 − 4 dimensions has to be
added to T0. We mention, without showing it, that (7.103) satisfies the test (2.11).
�

As expected, the min-entropy loss decreases as the dimension of the Hilbert space
grows. We see that the entropy loss saturates at γ = γsat; hence RRDPS is secure
up to arbitrarily high noise levels when the error correction leakage can be kept low.
Figure 7.4 shows the min-entropy leakage as a function of γ.
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Figure 7.4: Min-entropy leakage as a function of the bit error rate for d = 5, d = 10
and d = 15. A dot indicates the saturation point γsat.

7.13.2 Accessible Shannon information

Lemma 7.23. Let X ∈ X be a uniformly distributed random variable. Let Y ∈ Y
be a random variable. Let ρxy be a quantum state coupled to the classical x, y. The
Shannon entropy of X given a state ρXY that has to be measured (for unknown X
and Y ) is given by

H(X|ρXY ) = min
POVM M=(Mm)m∈X

E
x∈X

H
(
{trMm E

y|x
ρxy}m∈X

)
. (7.104)

Proof: We have H(X|ρXY ) = minM H(X|Z), where Z is the outcome of the POVM
measurement M. Z is a classical random variable that depends on X and Y . We
can write H(X|Z) = H(X) − H(Z) + H(Z|X). Since X is uniform, and Z is an
estimator for X, the Z is uniform as well. Thus we have H(X) − H(Z) = 0, which
yields H(X|ρXY ) = minM H(Z|X) = minM Ex H(Z|X = x). The probability Pr[z|x]
is given by Pr[z|x] = Ey|x Pr[z|xy] = Ey|x trMzρxy. �

Corollary 7.24. It holds that

H(S′|RKσRKAS ) = E
rk

min
Grk=(Grk0 ,Grk1 )

E
s′
h(trGrkm σ

rk
s′ ), m ∈ {0, 1} arbitrary.(7.105)

Proof: Application of Lemma 7.23 yields

H(S′|RKσRKAS ) = E
rk

min
Grk=(Grk0 ,Grk1 )

E
s′
H({trGrkm E

as|s′
σrkas}m∈{0,1})

= E
rk

min
Grk=(Grk0 ,Grk1 )

E
s′
H({trGrkm σrks′ }m∈{0,1}) (7.106)

where in the last step we used the definition of σrks′ . Finally, the Shannon entropy of
a binary variable is given by the binary entropy function h, where h(1−p) = h(p). �

From Corollary 7.24 we see that the POVM T rk associated with the min-entropy
also optimizes the Shannon entropy: maximizing the guessing probability trGrks′ σ

rk
s′

minimizes the Shannon entropy.
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Theorem 7.25. The Shannon entropy of Alice’s bit S′ given the state σRKAS , R and
K is:

γ < γsat : H(S′|RKσRKAS ) = h

(
1

2
+

1

2
√
d− 1

√
γ

γsat

√
2γsat − γ

)
.(7.107)

γ ≥ γsat : H(S′|RKσRKAS ) = h

(
1

2
+

1

2
√
d− 1

)
. (7.108)

Proof: The min-entropy result (7.100,7.101) can be written as Hmin(S′|RKσRKS′ ) =
− log trT rks′ σ

rk
s′ , so we already have an expression for trT rks′ σ

rk
s′ . Substitution of T rk

for Grk in (7.105) yields the result. �
Since the optimal POVM for min- and Shannon entropy are the same, saturation

occurs at the same point (γ = γsat). Figure 7.5 shows the Shannon entropy leakage
(mutual information) IAE = 1− H(S′|RKσRKAS ) as a function of γ.
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Figure 7.5: Accessible Shannon entropy as a function of γ for d = 5, d = 10 and
d = 15. A dot indicates the saturation point γsat.

7.14 Discussion

7.14.1 Phase error

Sasaki and Koashi [SK17] provided an upper bound on the privacy amplification equal
to h(eph), where eph is the phase error rate. They derived a relation between the phase
error rate and the bit error rate, eph ≤ infλ≥0[λβ + max{Ω−(ν, λ),Ω+(ν, λ)}], where
ν is the photon number and Ω± are functions which for ν = 1 reduce to Ω−(1, λ) = 0
and Ω+(1, λ) = 1

d−1 − λ d−2
2(d−1) . At ν = 1 the optimal λ is 2

d−2 , yielding e
ph ≤ 2β

d−2

and thus an upper bound of h( 2β
d−2 ) on the privacy amplification.

7.14.2 Comparison

We first compare our asymptotic result (Theorem 7.13) with the asymptotic h( 2β
d−2 )

of [SK17]. For all β ∈ [0, β0] and d > 2 it holds that

(1− 2β)h( 2β
(d−2)(1−2β) ) ≤ h( 2β

d−2 ). (7.109)
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Figure 7.6: Saturated privacy amplification (PA) per qudit as a function of d. Here
we ignore the leakage due to the syndrome to compare with existing results. Com-
parison of [SYK14] and our finite size and asymptotic results (Theorem 7.12 and
Theorem 7.13). Our non-asymptotic result is shown for several values of n.
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Figure 7.7: Amount of privacy amplification (PA) per qudit as a function of β, for
d = 10. Here we ignore the leakage due to the syndrome to compare with existing
results. Comparison of our Theorem 7.12 (n = 107) and Theorem 7.13 versus the
privacy amplification of [SK17], which equals h( 2β

d−2 ) below saturation and h( 1
d−1 )

above saturation.

This is verified as follows. Let p0 = 2β, p1 = 1 − 2β, x0 = 0, x1 = 2β
(d−2)(1−2β) . The

left hand side of (7.109) can be expressed as p0h(x0) + p1h(x1), and the right hand
side as h(p0x0 + p1x1). Because h is concave we have Eh(· · · ) ≤ h(E · · · ). Thus our
von Neumann result is sharper than [SK17].

Note too that our saturation occurs at lower β than in [SK17], especially for
small d.

Our Theorem 7.12 is non-asymptotic; we cannot compare it to previous results
since the previous results are for the asymptotic regime.

Figs. 7.6 and 7.7 show plots of the privacy amplification per qudit. In Fig. 7.6
the post-selection ‘price’ proportional to d4 logn

n is clearly visible; for large d the cost
is prohibitive. Interestingly, at small d our non-asymptotic result for the saturated
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privacy amplification is sharper than the asymptotic h( 1
d−1 ) [SYK14, SK17].

7.14.3 Remarks on the optimal attack

The ρ̂AB mixed state allowed by the noise constraint has two degrees of freedom, µ
and V . While this is more than the zero degrees of freedom in the case of qubit-based
QKD [RGK05], it is still a small number, given the dimension d2 of the Hilbert space.

Eve’s attack has an interesting structure. Eve entangles her ancilla with Bob’s
qudit. Bob’s measurement affects Eve’s state. When Bob reveals r, k, Eve knows
which 4-dimensional subspace is relevant. However, the basis state |k〉 in Bob’s qudit
is coupled to |Aak〉 in Eve’s space (see appendix 7.A), which is spanned by d−1 different
basis vectors |E+

(kt′)〉 (Eq. 7.113 with λ1 = 0, λ− = 0), each carrying different phase
information ak⊕at′ . Only one out of d−1 carries the information she needs, and she
cannot select which one to read out. Her problem is aggravated by the fact that the
|Aat 〉 vectors are not orthogonal (except at γ = 1

2 ). Note that this entanglement-based
attack is far more powerful than the intercept-resend attack studied in [Ško17].

7.14.4 Round complexity

The round complexity can be reduced by letting Bob send the syndrome of his mea-
surement result s instead of Alice at the same time as k and r. Alice then performs
the noise check. If she finds the noise is sufficiently low, she can send u, c one pass
sooner. The bit from which the one-time pad is obtained is then Bob’s measurement
s instead of Alice’s bit s′. This requires a different security proof. Intuitively this
should yield the same results. The round complexity of RRRDPS QKD + one-time
pad encryption is then equal with or without channel monitoring.
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Appendix

7.A Details of Eve’s unitary operation

In Theorem 7.26 below we show that Eve does not have to touch Alice’s qudit. Hence
the attacks that we are describing here can also be carried out in the original (non-
EPR) protocol, where Eve gets access only to the qudit state sent to Bob.

Theorem 7.26. The operation that maps the pure EPR state to |ΨABE〉 (7.39) can
be represented as a unitary operation on Bob’s subsystem and Eve’s ancilla.

Proof: Let Eve’s ancilla have initial state |E0〉. The transition from the pure EPR
state to (7.39) can be written as the following mapping,

U
(
|t〉B ⊗ |E0〉E

)
= |Ωt〉, (7.110)

where |Ωt〉 is a state in the BE system defined as

|Ωt〉 def
=

√
λ0|t〉|E0〉+

√
λ1|t〉

d−1∑

j=1

ei
2π
d jt|Ej〉+

√
dλ+

2

∑

t′:t′ 6=t
|t′〉|E+

(tt′)〉

+

√
dλ−

2

∑

t′:t′ 6=t
|t′〉|E−(tt′)〉sgn(t′ − t). (7.111)

The notation (tt′) indicates ordering of t and t′ such that the smallest index occurs
first. It holds that 〈Ωt|Ωτ 〉 = δtτ . Eqs. (7.110,7.111) show that the attack can be
represented as an operation that does not touch Alice’s subsystem. Next we have to
prove that the mapping is unitary. The fact that 〈Ωt|Ωτ 〉 = δtτ shows that orthogo-
nality in Bob’s space is correctly preserved. In order to demonstrate full preservation
of orthogonality we have to define the action of the operator U on states of the
form |t〉B ⊗ |ε〉E, where |ε〉 is one of Eve’s basis vectors orthogonal to |E0〉, in such
a way that the resulting states are mutually orthogonal and orthogonal to all |Ωt〉,
t ∈ {0, . . . , d− 1}. The dimension of the BE space is d3 and allows us to make such
a choice of d(d2 − 1) vectors. �

Theorem 7.27. Let Alice send the state |µa〉 to Bob. Let Eve apply the unitary
operation U (specified in the proof of Theorem 7.26) to this state and her ancilla.
The result can be written as

U
(
|µa〉 ⊗ |E0〉

)
=

1√
d

d−1∑

t=0

(−1)at |t〉 ⊗ |Aat 〉, (7.112)

|Aat 〉
def
=

√
λ0|E0〉+

√
λ1

d−1∑

j=1

ei
2π
d jt|Ej〉+

√
d

2

∑

t′:t′ 6=t
(−1)at+at′

[√
λ+|E+

(tt′)〉+
√
λ−sgn(t′ − t)|E−(tt′)〉

]
. (7.113)
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The states |Aat 〉 are normalised and satisfy ∀tτ :τ 6=t 〈Aaτ |Aat 〉 = (1− 2γ).

Proof: We start from U(|µa〉|E0〉) = (1/
√
d)
∑
t(−1)at |Ωt〉 and we substitute (7.111).

Re-labeling of summation variables yields (7.112,7.113). The norm 〈Aat |Aat 〉 equals
λ0 + (d− 1)λ1 + d(d−1)

2 λ+ + d(d−1)
2 λ−, which equals 1 since this is also equal to the

trace of ρ̃AB. For τ 6= t the inner product 〈Aaτ |Aat 〉 yields

λ0+λ1

d−1∑

j=1

ei
2π
d j(t−τ)+

d

2

∑

t′ 6=t

∑

τ ′ 6=τ
(−1)at+at′+aτ+aτ′ δt′τδτ ′t[λ++λ−sgn(t′−t)sgn(τ ′−τ)].

(7.114)
We use

∑d−1
j=1 e

i 2πd j(t−τ) = dδτt−1 = −1. Furthermore the Kronecker deltas in (7.114)
set the phase (−1)··· to 1 and sgn(t′ − t)sgn(τ ′ − τ) = sgn(τ − t)sgn(t − τ) = −1.
Finally we use λ0 − λ1 = 1− 2γ − V and λ+ − λ− = 2V/d. �

Theorem 7.27 reveals an intuitive picture. In the noiseless case (γ = 0) it holds
that ∀t |Aat 〉 = |E0〉, i.e. Eve does nothing, resulting in the factorised state |µa〉|E0〉.
In the case of extreme noise (γ = 1

2 ) we have 〈Aat |Aaτ 〉 = δtτ , which corresponds to a
maximally entangled state between Bob and Eve.

Corollary 7.28. The pure state (7.112) in Bob and Eve’s space gives rise to the
following mixed state ρB

a in Bob’s subsystem,

ρB
a = (1− 2γ)|µa〉〈µa|+ 2γ

1
d
. (7.115)

Proof: Follows directly from (7.112) by tracing out Eve’s space and using the inner
product 〈Aaτ |Aat 〉 = (1− 2γ) for τ 6= t. �

From Bob’s point of view, what he receives is a mixture of the |µa〉 state and the
fully mixed state. The interpolation between these two is linear in γ. Note that the
parameters µ, V are not visible in ρB

a .

7.B Optimization for the min-entropy

Here we prove that (7.96,7.97) maximizes (7.99). We first show that (7.99) is concave
and obtain the optimum for γ ≥ γsat. Then we take into account the constraints on
the eigenvalues and derive the optimum for γ < γsat.

Unconstrained optimization. For notational convenience we define

w1 =

√
dλ+ + 2γ − d2

2
(λ+ + λ−) (7.116)

w2 =

√
dλ− + 2(1− γ)− d2

2
(λ+ + λ−). (7.117)

This allows us to formulate everything in terms of λ+ and λ−. Eq. (7.99) becomes

1

2

∥∥σrk0 − σrk1

∥∥
1

=
√
dλ−w1 +

√
dλ+w2. (7.118)
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Next we compute the derivatives,

∂

∂λ+

∥∥σrk0 − σrk1

∥∥
1

= −d
2

2

√
λ+

w2
+

w2√
λ+

+ (d− d2

2
)

√
λ−
w1

. (7.119)

∂

∂λ−

∥∥σrk0 − σrk1

∥∥
1

= −d
2

2

√
λ−
w1

+
w1√
λ−

+ (d− d2

2
)

√
λ+

w2
. (7.120)

Setting both these derivatives to zero yields a stationary point. Setting
w1

√
λ+

∂
∂λ+

∥∥σrk0 − σrk1

∥∥
1
−w2

√
λ− ∂

∂λ−

∥∥σrk0 − σrk1

∥∥
1
to zero gives λ+w

2
1−λ−w2

2 = 0,
which describes a hyperbola

( 1
2d

2 − d)(λ2
− − λ2

+) + 2γλ+ − 2(1− γ)λ− = 0. (7.121)

Next, the equations
√
λ+w1w2

∂
∂λ+

∥∥σrk0 − σrk1

∥∥
1

= 0 and√
λ−w1w2

∂
∂λ−

∥∥σrk0 − σrk1

∥∥
1

= 0 can both easily be written in the form
w2

w1
= expression. Equating these two expressions gives us another hyperbola,

(
d2λ+ +

d2

2
λ− − dλ− − 2(1− γ)

)(
d2λ− +

d2

2
λ+ − dλ+ − 2γ

)
−λ−λ+(d− d

2

2
) = 0.

(7.122)
The stationary point lies at the crossing of these two hyperbolas. There are four
crossing points,

λ+ = 0 ; λ− =
4(1− γ)

d(d− 2)
(7.123)

λ+ =
4γ

d(d− 2)
; λ− = 0 (7.124)

λ+ =
1

2d(d− 1)
+

1− 2γ

d2
; λ− =

1

2d(d− 1)
− 1− 2γ

d2
(7.125)

λ+ =
2 + d(1− 2γ)

2d2
; λ− =

2− d(1− 2γ)

2d2
. (7.126)

In the steps above, we have multiplied our derivatives by λ+, λ−, w1 and w2; this
has introduced spurious zeros that now need to be removed. From (7.119,7.120) it is
easily seen that λ+ = 0 and λ− = 0 are never stationary points since the derivatives
diverge near these values. Furthermore, we find that substitution of (7.126) into
the derivatives does not yield two zeros. Expression (7.125) is the only stationary
point. As the function value lies higher there than in other points, we conclude that∥∥σrk0 − σrk1

∥∥
1
is concave.

Constrained optimization. The optimization problem is constrained by the
fact that the λ eigenvalues are non-negative. For γ ≥ γsat the stationary point
satisfies the constraints and hence is the optimal choice for γ ≥ γsat.

For γ < γsat the stationary point has λ− < 0, i.e. it lies outside the allowed region.
Because of the concavity the highest function value which satisfies the constraints
occurs at λ0 = 0, λ1 = 0, λ+ = 0 or λ− = 0. It is easily seen that λ0 ≥ 0 implies
λ+ ≤ 1

d−1 −
2γ
d and λ1 ≥ 0 implies λ+ ≤ 4γ

d(d−2) − d
d−2λ− and λ− ≤ 4γ

d2 − d−2
d λ+.
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In the range γ < γsat it holds that 4γ
d(d−2) <

1
d−1 −

2γ
d ; hence the λ0-constraint is

irrelevant in this region. We get λ1 = 0 when λ+ = 4γ
d(d−2) − d

d−2λ−. Substitution
gives 1

2

∣∣∣∣σrk0 − σrk1

∣∣∣∣
1

=
√

2
d−2

√
2(1− γ) + d(1− 2β + d (1− 2γ(d− 1)λ−)) (d2λ− − 4β) which has its maximum

at λ− = 0 for non-negative values of λ−. So either λ− = 0 or λ+ = 0. This leaves
two options for the maximum at low γ,

λ+ = 0;λ− =
4γ

d2
⇒ 1

2

∥∥σrk0 − σrk1

∥∥
1

= 0. (7.127)

λ− = 0;λ+ =
4γ

d(d− 2)
⇒ 1

2

∥∥σrk0 − σrk1

∥∥
1

= 2
√

2

√
γ(d− 2)− 2β2(d− 1)

d− 2
.(7.128)

Clearly (7.128) is the larger of the two and therefore the optimal choice.



The end
Even in the presence of a lot of noise, Alice and Bob can communicate again.
Yet here we lose track of their story. They may have gotten into a fight and
never said another word to each other. They may have fallen in love and
may be living together at an undisclosed location. Unfortunately, for privacy
reasons we can’t discuss any of the details, except to say this: Alice and Bob
live happily ever after.
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Chapter 8
General discussion

8.1 The road traveled

We started out with a clear set of properties we would like a quantum encryption
protocol to have. These desiderata from Section 1.5 are not always easy to achieve
simultaneously. In each chapter we have focussed on one or a few of these goals.

Our first protocol (Chapter 3) is a quantum key recycling protocol that reduces
the round complexity compared to QKD and at the same time tries to achieve a good
rate and noise resilience. The resulting scheme QKR of Chapter 3 achieves the same
asymptotic rate as quantum key distribution with one-way post-processing. This is
1 − h(1 − 3

2β, β/2, β/2, β/2) when using the 6-state encoding and 1 − 2h(β) when
using the BB84 encoding. The QKR scheme sends along a classical ciphertext as well
as classical side-information for error correction and authentication. Compared to
QKD the initial key material is increased. In scenarios where only a small amount of
initial key material is available, six-state QKD might be the better option (initially),
while QKR thrives when low round complexity is of importance.

In the EQKR scheme of Chapter 4 we construct a quantum key recycling protocol
from which we have removed almost all the classical communication of QKR. The only
classical communication remaining is a single authenticated feedback bit from Bob to
Alice. We achieve this without compromising in terms of round complexity, rate and
noise resilience. In addition, compared to QKR, EQKR has improved key efficiency;
it requires less fresh key material in the reject case. For messages m ∈ M and an
error correcting code that achieves channel capacity, log |M|+ nh(β) bits have to be
refreshed after an unsuccessful communication. The advantages and disadvantages
of quantum key recycling compared to quantum key distribution exist for the EQKR
scheme as well.

The KRUE scheme of Chapter 5 provides additional confidentiality guarantees
in the event of key leakage. It achieves unclonable encryption with high rate. Yet
compared to QKR and EQKR the rate is reduced. The best efficiency is achieved when
EQKR is used for the update of key material. The rate is (1−2h(β))2

1−h(β) for the BB84

encoding and [1−h(1− 3β
2 ,

β
2 ,
β
2 ,
β
2 )]2

1−h(1− 3β
2 ,

β
2 ,
β
2 ,
β
2 )+h(β)

for the 6-state encoding. These rates are positive
in the same β-interval as QKD. Like EQKR, KRUE has low round complexity and no
classical communication from Alice to Bob. The confidentially guarantee in the event
of key leakage is an advantage over QKD and QKR independent of communication
efficiency.

The VSUE scheme of Chapter 6 achieves confidentiallity guarantees in the event
of key leakage beyond KRUE and the unclonable encryption scheme by Gottesman. It
achieves vulnerable-sender unclonable encryption. To achieve this, a compromise on
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Figure 8.1: Asymptotic rates of the protocols discussed in this thesis. These are rates
for the 6-state encoding, except for RRDPS where d = 10 and d = 20 are shown.

the efficiency in terms of round complexity, rate, classical communication and noise
resilience is made. Due to the two-way nature of the scheme, the initial key material
is reduced which automatically limits the key material wasted in the reject case. Use
of the VSUE scheme only makes sense in a vulnerable-sender setting or in a scenario
where the shared key material has only temporary confidentiality. In those scenarios
it does provide a unique security property.

The RRDPS QKD scheme of Chapter 7 achieves key distribution with improved
noise resilience. Our contribution is the application of a different proof technique
which yields a higher rate without significantly impacting the other aspects of the
scheme. The rate achieved is 1 − h(β) − (1 − 2β)h( 1

d−2 ·
2β

1−2β ) up to the noise
saturation value β0, after which β is replaced by β0 in the last term of the rate
formula. The RRDPS scheme is the only scheme discussed in this thesis that does
not use qubit operations. However, the proposed implementation [SYK14] works
with widely available current day technology and is a remarkably simple way to take
advantage of high-dimensional quantum states.

Throughout the thesis we have not placed much emphasis on reducing initial key
sizes. We list the achievements of the discussed protocols in terms of our desiderata
in Table 8.1. The rates of the protocols are plotted in Figure 8.1. Some unexplored
possibilities to improve upon the protocols presented in this thesis are presented in
Section 8.2.
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8.2 Roads untraveled

8.2.1 Quantum memory

All the protocols presented in this thesis can be implemented with currently widely
available technology. Without speculation when quantum computers might start
performing useful operations, one can imagine a time in the not so distant future when
quantum memory becomes stable, cheap and widely available as well. Techniques
like entanglement purification [BBPS96] then allow for protocols that first establish
good EPR pairs before performing any measurements. In such a scenario, unclonable
encryption is much easier to achieve. We may think of these quantum memories
as being unclonable. In such a setting it is no longer true that vulnerable-receiver
unclonable encryption is impossible. A scheme in which unclonable encryption holds
independent of the success of the communication becomes feasible.

When quantum computers become widely available, the high-dimensional scheme
of [DPS05] becomes feasible to send quantum states with near optimal key recy-
cling. How to implement this scheme over a noisy channel using good quantum
error-correcting codes is an interesting open question.

8.2.2 Communication rate and noise resilience

For QKD it has been worked out how the communication rate as a function of noise
can be further increased by two-way post-processing techniques (advantage distilla-
tion) as well as noisy preprocessing [Ren05]. As mentioned in Section 2.6.9, this
allows the maximum tolerable noise of six-state QKD to be extended from ≈ 12.6%
to ≈ 27.6%. This same increase can not be achieved by a scheme, like QKR, with
low round complexity. The artificial-noise preprocessing technique alone is shown
in [Ren05] to increase the maximally tolerable noise of six-state QKD to ≈ 14.1%
without requiring two-way post-processing. The analysis is based of the von Neu-
mann entropies of the same states that are relevant for QKR. Thus the same noise
resilience should directly translate to an increase in the rates of QKR and EQKR.
In KRUE there is an extra penalty due to the leakage of the error correction redun-
dancy which might amplify the negative effect of the noisy preprocessing. The effects
of noisy preprocessing on the VSUE and RRDPS schemes are an interesting open
question.

The rate reduction of KRUE compared to QKR, EQKR and QKD is caused by a
double penalty due to the leakage and initial protection of the redundancy bits. Two
modifications to increase the rate of KRUE are suggested in Section 5.10. However,
the suggested computation by Alice is not computationally feasible. It remains an
open question whether unclonable encryption can be achieved with QKD rate.

The post-selection technique introduces a penalty factor (n + 1)d
4−1 to the dia-

mond distance where d is the dimension of the quantum states. While this penalty
is small for qubit-based schemes (d=2), it becomes problematic (at finite n) for high-
dimensional schemes like RRDPS QKD. For a finite number of qudits n and large
qudit-dimensions d this term dominates the rate formula. A different way of moving
from collective attacks to general attacks that scales better with the qudit-dimension
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could reduce this penalty. Finding a way to apply the entropy accumulation theorem
[DFR20] would be a solution.

An open question mentioned in Chapter 3 is whether the finite size can be in-
creased performing smoothing ‘by hand’, i.e. describing states that are ε-close to real
state that yield a better bound. This option is not explored but has the potential to
close the gap between the asymptotic and finite size results and to show how well the
asymptotic result can be approximated as a function of n.

8.2.3 Round complexity and classical messages

Quantum key recycling allows Alice to send her message to Bob with minimal inter-
action. The only interaction required is a feedback bit indicating whether keys can
be re-used. Since key material must always be updated in the case of a reject, this
feedback is always required. In a scenario where Alice and Bob both have messages
to send each other, the feedback bits can be made part of messages encoded in the
quantum states and the single remaining classical bit in EQKR and KRUE no longer
exists. In terms of round complexity and classical communication, such a ‘quantum
conversation’ is optimal.

When quantum key recycling is used for key distribution on a robust channel, the
feedback bit can be delayed until the distributed key is used. The potentially insecure
re-use of key material then does not risk the leakage of important information. Alice
and Bob would need to make sure no two qubits using the same key material are
in transit at once, e.g. by keeping track of the timing. Such a scheme shows key
recycling can be used for efficient key distribution as well.

Removing classical communication from the two-way scheme VSUE is non-trivial.
Alice should avoid sending useful information until she is confident the noise on the
first channel is sufficiently low. One can imagine a variant of VSUE where Alice,
instead of checking the noise after responding to all the incoming qubits, keeps track
of the error rate of the incoming qubits while she is responding. If the error rate ever
exceeds the threshold (after a sufficient number of qubits) she aborts and ignores
the remainder of the qubits. When the message is embedded into the qubits as in
KRUE, the privacy amplification guarantees that the message doesn’t leak if only a
fraction of qubits is sent (and available to Eve). The error correction information and
noise information can be encoded into the qubits to remove the remaining classical
communication. This modification potentially increases the amount of test qubits
required in exchange for the abolishment of classical communication.

The noise resilience property of RRDPS would be a wonderful property for a QKR
scheme. A QKR scheme with noise resilience up to 50% would imply the feedback
bit is no longer required for confidentiality. However, as already argued above, this
is known to be impossible since least some key material needs to be refreshed when
the message fails to arrive. Nevertheless we have tried to construct (in unpublished
work) a key recycling scheme inspired by RRDPS. It requires Alice and Bob to share
a key v ∈ {0, 1}d−1. Either v or v̄ is encoded into the qubits instead of the random
string a. The key v is recycled for future rounds. Unfortunately, the noise resilience
requires that most of the d-dimensional state encodes information that is useless to
Eve. When the qudits sent from Alice to Bob contain information on the message as
well as the key, it becomes increasingly easy for Eve to gain some useful information.
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Although we were able to construct a secure protocol in this fashion, we found that
it does not yield any advantages over the qubit-based schemes QKR and EQKR. In
particular its noise resilience is worse. For d = 3 the rate is positive up to ≈ 5%.
This number drops for increasing d.

8.2.4 Key size

The focus of this thesis has not been the minimization of the key size. The key size
increases when moving from QKD to QKR. Nevertheless, measures can be taken to
try to minimize the key size in QKR schemes.

All protocols discussed use pairwise independent hash functions. For a hash Φu :
{0, 1}n → {0, 1}`, the size of the seed u used can be decreased. from log |U| = n+` to
potentially log |U| = 2` by switching from pairwise-independent to almost-pairwise
independent hash functions [Sti94]. If the proof method can be altered such that step 4
can be replaced by the leftover hashing lemma [Ren05, TSSR11] even in the case of
non-uniform messages, universal hash functions or almost-universal hash functions
can be used. Further reducing the size of the hash seed.

When using the six-state and eight-state encodings, the basis choice has more
than one bit of entropy (log 3 and 2 respectively). However, Eve can at most learn
one bit of information from a qubit. It should therefore be possible for Alice and
Bob to share the n bits of initial amount of key material when using the six-state
or eight-state encodings like they do when using the BB84 encoding. They would
need to extend their key of length n to n log 3 or 2n without negatively impacting the
security of the QKR scheme reducing their initial key material.

Another open question is whether it is possible to do unclonable encryption with
low key sizes. Both KRUE and VSUE have quite large key sizes. A big contribution
comes from the fact that our way of performing privacy amplification in a reversible
manner takes a hash seed of size 2n. A reduction can reduce the key material in both
schemes significantly.

8.2.5 Unclonability

There is a close relation between unclonable encryption and quantum key recycling.
In Lemma 5.1 we saw that our definition of key re-use implies unclonable encryption.
An open question is whether such a statement is also true for other proof techniques.
In particular the one used in [FS17] in which the entropy of the basis key decreases
after every use.

In Chapter 6 we comment on the impossibility of extending the unclonability prop-
erty to a vulnerable-receiver scenario with a prepare-and-measure scheme. Extending
the confidentiallity guarantees beyond vulnerable-sender unclonable encryption does
not seem possible for a prepare-and-measure type protocol. Maybe different types of
protocols can achieve unclonable encryption or related security properties.
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8.3 Limitations

8.3.1 Communication speed

In this thesis we have focused on rates defined as message bits per qubit. We have
not discussed communication speed in bits per second, which is of course an impor-
tant real-life consideration. The quantity of interest to obtain high communication
speed is the number of qubits per second that can be prepared, sent, measured and
processed. In the most common implementation of quantum cryptographic schemes,
single photons are sent over an optical fibre. Using good optical cables, single-photon
sources and detectors and dedicated hardware for the classical communication, secure
communication rates over 10 Mb/s at a distance of 10 km have been achieved in the
lab [YPT+18]. Commercial systems available today achieve speeds closer to one Kb/s
for distances of about 50 km [idQ].

For the hypothetical chats in the stories of this thesis those speeds are sufficient.
But if Alice and Bob want to send a picture of about a MB this would take too
long for modern people with little patience. They can forget about sending videos.
This is why many implementations of QKD nowadays are combined with AES rather
than one-time pad encryption. The security of the combined scheme is then no longer
information-theoretic, which takes away the biggest advantage quantum cryptography
has to offer.

8.3.2 Erasures

The biggest downside to the key recycling and unclonable encryption schemes de-
scribed in this thesis is their bad handling of channel erasures (quantum states fail-
ing to arrive). There are two straightforward ways to deal with erasures. (i) Alice
sends a random payload and Bob informs Alice where the erasures occurred. This
has the drawback that the round complexity increases to the same level as highly-
round-optimized QKD. (ii) The qubit payload consists of a codeword from an error
correcting code that is able to deal with the expected number of erasures. This has
the drawback that the rate of the code suffers dramatically, which simultaneously
increases the leakage towards Eve. The end result is a very bad communication rate
as a function of β.

An open question is whether the unclonable encryption property can be achieved
when the number of erasures on the quantum channel is large. Under such conditions
it is infeasible for Alice to know which part of the payload wlll be received by Bob. Any
attempt at error correction will just give more information to Eve, who is hoarding
the lost qubits. This seems to be a fundamental problem.

An low-loss optical fibre with an attenuation of 0.15dB/km [BBR+18, Ten16]
would mean the errasure rate is < 0.5 at a maximum distance of 1/(0.015 log 10) km
≈ 20 km, making QKR and unclonable encryption through optical fibre at larger
distances infeasible.

Recently QKD distribution has been experimentally performed from a satellite to a
ground station [LCL+17]. In their implementation using weak coherent pulses rather
than single photons, they estimate loss due to beam diffraction (22 dB), pointing
error (3 dB), atmospheric turbulence and absorption (3-8 dB) to be about 30 dB over
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a distance of 1200 km. Although this is less loss per kilometer, distances in such an
implementation are necessarily larger.

An interesting possibility is to construct a quantum key recycling scheme similar
to continuous-variable QKD. This would greatly reduce the erasure rate of the optical
channel, potentially opening the door to a more robust implementation. The provable
security properties of a continuous-variable QKR scheme are an open question.
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Summary

Quantum key recycling and unclonable encryption

Quantum cryptography uses the properties of quantum physics to achieve security
feats that are impossible with only classical communication. An unknown quantum
state cannot be copied or measured without influencing the state. This property is
exploited in quantum key distribution (QKD) to establish a secret key between two
parties Alice and Bob such that they are certain that an eavesdropper (Eve) does
not gain any information about their key. Chapter 7 provides a security proof for
round robin differential phase shift quantum key distribution, a QKD scheme that is
extremely noise resilient. The resulting maximum key rate (key bits established per
sent qubit) is higher than previously proven.

When executing a QKD protocol, Alice and Bob communicate classically in mul-
tiple rounds to establish their key, followed by the use of classical one-time pad
encryption to send a message. In principle there is no need to interact multiple times
since the same principles that protect the random key in QKD, could be used to
protect a message encoded directly into the quantum states. A shared secret key is
then used as an encoding basis which is protected by these quantum physical proper-
ties as well. To achieve the same efficiency in terms of communication rate, the keys
used to encode the qubits can be recycled. Protocols of this form are called quantum
key recycling (QKR) schemes. In Chapter 3 a QKR protocol is introduced that for
asymptotically many qubits achieves the same communication rate (message bits per
qubit) as QKD with one-way postprocessing. A security proof is provided that is
composable with other protocols.

QKD and QKR alike make use of information theoretically secure classical tools
like one-time pad encryption, message authentication codes, universal hashing and
error correcting codes. Often times these tools introduce strings of information that
Alice and Bob share over a classical channel. However, since the information Eve
can gather from the quantum states is limited and keys can be re-used, there is
no fundamental need to communicate classical strings alongside the quantum states.
In Chapter 4 a QKR scheme is introduced that removes the need for any classical
communication from Alice to Bob without the need to send additional qubits. The
only communication from Bob to Alice is a single authenticated feedback bit that
indicates the success of the protocol. In the case of unsuccessful communication, only
a small amount of fresh key material is required.

When sending a classically encrypted message, e.g. with one-time pad encryption,
an attacker is able to intercept the classical ciphertext and keep a copy for a future
attack. To keep their communication confidential, the users of the scheme have to
make sure that their encryption key does not leak at a later time. The difficulty of
deleting information from non-volatile memory makes this a non-trivial task. Un-
clonable encryption uses keys to encode a message in a quantum state such that the
keys can safely become public after a successful instance of the protocol. Chapter 5
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introduces an unclonable encryption scheme that also provides key recycling. It uses
only simple qubit operations, only quantum states are sent from Alice to Bob and
a single authenticated feedback bit is returned. The unclonable encryption and key
recycling properties are proven in a composable way and it is shown that the two
properties are closely related. The communication rate can be increased by using
QKR to refresh some of the key material.

Although unclonable encryption provides an extra security property when it suc-
ceeds, in case of failure Alice and Bob have to forever protect their encryption keys, as
in classical encryption. Two-way quantum protocols allow for the communication of
classical information from Alice to Bob without the need for Alice to know the secret
encoding basis. Chapter 6 introduces a two-way unclonable encryption scheme that
allows Alice to safely leak her key material regardless of the success or failure of the
message transfer. Vulnerable-sender unclonable encryption is defined to guarantee
security of the message when all shared key material leaks after successful as well
as unsuccessful communication. In the presented two-way scheme Alice holds only
shared key material. Vulnerable-sender unclonable encryption and secure partial key
re-use are proven in a composable way. Again, the rate can be increased by combining
the protocol with an instance of QKR.



Samenvatting

Sleutelhergebruik en onkloonbaarheid in kwantumcommunicatie

Kwantumfysica is de natuurkundige theorie die de wereld van de zeer kleine deeltjes
beschrijft. Op deze kleine lengteschaal geldt een fundamentele wet die we ook kennen
als een alledaagse wijsheid: het observeren van een fenomeen verandert het fenomeen.
Deze kwantumfysische wet is niet alleen interessant voor de natuurkunde, maar kan
ook gebruikt worden voor cryptografische doeleinden.

In dit proefschrift staan drie personages centraal: Alice, Bob en Eve. Alice wil
een boodschap versturen naar Bob, zodanig dat Eve de boodschap onmogelijk kan
afluisteren. In plaats van gebruik te maken van wiskundige algoritmes, net als de rest
van de wereld, gaan Alice en Bob gebruik maken van kwantumfysische deeltjes zoals
enkele lichtdeeltjes (fotonen).

Alice en Bob spreken van tevoren een sleutel af die ze gaan gebruiken om de
geheime boodschap te versturen. Afhankelijk van de sleutel en de boodschap stuurt
Alice de deeltjes naar Bob. Bob gebruikt de sleutel om de deeltjes op de juiste manier
te meten en zo de boodschap van Alice te ontvangen. Een sleutel kan bijvoorbeeld
bestaan uit de exacte tijdstippen waarop de deeltjes worden verstuurd. Bob leert
dan de geheime boodschap uit een meting die de verschillende tijdstippen combineert
(interferentie).

Om de communicatie tussen Alice en Bob af te luisteren moet Eve de deeltjes
meten voordat Bob dat doet. Maar zonder de sleutel weet ze niet welke metingen
ze moet doen om de geheime boodschap te achterhalen. Als ze toch probeert om de
deeltjes te meten kan ze dat niet doen zonder iets aan de deeltjes te veranderen. Dit
wordt gegarandeerd door de eerder genoemde wet van de kwantumfysica. Door deze
verandering op te merken weten Alice en Bob wanneer Eve heeft geprobeerd af te
luisteren en wanneer niet. Als Alice en Bob zeker zijn dat hun communicatie niet is
afgeluisterd weten ze dat Eve de geheime boodschap niet kent én dat ze de sleutel
niet heeft geleerd. De volgende keer dat Alice en Bob willen communiceren kunnen
ze dezelfde sleutel veilig hergebruiken.

In Hoofdstuk 3 van dit proefschrift wordt een kwantumcommunicatie-protocol
met herbruikbare sleutels voorgesteld dat enkel gebruik maakt van technieken die
vandaag de dag beschikbaar zijn. Het voorgestelde protocol heeft minder deeltjes
nodig om een gegeven boodschap te versturen dan eerder bekende protocollen met
sleutelhergebruik.

Het protocol van Hoofdstuk 3 gebruikt naast het versturen van kwantumdeeltjes
ook klassieke communicatie, bijvoorbeeld voor het corrigeren van fouten in de ont-
vangen boodschap van Bob. Hoofdstuk 4 introduceert een sleutelhergebruik protocol
zonder klassieke communicatie waarbij dus enkel kwantumdeeltjes worden verstuurd.
Ten opzichte van Hoofdstuk 3 blijft het aantal deeltjes en de technologische complexi-
teit gelijk.
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Bij klassieke communicatie kan Eve alle berichten van Alice en Bob kopiëren.
Ook nadat het protocol is beëindigd moet worden voorkomen dat Eve de sleutel in
handen krijgt. De klassieke berichten en de sleutel zijn samen immers voldoende
om de geheime boodschap ook achteraf te ontcijferen. Bij kwantumcommunicatie
hoeft dit niet het geval te zijn. Als Alice en Bob weten dat Eve de deeltjes niet heeft
gemeten dan is zij niet in staat om de boodschap te ontcijferen, zelfs niet als ze op een
later moment de sleutel in handen krijgt. Deze eigenschap wordt wel onkloonbaarheid
genoemd aangezien Eve niet in staat is om een kopie van communicatie tussen Alice en
Bob te bewaren voor een toekomstige aanval (mits de boodschap succesvol overkomt).

Hoofdstuk 5 introduceert een protocol dat onkloonbaarheid heeft en veilig sleutels
hergebruikt. Hierdoor wordt het mogelijk om onkloonbare versleuteling te bereiken
met hedendaagse technologie zonder dat de sleutel wordt opgebruikt.

Hoofdstuk 6 introduceert een protocol dat onkloonbaarheid heeft bij succesvolle
communicatie en bovendien extra veiligheid biedt als de communicatie onsuccesvol is.
Bob initieert het protocol door deeltjes naar Alice te sturen. Alice stuurt dan haar
geheime boodschap door de deeltjes terug te kaatsen naar Bob op een boodschapaf-
hankelijke manier. Aangezien alleen Bob de initiële toestand van de deeltjes kent is
het zo mogelijk om een boodschap van Alice naar Bob te sturen zonder dat Alice over
de volledige sleutel beschikt. De veiligheid van de boodschap komt dan niet in gevaar
als de kennis van Alice achteraf publiek wordt. Ook niet als de communicatie onsuc-
cesvol blijkt. Deze nieuwe eigenschap krijgt de naam ‘kwetsbare-zender onkloonbare
versleuteling’.

Hoofdstuk 7 bespreekt de veiligheid van een bestaand protocol dat Alice en Bob in
staat stelt om hun hoeveelheid sleutelmateriaal uit te breiden over een kwantumkanaal
met veel ruis. Het aantal kwantumdeeltjes dat hiervoor nodig is blijkt lager dan eerder
gedacht.

Van alle protocollen in dit proefschrift is de veiligheid bewezen. Het effect van
een protocol wordt vergeleken met het effect van een geïdealiseerde versie van dat
protocol. Er wordt bewezen dat de kans dat Eve het echte protocol en het ideale
protocol van elkaar kan onderscheiden extreem klein is, ook al heeft ze alle mogelijk-
heden toegestaan door de wetten van de natuurkunde. De bewijzen zijn zodanig dat
de sleutels en boodschappen veilig zijn voor ruizige kanalen en veilig blijven als ze
worden gecombineerd met andere protocollen.
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